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Intended Audience

Preface

This document is intended for:

® Network engineers

® Technical support and servicing engineers

® Network administrators

Technical Support

® The official website of Ruijie Reyee: https://reyee.ruijie.com

® Technical Support Website: https://reyee.ruijie.com/en-global/support

® Case Portal:_https://www.ruijienetworks.com/support/caseportal

® Community: https://community.ruijienetworks.com

® Technical Support Email: service_ri@ruijienetworks.com

® Online Robot/Live Chat: https://reyee.ruijie.com/en-global/rita

Conventions

1. GUI Symbols

Interface o
Description Example
symbol
1. Button names )
1. Click OK.
2. Window names, tab name, field name and ) )
Boldface ) 2. Select Config Wizard.
menu items
) 3. Click the Download File link.
3. Link
> Multi-level menus items Select System > Time.
2. Signs

The signs used in this document are described as follows:

© warning

An alert that calls attention to important rules and information that if not understood or followed can result in

data loss or equipment damage.

@ Caution

An alert that calls attention to essential information that if not understood or followed can result in function

failure or performance degradation.

W Note

An alert that contains additional or supplementary information that if not understood or followed will not lead to

serious consequences.



https://community.ruijienetworks.com/
file:///E:/WXWork/1688852020930759/Cache/File/2022-04/service_rj@ruijienetworks.com

& Specification

An alert that contains a description of product or version support.

3. Note
The manual offers configuration information (including model, description, port type, software interface) for

indicative purpose only. In case of any discrepancy or inconsistency between the manual and the actual version,
the actual version prevails.
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1 Change Description

Change Description

This chapter describes the major changes in software and hardware of different versions and related
documentation. For details about hardware changes, see the release notes published with software versions.

1.1 ReyeeOS 2.290

1.1.1 Hardware Change

This baseline version has no hardware change. The following table lists the applicable hardware models of this

version.
Model Hardware Version
RG-NBF6002M 1.xx
MF6000M-16GT8SFP2XS 1.xx
MF6000M-16FS8GT2XS 1.xx
MF6000M-24GT2XS 1.xx
RG-NBF5200M-8FS16GT4XS 1.xx
RG-NBF2100S-8GT1SC 1.xx
RG-NBF2100S-8GT1SC-P 1.xx
RG-NBF2100S-16GT1SC-P 1.xx

1.1.2 Software Feature Change

This baseline version has no software feature change.
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2.11

2.2
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2.2.2

Login

Configuration Environment Requirements

PC

® Google Chrome, Internet Explorer 9.0, 10.0, and 11.0, and some Chromium/Internet Explorer kernel-based
browsers (such as 360 Extreme Explorer) are supported. Exceptions such as garble characters or format
error may occur if an unsupported browser is used.

® 1024 x 768 or a higher resolution is recommended. If other resolutions are used, the page fonts and formats
may not be aligned, the GUI is less artistic, or other exceptions may occur.

Logging in to the Web Page

Connecting to the Device

Use a network cable to connect the switch port to the network port of the PC, and configure an IP address for
the PC that is on the same network segment as the default IP of the device to ensure that the PC can ping
through the switch. For example, set the IP address of the PC to 10.44.77.100.

Table 2-1  Default settings

Feature Default Value

Device IP Address 10.44.77.200

A username is not required when you log in for the
Password o ) .
first time. The default password is admin.

Logging in to the Web Page

(1) Enter the IP address (10.44.77.254 by default) of the device in the address bar of the browser to open the

login page.

& Note

If the static IP address of the device is changed, or the device dynamically obtains a new IP address, the new

IP address can be used to access the web management system of the device as long as the PC and the

device are on the same LAN, and their IP addresses are in the same network segment.

(2) Enter the password and click Log In to open the homepage of the web management system.
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rRuijie | Recyce

Hi, NBF!

Forgot Password? English v

You can use the default password admin to log in to the device for the first time. For security purposes, you are
advised to change the default password as soon as possible after logging in, and to regularly update your

password thereafter.
If you forget the Device IP address or password, hold down the Reset button on the device panel for more than

5s when the device is connected to the power supply to restore factory settings. After restoration, you can use

the default IP address and password to log in.

A\ caution

Restoring factory settings will delete all configurations of the device. Therefore, exercise caution when

performing this operation.

2.2.3 Frequently-Used Controls on the Web Page

Ruijte | Roycc Local DevicelNBF English ~  QRemote OBM  § Network Configuration

DHCP Clients  Static IP Addresses DHCP Option  ARP List

ARP List Add [ Delete Selected

L2 Multicast

@ L3 Interfaces
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Table 2-2  Frequently-Used Controls on the Web Page

Control

Description

Local Device(NBS -~ Currently in Local Device mode. I

Local Device: Allows you to configure all functions of the

local device.

Network: Allows you to configure common functions of all
wired and wireless Reyee products in batches in an ad hoc
network.

Home VLAN  Monitor ~»  Ports ~ L2 Multicast

L3 Interfaces ~

The navigation bar is arranged horizontally on the top when
the device acts as a slave device, and vertically on the left
when the device acts as a master device.

English ~

Click it to change the language.

O Remote O&M

Click it to log in to the MACC for remote O&M through the
URL or by scanning the QR code.

& Network Setup

Click it to access the network setup wizard.

[3 Log Out

Click it to log out of the web management system.

+ Add + Batch Add

Click Add or Batch Add to add one or more table entries in
the dialog box that appears. After adding the table entries, you
can view the added table entries on this page.

il Delete Selected

Click it to delete the selected table entries in batches.

Search by MAC

Q Search

Quickly locate the table entry you want to find through the
drop-down list or by entering a keyword.

Edit Delete ¢ Bind

Click them to edit, delete, or bind a table entry.

@

If the toggle switch is displayed in gray and the button is on
the left, the related function is disabled. If the toggle switch is
displayed in blue and the button is on the right, the related
function is enabled.

2 Refresh

Update data on the current page.

-z 3 4 5 6 > io/page

Gotopage| 1

Set the number of table entries displayed on a page. Click a
page number or specify the page number to go to the

corresponding page.
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2.3 Quick Setup

2.3.1 Configuration Preparations

Connect the device to the power supply, and connect the device port to an uplink device with a network cable.
2.3.2 Procedure

1. Adding Device to Network

By default, users can perform batch settings and centralized management of all devices in the network.
Therefore, before starting configuration, you need to check and confirm the number of online devices and
network status in the network.

& Note

Under normal circumstances, when multiple new devices are powered on and connected, they will be

automatically interconnected into a network, and the user only needs to confirm that the number of devices is
correct.

If there are other devices in the network that are not added to the current network, you can click Add to My
Network and enter the management password of the added device to manually add the corresponding device
to the network where the device is located, and then start the network-wide configuration.

Ruijie | BRcycc | Discover Device English v [3 Ext

Total Devices: 18. Other Devices (to be added manually): 17.

Please make sure that the device count and topc

y are correct. The unmanaged switch will not appear in the list. View Topology @

Net Status ( Online Devices / Total ) Refresh &
D — — — &  ——
- ] 171 0/0 17
Internet Router Switches APs Other Devices
My Network

ruijie (1 devices)
Model SN P MAC Software Ver

ﬂmh Naster] MACCQQQQQQ123 172.30.102.133 - ReyeeOS 1.86.1718

I Other Devices @

123 (3 devices) Add to My Network

lin (1 devices) Add to My Network

2. Creating a Web Project

Click Start Setup to set the networking modes and management password of the device.

(1) Network Name: Identify the network where the device is located.
Internet: Select the networking mode.

o DHCP: An IP address is assigned to the device by the uplink DHCP server. By default, the device detects
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whether the IP address can be dynamically obtained. If the IP address is obtained successfully, there is
no need to manually set the IP address.

o Static IP: The user manually enter a specified IP address, subnet mask, gateway IP address, and DNS
address.

(2) Management Password: Set the password for logging in to the management page.
(3) Country/Region: Select the country or region where the device is located.

(4) Time Zone: Set the system time. The network time server is enabled to provide time services by default.
Please select your actual time zone.

Ruijie | BRcycc | Create Network English v (3 Bdt

* Netwerk Name

Network Settings

Internet @ DHCP Static IP

Management Password (Please remember the password.)

* Management £

Password

Country/Region/Time Zone ~
* Country/Region  China (CN)

*Time Zone  (GMT+8:00)Asia/Shanghai

Previous (Create Network & Connect

Click Create Network & Connect to deliver related configuration for initialization and detect the network. After
completing the quick setup, the new device is connected to the Internet, and you can continue to bind the device
to the cloud account for remote management. For specific operations, please refer to the instructions on the page
to log in to the Noc Cloud platform for configuration.

) Note

®  Click Exit in the upper right corner and follow prompts to perform operations. Then, the device can skip

quick setup to go to the Eweb management system. To configure again after exiting or completing the quick
configuration, click the sign in the navigation bar at the top of the web page.

®  After changing the management password, you need to re-visit the device management address and use
the new password to log in to the device.

Work Mode

The device supports two work modes: Standalone and Self-Organizing Network. It works in Self-Organizing
Network mode by default. The system presents different menu items based on the work mode. To modify the

work mode, see Switching the Work Mode.

Self-Organizing Network: After the self-organizing network discovery function is enabled, the device can be
discovered in the network and discover other devices in the network. Devices network with each other based on

the device status and synchronize global configuration. You can log in to the Web management page of the
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device to check management information about all devices in the network. After self-organizing network
discovery is enabled, users can maintain and manage the current network more efficiently. You are advised to
keep this function enabled.

When the device is in self-organizing network mode, the Web page has two configuration modes: the network
mode and the local device mode. For more information, see Switching the Management Mode.

Standalone mode: If the self-organizing network discovery function is disabled, the device will not be
discovered in the network. After logging in to the Web page, you can configure and manage only the currently
logged in device. If only one device is configured or global configuration does not need to be synchronized to
the device, you can disable the self-organizing network discovery function.

Switching the Management Mode

In standalone mode, you can configure and manage only the current logged in device without self-organizing
network function. As shown in Figure 2-1.

Figure 2-1 The Web Page in Standalone Mode

Ruifie Reycc | Local DeviceiNiF
& Home

Basic Info
3 VAN

Dev el NEF5200M-BFS16GTAXS Device Name: N
2 Menitor MA s: Mode: Self.Organizing Network & MT IP: 192.168.86.5:

c 0 Online Hardware 1.00 n: ReyeeOS 2290.0.1615
& Ports Status Version: System Time: 2024-05-30 15:45:20
Uptime: 36 days 15 hours 42 minutes 51 seconds

£ L2 Multicast

Port Info @ Panel View
@ L3 Interfaces

Trafic data i updated every § minutes. © Rekresh
& Routing bl y
© Security

T ETITEI
FENFE SYYY PEFT MEAAR

5 Advanced

& Diagnostics

E System Cormupted/versized
Port Rate Rx/Tx Speed (kbps) Ro/Tx Bytes R/ T Packets CRC/FCS Error Packets S Conflicts

Gil 1000M 146T/3.02T 071336666627

Gi2 1000M 630.24G/1.43T 10 /410789486

Gi3 1000M 33041G/337T 1568/0 /181463805

Gi4 1000M 286T/11.05T

GiS 1000M A62T/10.84T

Gi6 nected o 0.00/0.00 00 00 o0 0

In self-organizing network mode, the Web page has the network mode and the local device mode. Click the
Currently in Network mode in the navigation bar and select the desired mode from the drop-down list box.

Network R  Currently in Network mode. ‘Navigation Q ‘ English~ ¢ B8 & 3

~ Currently in Network mode.

2

Local Device(NBS )

® The network mode: Display the management information of all devices in the network and configure all
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devices in the current network from the network-wide perspective. As shown in Figure 2-2;

Figure 2-2 The local device mode: Only configure the device that you log in to. As shown in Figure 2-

3.The Web Page in Network Mode in Self-Organizing Mode

fRuijie | BRcycc | Network y [ Navigation Q | Englishv & 38 & 3
Q1 Navigation . .
Status Devices Clients Topology List g
Online 1/17/1 > 28
@ Overview
5% Network v Alert Center All (0) e o=
No Alerts Yet =
E\ Devices
. Common Functions e
@ Clients ‘ o= Overturm
. @RIDP @ DHCP @ Batch . Restore
& System ’ Snooping  Config =
Refresh
Network Planning Setup —

Wi-Fi VLAN (1):

@Ruijie-m745E |=== =
VLAN1 —
=
Wired VLAN (2): ==
VLANOOO1 test_vlan == =
VLAN1 VLAN3 —
=
e o=
=,
=

Figure 2-3 The Web Page in Local Device Mode in Self-Organizing Mode

Ruifie Rcycc Local Devica(NBF
£ Home
Basic Info
& VLAN
0 adel; NBF5200M-BFS16GTAXS Device Name S
B Menitor ess Working Mode:  Self-Organizing Network & MGMT IP: 192.168.86.53 &
Connection s Online Hardware 100 Software Version: ReyeeQS 2.2000.1615
& Ports Status Version: System Time: 2024-05-30 15:51:35

Uptime: 36 days 15 hours 48 minutes G seconds
12 Multicast

Port Info @& Panel View
@ L3 Interfaces

Traffic data is updated every 5 minutes. 5 Refresh

© Routing
©
© Security . : ) e
ARad &d&& i ONUs Sugported
& Advanced Ll L) [o——)
ERAF Y YSYY Y YYD AEEAN
@ Diagnostics 4 ¢ 1 4 1 2 u Fl a
e

= System Corupted/Oversized

Part Rate Rx/Tx Speed (bps) Rt/T Bytes Rx/Tx Packets CRO/FCS Error Packets o Conflicts

Git 1000M 623118251 1467202 SBS4B07282/6092135422 " 0/1336886163

62 1000M 85972098 630276/143T 1877548853/2914473487 " 0410840721 o

i3 1000M 1214715252 330476/337T 12276784T6/4137065490 156910 0/181420777 0

- 1000M 12366/20350 286T/11.05T 7418026580/20608623908 3500 02284799779 °

Gis 10000 24183/115850 462T/10.84T 743023537/201 15904700 ) 073765102428 0

F
o6 Siscannected 00 000/0.00 00 oo oo ° yr|
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Network management

3.1 Overviewing Network Information

In network mode, the Overview page displays the current network topology, uplink and downlink real-time traffic,

network connection status, and number of users and provides short-cut entries for configuring the network and

devices. Users can monitor and manage the network status of the entire network on the page.

Status Devices Clients Topology List
o} Online 1/1/5: 4> @ + AP
6% Alert Center All (1)
The gateway is not configured with a
VLAN.
The downlink port of device HILAQU1... DHCP Server
@ QOverturn
Common Functions Ruilie.abc Restore
® SN:H1LAOU100362A
4 WO 10000 6 Refresh
i " WIQ will help optimize ... Y
@ RLDP @ DHCP @ Batch Gi7
Snooping  Config
Unknown
Network Planning Setup UNKNOWN NBS5200-245FP/B.
SNEUNKNOWN SN.GINW31NO00T72
Wi-Fi VLAN (1):
-UNKNOWN
ERiAE Igh
VLAN1T 73 port §
A
Wired VIANQ: A
VLANT VLANOO12 AP Grouwo RG-ES205C-F ‘;
VT iyl SN:MACCWLD789205GC pr

Updated on:2022-04-28 17:31:18
»

3.2 Viewing Networking Information

Choose Network > Overview.

The networking topology contains information about online devices, connected port numbers, device SNs, and
uplink and downlink real-time traffic.
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Topology List 4 AP

Overturn
Ruijie.abe Restore
SM:H1LAOU100362A
1 Refrash
o
L —————
L. Unknown
UNKNOWMN NBS5200-245FP/8...
SN:UMKNOWIN SN:GINW31N0D0172
1
G
A

AP Group RG-ES205C-P 'G
SN:MACCWLD789205GC |
Al

Updated on:2022-04-29 17:31:18

® Click a traffic data item to view the real-time total traffic information.

Real-Time Flow

Real-Time Flow (Kbps)
50 —@-— Uplink Flow —@— Downlink Flow
50+

40-

30+

0 * + - * ’ « T
18:47:24 18:48:04 18:48:44 18:49:24 18:50:04 18:50:44 18:51:24 18:51:39

® Click a device in the topology to view the running status and configuration of the device and configure device

éa

functions. By default, the product model is used as the device name. Click to modify the device name

so that the description can distinguish devices from one another.
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Topology List Hosmamem Software Ver:ReyeeQS 1.86.1619

EGWV. Model:EG205G MGMT IP:192.168.110.1
SN:H1LAOU100362A MAC: 00:74:9¢:87:6d:85
» Port Status
Port Status
VLAN Info
33K Overturn Port

LANO LANT LANZ  WAN1 WAN

o i 0

= Restore

VLAN Edit &

Default VLAN

Interface P IP Range Remark

192.168.110.1-
LANO,1 192.168.110.1 ~
192.168.110.254 *

Updated on:2022-04-29 17:31:18

® The update time is displayed in the lower-left corner of the topology view. Click Refresh to update the

topology to the latest state. It takes some time to update the topology data. Please wait patiently.

Topology List + AP

Cwverturn

Ruijie.abe
SNHTLAOU100362A

Restore

UNKNOWN
SMNUNENOWN

Dz

AP Group RG-ES205C-P
SN-MACCWLDT7ES205GC

IUpdated on:2022-05-19 11:06:40

10
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3.3 Adding Networking Devices

3.3.1 Wired Connection

(1) When a new device connects to an existing device on the network, the system displays the message “A
device not in SON is discovered.” and the number of such devices in orange under “Devices” on the upper-

left corner of the [Overview] page. You can click Manage to add this device to the current network.

| © Tip
A devices not in SON is
discovered.Manage

Status Devices Clients Topology List
Online 1/1/5: 4

Unknown: 1 @ { A non-Ruijie device or a Ruijie device not enabled with SON.

Notin SON: 1 |Manage>=

InSON: 5
Gateway: 1
Ap: 2
' Switch: 2
AC: 0
Router: 0

w KLU ¥ LAy W Ddlln

(2) After the system switches to the Network List page, click Other Network. In the Other Network section,

select the device to be added to the network and click Add to My Network.

11
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Ru,}’fé BRcycc | Discover Device

English v 3 Bt

Total Devices: 20. Other Devices (to be added manually): 17.

Please make sure that the device count and topology are correct. The unmanaged switch will not appear in the list. View Topology

9]
Net Status ( Online Devices / Total ) Refresh &
@ (=)
- 0 3/3 0/0 17
Internet Router Switches APs Other Devices
| My Network
NBS3100 (3 devices)
| Other Devices @
New Device (1 devices) Add to My Network
Unnamed Network (2 devices) Add to My Network
| My Network
INBS3100 (3 devices)
| Other Devices @
New Device (1 devices) Add to My Network
& Model SN IP MAC Software Ver
Switch  NBS7006 NULL 172.30.102.154 00:D0:F8:15:08:5B

ReyeeOS 1.86.

(3) You do not need to enter the password if the device to add is newly delivered from factory. If the device has

a password, enter the configuring password of the device. Device addition fails if the password is incorrect.

Add Device to My Network .

* Password

Forgot Password Add

3.4 Managing Networking Devices

On the Overview page, click List in the upper-left corner of the topology or click Devices in the menu bar to
switch to the device list view. Then, you can view all the device information in the current networking. Users only

need to log in to one device in the network to configure and manage devices in the entire network.

12
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Ruijie | fRcycc

Navigation Q ‘ English v ¢y &8

Q Navigation Status Devices Clients
Topology
Online 1/6: 3 -

@ Overview

&% Netwark v Alert Center All (0)

No Alerts Yet 73426K | 140.6TK

Common Functions

A—
M Gateway — Overturn
wio ) Raesb:
@ Clients v A WIO will help optimize .. Disabled SNHILA 003624 Restore
Refresh
@RIDP  @DHCP @ Batch =
. o
& System Snooping  Config
Unknown
Network Planning Setup UNKNOWN NES5200-245FP)
SNEUNKNOWN SMGTNWETNOGO172
Wi-Fi VLAN (3):
A Igh il
UL LA A
2 oo RG-ES205CF
VLAN22 SNMACCWLD7892056C
Wired VLAN (7): Updated an:2022-05-09 04:00:15
&Collapse
Topology - Tl Delete Offline Devices Batch Upgrade
SN Status Hostname MAC P Software Ver Model
MACCWLD789205GC Online ruijie & 78:11:22:33:44:55 192.168.110.226 ESW_ RG-ES205C-P
. Ruijie.abe
H1LAQU100362A Online R 00:74:9C:87:6D:85 192.168.110.1 & ReyeeQS EG205G
[Master] &
. NBS5200-
GTINW31N000172 Online Ruijie & 00:D3:F8:15:08:58 192.168.110.89 & ReyeeQS
24SFP/8GTAXS
1234942570021 Online RAP2200e & 00:D0:F8:15:08:48 192.168.110.152 & AP m RAP2200(E)
G1QH2LV00090C Online Ruijie & CA:TO:AB:AB:6%:17 192.168.110.102 & Reyee0S RAP2260(G)

n 10/page Total 5

® Click the device SN to configure the specified device separately.

13
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MSW

» Port Status
VLAN Info
Port
Route Info
RLDP

More

Hostname: Ruijie &

Model:NBS5200-245FP/BGT4XS

SN:GTNW31N000172

Port Status

1 3
CY

79 N

i Jo L B R

..
2 4 6 8 10 12

VLAN

VLAN1

VLAN33

Interface

Gi2,Gi4,Gi6,Gi17-
24,Te25-28,Ag1-4,Ag8

7 9 mn

VLANS3

14 16 18 20 22 24

Network management

Software Ver:ReyeeOS 1.86.1704
MGMT IP:11.1.1.89
MAC: 00:D3:F8:15:08:5B

Panel View
19 21 23 17 19 21 23
o ol ol ol

PEYYyY HEMN

18 20 22 24 25 26 27

Edit &

IP Range Remark

19 21 23 17 19 21 23

® Check offline devices and click Delete Offline Devices to remove them from the list and networking topology.

Tl Delete Offline Devices Batch Upgrade

=] SN

MACCWLD789205GC

y H1LAQU100362A

GINW31N000172

(=]

1234942570021

MACC522376524

Status

Online

Online

Online

Offline

Online

Online

Hostname

ruijie &

Ruijie.abc
[Master] &

Ruijie &

RAP2200e &

Ruijie &

T78:11:22:33:44:55

00:74:9C:87:6D:85

00:D3:F8:15:08:5B

CA:T0:AB:AB69:17

00:D0:F8:15:08:48

00:10:F8:75:33:.72

3.5 Configuring the Service Network

192.168.110.226

192.168.110.1 &

11.1.1.89 &

192.168.110.102

192.168.110.152 &

192.168.110.200 &

Software Ver

Model

RG-ES205C-P

EG205G

NBS5200-
245FP/3GTAXS

RAP2260(G)

u RAP2200(E)

EAPE02

The wireless and wired network configurations of the current network are displayed in the lower-left of the

Overview page. Click Setup to switch to the service network configuration page (or click Network > Network

Planning).

14
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Ruijie | KRcycc

Network management

Network v ‘ Navigation Q ‘ English ~ ©Ruijie Cloud E#Download App 4 Network Setup @ Network Check @jAlert [3 Default Password

Q Navigation

& Overview

& Network

[ Devices

@ Clients

= System

«Collapse

3.5.1 Configuring the Wired Network

Status Devices Clients
Online 1/2/1 > 0

Alert Center All (0)
No Alerts Yet

Common Functions

‘Wio .
4 . . Disabled
4 WIO will help optimize

@ RLDP @ DHCP @ Batch
Snooping  Config

Network Planning

Wi-Fi VLAN (1):

@Ruijie-sA4BF
VLAN1

Wired VLAN (1):

VLAN1
VLAN1

Topology List

?

Unknown
UNKNOWN
SNUNKNOWN

Overturn

Restore

Refresh

"

RAP2260(E)

. NetinSON _NotinSON
RE
SN-G1QPI4KD15134 SN:G1QPI4KD16658 SN-G1OHS

Updated on:2022-05-09 10:04:49

IEWX000610

(1) Click Add Wired VLAN to add wired network configuration, or select an existing wired VLAN and click Setup

to modify its configuration.

Network Planning(5) Al

|l Add Wired VLAN ][ Add Wi-Fi VLAN

VLANT

11

VLAN0O12

VLANT  Wired VLAN

VLANT1  Wi-Fi VLAN

Wi-Fi VLAN

VLANT2  Wired VLAN

Ruilieabe
SHHTLADUT00362A

Overturn

Restore

Refresh

VLAN22  Wi-Fi VLAN
22

33

SVI Address: (Gateway)
192.168.33.1

-

Unknown
UNKNOWN
SN:UNKNOWN

INBS5200-245FP/5.
SNEGTNWITNDD0172

4 Groun RG-ES205C-P
SMMACCWLDTBIZ05GC

(2) Configure a VLAN for wired access, specify the address pool server for access clients in this VLAN, and

determine whether to create a new DHCP address pool. A switch or gateway device can be selected as the

address pool server. After setting the service parameters, click Next.

15
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Configure Network Planning/Add Wired VLAN X

1 Configure VLAN Parameters 2 Configure Wired Access

Description:
* VLAN ID: 33

Address Pool @ Gateway

Server

Gateway/Mask: | 192.168.33.1 / 255.255.255.0

pHep Pool: (@D

IPRange:  192.168.33.1 - 192.168.33.254
.5
Ai
Next
(3) Select the switch to configure in the topology, select the switch ports added to this VLAN, and click Next.
Configure Network Planning/Add Wired VLAN x
< gure VLAN Parameters Configure Wired VLAN

VLAN33 (33) You have selected 2 device(s) with & pori(s). @ Panel View

g RN Unavailable § Aogregate MM Uplink Copper Fiber
N;SQUOZJSF;&;;:;S 1 25 7 9 1 13 15 17 19 21 23 w7 19 21 23

GINW31N000172 oM G 5 O L
MM MR R YRy MEEM
= Selected: Gi3,Gi5,Gil7... 2 4 6 8 1012 14 16 18 20 22 24 18 20 22 24 25 26 |27 28
A Note: You can click and drag te select one or mere ports. SelectAll Inverse Deselect
..... Overturn
Ruiie abe
SNHILADU100362A Restors
|| —————
L Hnknewn
UNKNOWN NBS5200-245FP/8.
SN:UNKNOWN SN:GTNW31N000172
N-’ G;‘Q\JD RG-ES205C-P =
SN:MACCWLD789205GC "

(4) Confirm that the configuration items to be delivered are correct and then click Save. Wait a moment for the
configuration to take effect.
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Configure Network Planning/Add Wired VLAN

1 Configure VLAN Parameters

EG210G-P
SN:1234567891234

3.5.2 Configuring the Wireless Network

Network management

2 Configure Wired Access 3 Confirm Config Delivery

To configure (VLAN33) with IP range 192.168.33.1~192.168.33.254, configuration will be delivered to
device(s).

The following configuration will be delivered:

Add VLAN 33.IP: 192.168.33.1 Subnet Mask: 255.255.255.0

DHCP Pool. Start: 192.168.33.1 End IP Address:192.168.33.254

EG210G-P DNS: 192.168.33.1 Lease Time(Min)480
1234567891234

) Ai
Previous Save

(1) Click Add Wi-Fi VLAN to add wireless network configuration, or select an existing Wi-Fi VLAN and click

Setup to modify its configuration.

Network Planning(3) All ~

IA:I:I Wired VLAN “Add Wi-Fi VLANI

VLANT Wi-Fi VLAN
VLAN1

VLAN10
VLAN10

VLAN12
VLAN12

SVI Address: (Gateway)
192.168.12.1

DHCP Pool (Enable)
192.168.12.1/255.255.255.0
IP Count: 254

Lease Time(Min): 480

E

Overturn
Restore

Refresh

EG105GW-E
SNMACCR1627T7F22

LANT/WANT

.. Unknown
UNKNOWN
SNUNKNOWN

UNENGWN

UNENOW

NotinSON  NotinSON
) RE
SN-G1QPI4K016658

x

poved 4 i
12345678

(2) Set the Wi-Fi name, Wi-Fi password, and applicable bands. Click Next.
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Configure Network Planning/Add Wi-Fi VLAN X
1 Configure Wireless Access 2 Configure VLAN Parameters
* SSID:

Security: Security © Open

Band: @ 24G +5G 24G 5G
#
Next o
(3) Configure a VLAN for wireless access, specify the address pool server for access clients in this VLAN, and
determine whether to create a new DHCP address pool. A switch or gateway device can be selected as the
address pool server. After setting the service parameters, click Next.
Configure Network Planning/Add Wi-Fi VLAN X
1 Configure Wireless Access 2 Configure VLAN Parameters 3 Confirm Config Delivery
Description:
*VLAN ID: 13
topo.addressPool @ Gateway
Gateway/Mask: 192.168.13.1 /| 255.255.255.0
DHCP Pool: @D
IP Range: 192.168.13.1 - 192.168.13.254
I’_

X Ai
Previous Next

(4) Confirm that the configuration items to be delivered are correct and then click Save. Wait a moment for the

configuration to take effect.
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Configure Network Planning/Add Wi-Fi VLAN

1 Configure Wireless Access

Network management

Overturn

Restore

UNKNOY
SN-UNKNOWN

) R§

SN:G1QPSAKD16658

‘ Not in SON ‘ ‘ Not in SON

3.6 Processing Alerts

Choose Network > Overview.

2 Configure VLAN Parameters 3 Confirm Config Delivery

To configure (VLAN13) with IP range 192.168.13.1~192.168.13.254, configuration will be delivered to
device(s).
The following couration will be delivered:

SSID-test Password:12345678

Add VLAN 131P: 192.168.13.1 Subnet Mask 255.255.255.0
DHCP Poal. Start: 1 P Address:192.168.13.254
DNS: 192.168.13.1 L 0

EG105GW-E
MACCR16277F22

) A
Previous Save

If a network exception occurs, alert message on this exception and the corresponding solution are displayed on
the Overview page. Click the alert message in the Alert Center section to view the faulty device, problem details,

and its solution. Troubleshoot and process the alert according to the solution.
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Network

Navigation Q

English

Network management

O K & @«n

m X B O

® B

“e-
i

>

Status Devices Clients
Online 1/1/5> 4
Alert Center All (1)
The gateway is not configured with a N
VLAN. .
The downlink port of device H1LAQU1...
Common Functions
-d o 100.00 @
FY WO will help optimize .. e
@ RLDP @ DHCP @ Batch
Snooping  Config
Network Planning Setup
Wi-Fi VLAN (1)
2IAE Igh
VLAN1
Wired VLAN (2):
VLAN1 VLANOO12
VLAN1 VLAN12

Topology List

143 53K

Ruiiie.abc
SN-H1LADU100362A

DHCP Server

AP Group

. Unknown
UNKNOWN
SM:UNKNOWN
port 5
A
RG-ES205C-P

SN:MACCWLD789205GC

Updated on:2022-04-29 17:31:18

UNKNGWN

RAPZ200e
SNi1Z348s;
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o Alerts

Current Alert
The downlink port LANT/WAN3 of device HILAOU100362A is not allowed to be configured
with allowed VLAN 12.
Solution:
Please configure the LAN IP address.

LAMT/WANE

NB55200-245FP/8.
SMN:GTINW31N000172

Gateway

R abc

SN:HILADU1003624

NN

AR
Switch
RG-ES0SC-F
SNMACCW D7BI2056C

Uk

Not in SON

QOverturn

Restore

Refresh

QOverturn

Restare

AN ang

Switch
NBSS200- 245D/
SNGINWIINDODITZ
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3.7 Viewing Online Clients

The Clients in the upper-left corner of the Overview page displays the total number of online clients in the
current network; moving the cursor to the number of users will display the number of current wired users, wireless
users in the 2.4GHz band, and wireless users in the 5GHz band.

Click to switch to the online clients page (or click Clients > Online Clients).

Status Devices Clients
Online 1/17/1 33 -
Wired
Alert Center VLAN: 33
Mo Alerts Yet 24G: 0
5G: 0

Commnn Functinne

All (29) Wired (29)

o Online Clients

The client going offline will not disappear immediately. Instead, the client will stay in the list for three more minutes.

| Online Clients

Wireless (0)

®

2 Refresh
Username/Type Access Location IP/MAC Current Rate Wi-Fi

-- 192.168.1.200 Up:0.00bps

i Wired 00:¢0:4¢:0a:00:27 Down:0.00bps
- 2020 e 172.30.102.1 Up:0.00bps

il Wired 00:74:9c:71:dd:43 Down:0.00bps
- MACC2020ABCDE 172.30.102.101 Up:0.00bps

i Wired b4:fb:e4:b0:bbi54 Down:0.00bps
RG-BCC-F N RS 172.30.102.107 Up:0.00bps

il Wired 58:69:6c:ce:72:b2 Down:0.00bps
iDS-7932NX-K4%2FS 172.30.102.110 Up:0.00bps

MACC2020ABCDE --

i Wired

98:8b:0a:d2:ec:28

Down:0.00bps

Table 3-1 Description of Online Client Information
Field Description
Indicate the name and access type of the client. The access type can be wireless
Username/Type

or wired.

. Indicate the SN of the device that the user accesses to. You can click it to view the
Access Location

access port during wired access.
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Field Description
IPIMAC The IP address and the MAC address of the client.
Current Rate Indicate the uplink and downlink data transmission rates of the client.

WilFi Wireless network information associated with wireless clients, including channel,
i-Fi
signal strength, online time, negotiation rate, etc.

3.8 Smart Device Network

3.8.1 Overview

The smart device network is used to quickly plan and set up an isolation network for smart clients, so as to
isolate the client network from the normal service network and other types of clients, and improve the stability of
the network. The smart device network supports rapid identification of various types of clients (such as cameras,
access control, background broadcasting, smart charging piles, etc.) and batch execution of isolation planning
on clients. Compared with traditional client network planning and deployment steps, it eliminates the tedious
process, collects information and simplifies the steps to set up client isolation.

After setting up the smart device network, the page visually displays client information, and actively alerts
abnormality, which can effectively improve the efficiency of troubleshooting.

3.8.2 Procedure

Choose Network > Clients > Smart Device Network.

(1) Click Identify Client.

Smart Device Network @

Smart Device Network

Highlights

1.Quickly identify the client access information in the network to avoid
tedious information collection

2.Quickly perform isolation planning on the clients to simplify isolation
operating steps

3.Adopt visualized client maintenance and active error alarm to improve
the troubleshooting efficiency.

Usage Guide
1 Identify Clients: Enter the client subnet and the server IP addresses.

2 lsolate Clients: Isolate a certain client in this subnet.

Identify Client

(2) Click +Client Subnet, enter the client type (which can be selected or customized in the drop-down box), the
network segment of the client, the planned number and the corresponding server IP address to identify the

client. Multi-type client network segments can be set. Click Identify Client after filling in.
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Smart Device Network

1 Identify Client 2 Isolate Client

Client Type @ Client Subnet IP and Mask @ Planned Count @  Client Server IP @
I: 192.168.1.0 !/ 24 254 192.168.1.2
Camera

Video Intercom an...
Background Music ...
Smart Parking Lot
Parking Guidance
Smart Charging Pile
Smart Lighting

Remote Meter Rea...

Network management

Added Clients

® Delete Subnet

(3) Display the identified client and client server information, including IP address, MAC address, SN number of

the connected switch and connection port. Click to view the detailed information. If the connection information

to the client server is not identified, you need to click Configure and fill in the relevant information manually.

After confirming that the client device information is correct, click Isolate Client.

Smart Device Network

1 Identify Client 2 Isolate Client

PI. d
_ Client Subnet IP and Mask anne _
Client Type @ I Count/ldentified Count Client Server IP @
2]
test 192.168.1.0/24 254/1 B 192.168.1.2 Configure

Isolate Client Skip

Identified Servers in 192.168.1.0/24

Hostname: IP MAC

192.168.1.2 00:D0:F8:22:74:5E

23

Switch SN

MACC2020ABCDE

Identified Clients = Refresh

Action test 254/1

B C Delete Subnet

Switch Port

Gi1/23
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(4) Input the name of the VLAN, VLAN ID, gateway address, and subnet mask of the isolated client. Check the
target network segment and click Generate Config.

Smart Device Network

1 Identify Client

2 Isolate Client 3 Confirm Config

B Subnet® Isolated VLAN Name @ VLAN D @ Gateway Address @ Subnet Mask @ jcRantiicobHon|Rlnaing|

192.168.1.0/24 VLAN3
test vian 3 192.168.1.240 255.255.255.0

E 192.168.1.0/24

test| 254 Server |1 [B

(5) After confirming the configuration, click Deliver Config. If you need to modify it, you can click Previous to
return to the setting page.

Smart Device Network

1 Identify Client

2 Isolate Client

3 Confirm Config 4 Deliver Config

To ensure effective network planning, 1 devices are added autom...
Target Devices

Ruijie(MACC2...

<

Overturn

Restore

(6) The page displays that the configuration has been delivered successfully, indicating that the settings have
been completed. Click the configuration item to view the configuration delivery details. After the configuration
is delivered, click View Details to switch to the page that displays monitoring information of the smart device
network; click Add Client to continue setting the client network segment.
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Smart Device Network

1 Identify Client 2 Isolate Client 3 Confirm Config —— 4 Deliver Config

© Configuration delivery succeeded.

Config Delivery Details

&  Device VLAN Config -

DeviceRuijie (MACC2020ABCDE) : Update VLAN:test vlan, Vianid: 3

&  Port VLAN Config ~

DeviceRuijie (MACC2020ABCDE) : Port Gil/15et as Trunk Port, Native Id:1,Allow Vlan:1-

&  Subnet Vlan Config ~

DeviceRuijie (MACC2020ABCDE) : Setup Subnet VLAN3:192.168.1.240 255.255.255.0

(7) After completing the smart device network settings, you can view the client monitoring information on the

page, including client online status, connection information, device information, and online and offline time.
Select the client entry and click Delete Client to remove the specified client from the current network.

Click Batch Edit Hostnames to import a txt file containing client IP and client name (one line for each client,
each line contains an IP and a name, and the IP and the name are separated by the Tab key), and modify
the client names in batches.

Click Client Subnet to modify servers and isolate VLAN information, or add a new client network segment.

Click Delete Subnet to delete the corresponding smart device network configuration.

Smart Device Network & 2 Client Subnet

{& All Clients test: 192.168.1.0/24
o] Total
3”5 e 4‘:‘; (O] «1 2 testwvlan VLAN3 Delete Client C a
© test
Online Total Status
1 2 Type Username P MAC Switch SN
& other - Offline test -z 192.168.1. OO:DOjFB:ZZ:? MACC2020ABCDE
Online Total 2 45K
34 42
192.168.1.  00:E0:AC:0A:0
- Online test - & MACC2020ABCDE

200 0:27

10/page Total 2

other:

(O] «34 e42 - - Delete Client v d
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4 Basic Management

4.1 Overviewing Switch Information

4.1.1 Basic information about the Device

Choose Local Device > Home > Basic Info .

Basic Management

Basic information includes device name, device model, SN number, software version, management IP, MAC

address, networking status, system time, working mode, etc.

Ruijie | Rcycc Local Device(NBF -

lri» Home

VLAN

Basic Info

Device Model: NBFS200K-8FS16GT4XS,
¥ Monitor

Ports

Uptime: 36 days 15 hours 55 minutes 56 seconds

1. Setting the device name

English + QRemote &M Netwo

Click the device name to modify the device name in order to distinguish between different devices.

| Basic Info m

Hostname:| Ruijie &

Edmdal. KIDCTOND

Edit Hostname

rk &

Ruijie
Sn Cancel ﬂ

2. Switching the Work Mode

Click the current work mode to change the work mode.
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Local Device(NBF Description:

1. The device IP address may change upon
mode change.

]

. Change the endpoint IP address and
ping the device.

Basic Info

"

. Enter the new IP address into the
address bar of the browser to access
Eweb.

¢

Device Model:

Working Mode: 3 izi vork 12
oridng Mode I Self-Organizing Network l"‘ 4. The system menu varies with different

work modes.

Hardware 1.00
Version: Self—Organizingm

Network

Port Info @ Panel View

3. Setting MGMT IP

Click current management IP address to jump to the management IP configuration page. For more information,

| Basic Info
Device Model: NBF5200M-8FS16GT4XS Device Name: - SN:
MAC Address: Working Mode:  Self-Organizing Network £ MGMT IP: [192.168.88.53 @
Connection s Online Hardware 1.00 Software Version: ReyeeOS 2.2900.1615
Status Version: System Time: 2024-05-30 16:09:47

Uptime: 36 days 16 hours 7 minutes 18 seconds

4.1.2 Port Info

Choose Local Device > Home > Port Info .

® The port info page displays the details of all ports currently on the switch. Click Panel View to view the port
roles and statuses corresponding to port icons of different colors or shapes.
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Local Device(NBS -~ Engish~ O 2 & B

&2
| Port Info @ Panel View
2
57
The flow data will be updated every 5 minutes. & Refresh
& 13 5 7 9 11 13 15 17 19 21 23
o Y YYyY U YUY YFy EEEN
2 4 6 8 10 12 14 16 18 20 22 24 25 26 27 28
Rx/Tx Speed CRC/FCS E C ted/Oversized
é Port Rate opes Rx/Tx Bytes Rx/Tx Packets < rer orrupted/Qversize Conflicts
(kbps) Packets Packets
@ Gi1 + 1000M 478/242 16.38G/4.03G 747188105/ 281666 0/0 0/0 0
L:.',:
Gi2 Disconnected 0/0 0.00/0.00 0/0 0/0 0/0 0
12265475/629207
Gi3 1000M 14118 2.05G/13.88G 67/ 0/0 0/0 0
Gid Disconnected 0/0 0.00/0.00 0/0 0/0 0/0 0
Gi5 Disconnected 0/0 0.00/0.00 0/0 0/0 0/0 0
Gi6 Disconnected 0/0 0.00/0.00 0/0 0/0 0/0 0
Gi7 Disconnected 0/0 0.00/0.00 0/0 0/0 0/0 0 5
[
Gi8 Disconnected 0/0 0.00/0.00 0/0 0/0 0/0 0 a
»
~ia Nicrannartad nmn nnnmnn nimn nmn n/mn n
| Port Info| @ Panel View
Role Status
Copper il 16256106
Fiber il 10Mm/100M |
#1 Uplink . Exception
4 PoE . Disconnected 7
. K
% PoE Error Disable E
i Aggregate
D

® Move the cursor to the icon of a port (for example, Gil4) on the port panel, and more information about the
port will be displayed, including the port ID, port status, port rate, uplink and downlink traffic, transmission
rate, and optical/electrical attribute of the port.

28



Web-based Configuration Guide Basic Management

Port Info @ Panel View

The flow data will be updated every 5 minutes. & Refresh

35 7 9 1 13 15 17 19 21 23

2 4 6 & 10 12 18 20 22 24 25 26 27 28
Rx/Tx Speed o o CRC/FCS E C ed/O d
X Spee: rror orrupt versize
Port Rate b p) Status: Connected ckets C;’ et pP {( . Conflicts
ps Rate: 1000M ackets ackets
. Flow: L 1.70G 1 1842G 354666
oit 1000M 103785 Rate: L 167kbps * 205kbps o/0 0/0 0
Attribute: Copper
Gi2 Disconnected 0/0 0/0 0/0 0

® Traffic data is automatically updated every five minutes. You can click Refresh above the port panel to obtain
the latest port traffic and status information simultaneously.

Port Info @ Panel View

The flow data will be updated every 5 minutes.

35 7 9 1 13 15 17 19 21 23

2 4 6 8 10 12 14 16 18 20 22 24 25 26 27 28

Port Rate Rx/Tx Speed Rx/Tx Bytes CRC/FCS Error Corrupted/Oversized

Rx/Tx Packets Conflicts
(kbps) Packets Packets
74718870/281666
Gitl ¢ 1000M 206/124 16.38G/4.03G 4; 0/0 0/0 0

4.2 Port Flow Statistics

Choose Local Device > Monitor > Port Flow .

Display traffic statistics such as the rate of the device port, the number of sent and received packets, and the

number of error packets. The rate of the port is updated every five seconds. Other traffic statistics are updated
every five minutes.

Select a port and click Clear Selected , or click Clear All to clear statistics such as current port traffic and start
statistics collection again.

O nNote

Aggregate ports can be configured. Traffic of an aggregate port is the sum of traffic of all member ports.
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4.3

Port Info il Clear Selected [i] Clear All

The flow data will be updated every 5 minutes. = Refresh

Rx/Tx Speed CRC/FCS Error Corrupted/Oversized

Port Rat Rx/Tx Byt Tx Packet: Conflict
or ate (bps) x/Tx Bytes Rx/Tx Packets Packets Packets onflicts
Gil ¢+ 1000M 342/55 16.39G/4.04G 7474981131/28194 0/0 0/0 0
Gi2 Disconnected 0/0 0.00/0.00 0/0 0/0 0/0 0

Gi3 1000M 25/268 2.05G/13.88G 12270360597/62929 0/0 0/0 0
Gi4 Disconnected 0/0 0.00/0.00 0/0 0/0 0/0 0

Gi5 Disconnected 0/0 0.00/0.00 0/0 0/0 0/0 0

Gi6 Disconnected 0/0 0.00/0.00 0/0 0/0 0/0 0

MAC Address Management

4.3.1 Overview

4.3.2

AMAC address table records mappings of MAC addresses and interfaces to virtual local area networks (VLANS).

A device queries the MAC address table based on the destination MAC address in a received packet. If the
device finds an entry that is consistent with the destination MAC Address in the packet, the device forwards the
packet through the interface corresponding to the entry in unicast mode. If the device does not find such an
entry, it forwards the packet through all interfaces other than the receiving interface in broadcast mode.

MAC address entries are classified into the following types:

® Static MAC address entries: Manually configured by the user. Packets whose destination MAC address
matches the one in such an entry are forwarded through the correct interface. This type of entries does not
age.

® Dynamic MAC address entries: Automatically generated by devices. Packets whose destination MAC
address matches the one in such an entry are forwarded through the correct interface. This type of entries

ages.

® Filtering MAC address entries: Manually configured by the user. Packets whose source or destination MAC

address matches the one in such an entry are discarded. This type of entries does not age.

W Note

This section describes the management of static, dynamic, and filtering MAC address entries, without involving
multicast MAC address entries.

Displaying the MAC Address Table

Choose Local Device > Monitor > Clients > MAC List .

Displays the MAC address information of the device, including the static MAC address manually set by the user,

the filtering MAC address, and the dynamic MAC address automatically learned by the device.
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Querying MAC address entries: Support querying MAC address entries based on MAC address, VLAN ID or

port. Select the search type, enter the search string, and click Search . MAC entries that meet the search criteria
are displayed in the list. Support fuzzy search .

Ruijie Rcycc Local Device(NBF

English ©  QRemote 0&M & Network Configuration [3Log Out

VLAN
| mac Address Search by MAC Search
Upto. 19K eaties can be added
Port Flow

4881.D4FEABB2

No. MAC VLAN 1D Port Type

Optical Transceiver Infc
Fiber Properties

DBA Configuration

@ Ports

L2 Multicast

8 L3Interfaces

Security

2 Advanced

O Note

The MAC address entry capacity depends on the product. For example, the MAC address entry capacity of the
device shown in the figure above is 32K.

4.3.3 Displaying Dynamic MAC Address

Choose Local Device > Monitor > Clients > Dynamic MAC .

After receiving the packet, the device will automatically generate dynamic MAC address entries based on the

source MAC address of the packet. The current page displays the dynamic MAC address entries learned by the
device. Click Refresh to obtain the latest dynamic MAC address entries .

Ruijie | Rcycc Local Device(NEF

English ~ (Remote 0&M 4§ Network Configuration [3Log Out

# Home

MACList  Static MAC Dynamic MAC MAC Filter  Aging Time  ARP List

¥ VLAN

| macist Clear by MAC @ Clear 5 Retresh

No. MAC

Port Flow

VLAN ID

1
Optical Transcelver Infc
1012 Gid
Fioer Properties
BA Canfiguration
» Ports 5
L2 Multicast
@ L3 Interfaces
01z
& Routing
3013
© securtty

B:: s s - = Ofpage Goto page| 1
% Advanced

Delete dynamic MAC address: Select the clear type (by MAC address, by VLAN, or by port), enter a string for

matching the dynamic MAC address entry, and click Clear . The device will clear MAC address entries that meet
the conditions.
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MAC List Clear by MAC | | i Clear G Refresh
No. MAC SleagbyMAL Port
Clear by Port
1 54:BF:64:5C:90:5F Gil
Clear by VLAN
2 58:69:6C:FF:1A:70 I Gil
3 BC:EC:4B:86:E3:B4 1 Git

4.3.4 Configuring Static MAC Binding

The switch forwards data based on the MAC address table. You can set a static MAC address entry to manually
bind the MAC address of a downlink network device with the port of the device. After a static address entry is
configured, when the device receives a packet destined to this address from the VLAN, it will forward the packet
to the specified port. For example, when 802.1x authentication is enabled on the port, you can configure static
MAC address binding to implement authentication exemption.

Ruijie  Reyee

English ~ O Remote O&M & Network Co

& Home

macust [ swticmac | oynamicMAC  MACFier  AgingTime  ARPUst
VLAN
Static MAC
A Description: The swftch forwards packets based on the MAC adcresstabs, Bind astatic MAC adress with 3 ot 31 the packet destined or ths address wil b forwardedfo the prt You can configurs MAC sdsress bining for  port ensbisd with
= 802.1x authentication
Port Flow
| MAC List i @ Delete Selected
Upta 256 sniies can be sdded
Optical Transcelver infa
Port MAC Address VIAN 1D Action
Fiber Properties
DEA Canfiguration
Ports [ 1] 10/page Gotopage 1

1. Adding Static MAC Address Entries

Choose Local Device > Monitor > Clients > Static MAC .

Click Add , enter the MAC address and VLAN ID, select the port for packet forwarding, and click OK . After the

addition is successful, the MAC address table will update the entry data.
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Add .

*MAC:
*VLAN ID:

* Select Port:

. Available Unavailable 1 Aggregate [#8 Uplink Copper Fiber

3 5 7 9 N 13 15 17 19 21 23

1 [
O ol ol ol ol o o

2 4 6 8 10 12 14 16 18 20 22 24

Deselect

2. Deleting Static MAC Address Entries

Choose Local Device > Monitor > Clients > Static MAC .

Batch delete: In MAC List , select the MAC address entries to be deleted and click Delete Selected . In the
displayed dialog box, click OK .

Delete an entry: In MAC List, find the entry to be deleted, click Delete in the last Action column. In the displayed
dialog box, click OK .

MAC List + Add [il Delete Selected

Upto 256 entries can be added.

= Port MAC VLAN ID Action

Gi28 00:11:22:33:44:55 1

4.3.5 Configuring MAC Address Filtering

To prohibit a user from sending and receiving packets in certain scenarios, you can add the MAC address of the
user to a filtering MAC address entry. After the entry is configured, packets whose source or destination MAC
address matches the MAC address in the filtering MAC address entry are directly discarded. For example, if a

user initiates ARP attacks, the MAC address of the user can be configured as a to-be-filtered address to prevent
attacks.
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Local Device(NBS - English~ &y 28 & [3
MAC List Static MAC Dynamic MAC MAC Filter Aging Time ARP List
&
MAC Filter
Description: The switch forwards packets based on the MAC address table. If a packet containing the specified MAC address reaches the VLAN, the
packet will be discarded. You can configure the MAC filter to guard against an ARP attack.
| MAC List + Add 1@l Delete Selected
O
@ Upto 256 entries can be added.
E MAC VLAN ID Action
@ 00:11:22:33:44:55 1 Delete
‘:=Z Total 1 10/page - Go to page 1

1. Adding Filtering MAC Address

Choose Local Device > Monitor > Clients > MAC Filter .
Click Add . In the dialog box that appears, enter the MAC addresses and VLAN ID, and then click OK .

Add .

*MAC:

*VLAN ID:

caneel “

2. MAC Filter

Choose Local Device > Monitor > Clients > MAC Filter .

Batch delete: In MAC List , select the MAC address entries to be deleted and click Delete Selected . In the
displayed dialog box, click OK .

Delete an entry: In MAC List , find the entry to be deleted, click Delete in the last Action column. In the displayed

dialog box, click OK .

MAC List + Add il Delete Selected

Up to 256 entries can be added.

/] MAC VLAN ID Action

00:11:22:33:44:55 1
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4.3.6 Configuring MAC Address Aging Time

Set the aging time of dynamic MAC address entries learned by the device. Static MAC address entries and
filtering MAC address entries do not age.

The device deletes useless dynamic MAC address entries based on the aging time to save entry resources on
the device. An overly long aging time may lead to untimely deletion of useless entries, whereas an overly short
aging time may lead to deletion of some valid entries and repeated learning of MAC addresses by the device,
which increases the packet broadcast frequency. Therefore, you are advised to configure a proper aging time of
dynamic MAC address entries as required to save device resources without affecting network stability.

Choose Local Device > Monitor > Clients > Aging Time .

Enter valid aging time and click Save . The value range of the aging time is from 10 to 630, in seconds. The

value 0 specifies no aging.

Ruijie | Reyce Local Device(NBF

5% Home
MAC List Static MAC Dynamic MAC MAC Filter ARP List

£% VLAN

| Aging Time

* Aging Time (Seck 300 Range: 10-630. 0 indicates never aging
Port Flow

Optical Transceiver Infa

4.4 Displaying ARP Information

Choose Local Device > Monitor > Clients > ARP List .

When two IP-based devices need to communicate with each other, the sender must know the IP address and
MAC address of the peer. With MAC addresses, an IP-based device can encapsulate link-layer frames and then
send data frames to the physical network. The process of obtaining MAC addresses based on IP addresses is
called address resolution.

The Address Resolution Protocol (ARP) is used to resolve IP addresses into MAC addresses. ARP can obtain
the MAC Address associated with an IP address. ARP stores the mappings between IP addresses and MAC
addresses in the ARP cache of the device.

The device learns the IP address and MAC address of the network devices connected to its interfaces and
generates the corresponding ARP entries. The ARP List page displays ARP entries learned by the device. The
ARRP list allows you search for specified ARP entries by IP or MAC address. Click Refresh to obtain the latest
ARP entries.

) Note

For more ARP entry function introduction, see 7.6 .
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Ruijie  Roycc | Locl Device(NSF Englis!

h~ ORemate O&M & Network Configuration [3Log Out

& Home

MACLSt  SalcMAC  Oynamic MAC  MACFiter  Aging Time
VLAN
ARP List

= Monitar o Description: The device leams IP-MAC mapping of all devices connected to its Interfaces.

Port Flow | ARP List Retresn

Mo, IP Address MAC Address

Optical Transceiver Infc ,
Fiber Properties 2
DBA Configuration

@ Ports

) L2 Muticast

© L3 Interfaces

8 Routing

@ security

I Diagnostics BEEEAEERE 10/page Gotopage 1

4.5 View optical module information
[Local Management-Page Wizard] Monitoring Information >> Optical module information

Displays the basic information of the optical module, including the port, whether it supports DDM , temperature,
voltage, current, transmit optical power, local receive optical power, etc.

Supports querying optical module information by port.

The optical module information automatically updates the data every 5 seconds. You can also click <Refresh>
to refresh the optical module information.

Ruijie | Rcycc | Local Device(NBF English +  OJRemote OBM & Network C

% Home

| optical Transceiver info Search by Part ! & Retresh
£ VLAN
Supported Temperature Tx Local Rx Neighbor Rx
T Monitor Port Number of Connected ONUs Distance(m) Voltage (V) Current (mA)
5 onus ca power(dBm)  Powsr(dBm)  Power(dBm)
Port Flow o 5 Members 2 £ EFE] 19.64 a2
Clients Management a2 10 Members 2 = 3 325 FEPE
2 Members 2 38 324 Ba1
Fiber Properties e 15 Members 2 - 7 i 275

DBA Configuration wo Members

4.6 Fiber Properties

[Local Management-Page Wizard] Monitoring Information >> Fiber Properties

Configuring ONU Layer 2 forwarding isolation and ONU registration's maximum distance. This can only be done
on connected ONU ports.

Enabling ONU Layer 2 forwarding isolation isolates communication between different ONU devices, enhancing

network security and preventing unnecessary data exchange.

The default maximum ONU registration distance is 5km, but it should be adjusted based on the actual farthest
ONU distance from the OLT. If the farthest ONU is 7km away, it should be set to 7km.

Setting the maximum distance accounts for the light transmission time in fibers. Large distance differences
between ONUs under the same splitter port can lead to packet loss due to signal collisions. To prevent this, a
discovery window time is set to compensate for the time difference between ONUSs.
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For example, an ONU 1m from the OLT has almost zero round-trip time, while another 20km away has a round-
trip time of approximately 66.7us. If the OLT doesn't consider this delay when controlling ONU transmissions,
collisions may occur, wasting bandwidth.

Ruipie | Reycc Local Device(NBF English «  (YRemote O&M & Network Configuration [3Log Out

Hame

| Port Settings Balch Config &
VLAN
- Port Maximum Physical Reach ONU Layer 2 Isolation Action
G 5 Disabl Edit
Port Flow -] able
Clients Management o B Disable Edit
Optical Transceiver Info woe 5 Disable Edit
o : o
DBA Configuration
oo Dissbl i
Forts
| Disable Edit
L2 Multicast
| Disable Edi
@ L3 Intertaces

4.7.1 Overview

Through the DBA (Dynamic Bandwidth Assignment) function, OLT can dynamically adjust the upstream
bandwidth of each ONU according to the real-time traffic conditions of each ONU, thus improving the bandwidth
utilization of the PON (Passive Optical Network) system.

4.7.2 Bandwidth Allocation Mechanism

Bandwidth allocation is used to distribute network traffic to ensure the normal transmission of real-time traffic
with limited bandwidth. The bandwidth allocation mechanism includes two modes: static mode and dynamic
mode. By default, the static mode is used.

1. Static Mode

In the static mode, each ONU occupies an equal number of time slots for equal bandwidth allocation.

Uplink Bandwidth Allocation and Static Bandwidth Allocation (SBA)

ONU

User 1 ’

"
"I

OLT 0 ONU

Fiber
ONU — User3

Twisted pair cable

Calculation of static bandwidth allocation (SBA): Client (PC/Smartphone/Tablet) rate = PON port rate/number of
split outputs
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Example 1: If one FS interface is connected to 1:16 optical splitter at the downlink, and each splitter output port
is connected to an ONU, then the client rate = 1000 Mbps/16 = 62.5 Mbps.

Example 2: If one FS interface is connected to 1:16 optical splitter at the downlink, and only eight output ports
are connected to ONUSs, then the client rate = 1000 Mbps/8=125 Mbps.

2. Dynamic Mode
In the dynamic mode, each ONU occupies an unequal number of time slots, resulting in different bandwidth

allocation for each ONU.

Uplink Bandwidth Allocation and DBA

Scheduled by Core

Send data at Switch

scheduled time slots!

100 M data to be transmitted

ONU ‘— User 1 ’

300 M data to be transmitted

i
oLT 0 ONU ‘— User 2 ’

Fiber 200 M data to be transmitted

A

Scheduled by OLT!  t1_t2  t3_
|

Twisted pair cable ONU ——— User3

DBA Calculation:

Each ONU is assigned a default assured bandwidth (you can also set a larger assured bandwidth for a specific
ONU to ensure it has a larger basic time slot). This corresponds to the initial time slot. The idle bandwidth outside
the assured bandwidth is subject to dynamic allocation to handle burst traffic. If no ONU reports burst traffic, the

transmission will be scheduled based on this assured bandwidth.

4.7.3 Configuring DBA

[Local Management-Page Wizard] Monitoring Information >> DBA

Ruijie Rcycc Local Device(NBF English v O Remote O8M & Network Configuration [3Log Out

o Description
? VLAN You can create a DBA profie for all ONUs connected to a specific port. Additionaly, you can configure exclucied ONUs which take pricrity over port-based rate limiting
| por based Rte imiing
Port Flow i
Port DBA Status Bandwidth Type Excluded ONU  Manage All Excluded ONUs
Crients Management
% 1 D Add Excluded ON
Optical Transceiver Infc
S o) pssured Add Excluded ONU
Floer Properties
= | - (o) Madmum Add Excluded ONS
A Configuration
it oo (o) A Add Excluded ONU
12 Moee wos (o) Madmum + Add Bxcluded ON
© L3 intertaces
o G ) snured Add Excluded ON
Routing
6,‘ [ @] ured + Add Excluded ON!
Securit
—— e (o) Maximum Add Excluded ON
Diagnosti -
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Parameter Description

Port Splitter ports on OLT devices

DBA Status DBA switch of specified splitter ports on OLT devices
Bandwidth Type DBA mode of specified splitter ports on OLT devices

Exception ONUs connected to the specified splitter ports on OLT devices, which
are not subject to the DBA function of the splitter ports. ONU devices can be

Excluded ONU . . i ) i
identified through the SN of the devices. After adding exception ONUs, the

guaranteed bandwidth value of the devices can be specified.

Manage ALL Excluded

All exception ONU devices can be managed in batches.
ONUs

] DBA function can be enabled and DBA working mode can be adjusted in batches,
Batch Config .
etc.

4.8 VLAN

4.8.1 VLAN Overview

A virtual local area network (VLAN) is a logical network created on a physical network. A VLAN has the same
properties as a normal physical network except that it is not limited by its physical location. Each VLAN has an
independent broadcast domain. Different VLANs are L2-isolated. L2 unicast, broadcast, and multicast frames
are forwarded and spread within one VLAN and will not be transmitted to other VLANS.

When a port is defined as a member of a VLAN, all clients connected to the port are a part of the VLAN. A
network supports multiple VLANs. VLANs can make L3 communication with each other through L3 devices or
L3 interfaces.

VLAN division includes two functions: creating VLANs and setting port VLANS.
4.8.2 Creating a VLAN

Choose Local Device > VLAN > VLAN List .

The VLAN list contains all the existing VLAN information. You can modify or delete the existing VLAN, or create
a new VLAN.
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| VLAN List e + Batch Add + Add [l Delete Selected

Upto 4094 entries can be added.{ The default VLAN, management VLAN, Native VLAN, SVI VLAN, MVR VLAN, Voice VLAN and Access VLAN cannot be
deleted.)

VLAN ID Description Port Action
1 VLANOOO1 Gil-28 Edit
10 VLANOO10 = Edit Delete
20 VLANOOZ20 = Edit Delete
Total 3 10/page n Go to page 1

1. Adding a VLAN

Create multiple VLANSs: Click Batch Add . In the displayed dialog box, enter VLAN ID range (separate multiple
VLAN ID ranges with commas (,)), and click OK . The VLANs added will be displayed in VLAN List .

Batch Add

Cancel

Create a VLAN: Click Add . Enter the VLAN ID and description for the VLAN, and click OK . The VLAN added
will be displayed in VLAN List .

*VLAN ID: : Range: 1-4094

Description: Max: 32 characters.

cancel “

o Note
® Therange of a VLAN ID is from 1 to 4094.
®  You can separate multiple VLANSs to be added in batches with commas (,), and separate the start and

end VLAN IDs of a VLAN range with a hyphen (-).
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® |f no VLAN description is configured when the VLAN is added, the system automatically creates a VLAN
description in the specified format, for example, VLANOOOXX. The VLAN descriptions of different VLANs
must be unique.

® If the device supports L3 functions, VLANS, routed ports, and L3 aggregate ports (L3APSs) share limited
hardware resources. If resources are insufficient, a message indicating resource insufficiency for VLAN
will be displayed.

2. VLAN Description Modifying

In VLAN List, Click Edit in the last Action column to modify the description information of the specified VLAN.

*VLAN ID: Range: 1-4094

Description: | VLANOO10 Manx: 32 characters.

Cancel “

3. Deleting a VLAN

Batch delete VLANSs: In VLAN List , select the VLAN entries to be deleted and click Delete Selected to delete
VLANSs in a batch.

| VLAN List e + Batch Add + Add [ Delete Selected

Up to 4094 entries can be added.{ The default VLAN, management VLAN, Native VLAN, SWVI VLAN, MVR VLAN, Voice VLAN and Access VLAN cannot be deleted.)

] VLAN ID Description Port Action

1 VLANOOO1 Gil-28 Edit
=2 10 VLANOO10 = Edit Delete
= 20 VLANOO20 - Edit Delete

Delete a VLAN: In VLAN List , click Delete in the last Action column to delete the specified VLAN .

| VLAN List ) + Batch Add + Add fl Delete Selected

Upto 4094 entries can be added.{ The default VLAN, management VLAN, Native VLAN, SVI VLAN, MVR VLAN, Voice VLAN and Access VLAN cannot be deleted.)

O VLAN ID Description Port Action

1 VLANQOO1 Gi1-28 Edit

10 VLANOO10 - Edit
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 Note

The default VLAN (VLAN 1), management VLAN, native VLAN, and access VLAN cannot be deleted. For
these VLANS, the Delete button is unavailable in gray.

4.8.3 Configuring Port VLAN

1. Overview

Choose Local Device > VLAN > Port List .

Port List displays the VLAN division of the current port. Create VLANs in VLAN List page (see 3.5.2
Creating_a_VLANCreating _Creating_a_VLANa VLAN ) and then configure the port based on the VLANSs.

| Port List e & Batch Edit
The Permit VLAN of a hybrid port includes both the tagged VLAN and untagged VLAN.
If the Voice VLAN automatic mode is enabled on the port, the Voice VLAN will be removed from the Permit VLAN.
Port Port Mode Access VLAN Native VLAN Permit VLAN Untag VLAN Action
Gil + ACCESS 1 - - - Edit
Gi2 ACCESS 1 = = == Edit
Gi3 ACCESS 1 - - - Edit
Gi4 ACCESS 1 = = = Edit
Gi5 ACCESS 1 — — — Edit

You can configure the port mode and VLAN members for a port to determine VLANS that are allowed to pass

through the port and whether packets to be forwarded by the port carry the tag field.

Table 4-1 Port Modes Description

Port mode Function

One access port can belong to only one VLAN and allow only frames from this VLAN to pass
through. This VLAN is called an access VLAN.

Access VLAN has attributes of both Native VLAN and Permitted VLAN
Access port

The frames sent from the Access port do not carry tags. When the access port receives an
untagged frame from a peer device, the local device determines that the frame comes from the
Access VLAN and adds the access VLAN ID to the frame.

One trunk port supports one native VLAN and several allowed VLANs. Native VLAN frames
forwarded by a trunk port do not carry tags while allowed VLAN frames forwarded by the trunk
Trunk port port carry tags.

A trunk port belongs to all VLANSs of the device by default, and can forward frames of all

VLANS. You can set the allowed VLAN range to limit VLAN frames that can be forwarded.
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Port mode Function

Note that the trunk ports on both ends of the link must be configured with the same Native

VLAN.

A hybrid port supports one native VLAN and several allowed VLANs. The allowed VLANSs are
divided into Tag VLAN and Untag VLAN. The frames forwarded by the hybrid port from a Tag
Hybrid port | VLAN carry tags, and the frames forwarded by the hybrid port from an Untag VLAN do not
carry tags. The frames forwarded by the hybrid port from Native VLAN must not carry tags,
therefore Native VLAN can only belong to Untag VLAN List.

© Note

Whether the hybrid mode function is supported depends on the product version.

2. Procedure

Choose Local Device > VLAN > Port List .

Configure port VLANSs in a batch: Click Batch Edit , select the port to be configured on the port panel, and select
the port mode. If the port mode is Access port, you need to select Access VLAN; if the port mode is Trunk port,
you need to select Native VLAN and enter the allowed VLAN ID range; if the port mode is Hybrid port, you need
to select Native VLAN and enter the allowed VLAN range and Untag VLAN range. Click OK to complete the

batch configuration .

© Note

In Hybrid mode, the allowed VLANSs include Tag VLAN and Untag VLAN, and the Untag VLAN range must
include Native VLAN.

Batch Edit

Port Mode: Access Port

* Access VLAN: 1

* Select Port:

.Availab\e Unavailable Aggregate ] Uplink Copper

1

1 3 5 7 9 N 13 15 17 19 21 23

2 4 6 8 10 12 14 16 18 20 22 24 25 26 27 28

Note: You can click and drag to select one or more ports.  Select All Inverse Deselect

Can[e' “
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Configure one port: In Port List , click Edit in the last Action column of a specified port, configure the port mode

and corresponding VLAN, and click OK .

Port Mode: Access Port

* Access VLAN: 1

Cancel

O Note

® VLAN ID range is from 1 to 4094, among which VLAN 1 is the default VLAN that cannot be deleted.

® When hardware resources are insufficient, the system displays a VLAN creation failure message.

® Improper configuration of VLANSs on a port (especially uplink port) may cause the failure to log in to the
Eweb management system. Therefore, exercise caution when configuring VLANS.

4.8.4 Batch Switch Configuration

1. Overview
You can batch create VLANSs, configure port attributes, and divide port VLANSs for switches in the network.
2. Procedure

Choose Network > Batch Config .

(1) The page displays all switches in the current network. Select the switches to configure, and then select the
desired ports in the device port view that appears below. If there are a large number of devices in the current
network, select a product model from the drop-down list box to filter the devices. After the desired devices

and ports are selected, click Next .
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Please select a target device.: Select All  Deselect ALL

ALL

° °
RG-ES205C-P

RG-ES205C-P NBS5200-24SFP/8GT4XS NESS200-245FP/BCTAXS

MACCWLD789205GC GINW31TNO00172

RG-ES205C-P (1)

C L1
Note: You can click and drag to select one or more ports. Select All Inverse Deselect
NBS5200-24SFP/8GT4XS (1) /
1T 3 5 7 9 N 13 15 17 19 21 23 17 19 (21 23
BB B O ol ol o
TIT LY L TILER.LLL
2 4 6 8 10 12 14 16 18 20 22 24 18 20 22 24 25 26 27 28
Note: You can click and drag to select one or more ports. Select All Inverse Deselect

(2) Click Add VLAN to create a VLAN for the selected devices in a batch. If you want to create multiple VLANSs,
click Batch Add and enter the VLAN ID range, such as 3-5,100. After setting the VLANS, click Next .

+Add VLAN +Batch Add

VLAN ID Remark VLAN ID Remark

2]

Default VLAN 12

Previous Next

(3) Configure port attributes for the ports selected in Step 1 in a batch. Select a port type. If you set Type to
Access Port , you need to configure VLAN ID . If you set Type to Trunk Port , you need to configure Native
VLAN and Permitted VLAN . After setting the port attributes, click Override to deliver the batch

configurations to the target devices.
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Port

Selected Port RG-ES205C-P:; NBS5200-24SFP/BGT4XS: Gi21-Gi22;
Type Trunk Port
* Native VLAN | Default VLAN

Permitted VLAN 1,12

A
Previous Override

4.8.5 Verifying Configuration

View the VLAN and port information of switches to check whether the batch configurations are successfully

delivered.
Hostname: Ruijie & Software Ver:ReyeeOS 1.86.1619
Model:NBS5200-24SFP/8GT4XS MGMT IP:10.44.78.1
SN:GTNW3TN000172 MAC: 00:d3:f8:15:08:5b
Port Status
VLAN Edit &
» VLAN Info
Port VLANT VLAN12
Route Info
Interface P IP Range Remark
RLDP
Gil17,Gi21-22,Te27
More

1 3 5 7 9 1 13 15 17 19 21 23 17 | 19 (21 23

e e Y d B L) o ol i

T LT T LR.LL
2 4 6 8 10 12 14 16 18 20 22 24 18 20 [ 22 24 25 26 [ 27
Port Edit &
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5 Port Management

5.1 Overview

Port Management

Ports are important components for data exchange on network devices. The port management module allows

you to configure basic settings for ports, and configure port aggregation, switched port analyzer (SPAN), port

rate limiting, management IP address, etc.

Table 5-1  Description of Port Type

Port Type Note Remarks
A switch port consists of a single physical port on the device
) and provides only the L2 switching function. Switch ports are | Described in this
Switch Port

used to manage physical port and their associated L2
protocols.

section

L2 aggregate port

An Interface binds multiple physical members to form a
logical link. For L2 switching, an aggregate port is like a
high-bandwidth switch port. It can combine the bandwidths
of multiple ports to expand link bandwidth. In addition, for
frames sent through an L2 aggregate port, load balancing is
performed on member ports of the L2 aggregate port. If one
member link of the aggregate port fails, the L2 aggregate
port automatically transfers traffic on this link to other

available member links, improving connection reliability.

Described in this

section

SVI Port

A switch virtual interface (SVI) serves as the management
interface of the device, through which the device can be
managed. You can also create an SVI as a gateway
interface, which is equivalent to the virtual interface of
corresponding VLAN and can be used for inter-VLAN routing

on L3 devices.

For related

configuration, see 6.1

Routed Port

On L3 devices, you can configure a single physical port as a
routed port and use it as the gateway interface of L3
switching. Route interfaces do not have L2 switching
functions and have no corresponding relationship with

VLANS, but only serve as access interfaces.

For related

configuration, see 6.1
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Port Management

Port Type

Note

Remarks

L3 Aggregate Port

An L3 aggregate port is a logical aggregate port group
composed of multiple physical member ports, just like an L2
aggregate port. The ports to be aggregated must be L3 ports
of the same type. An aggregate port serves as the gateway
interface of L3 switching. It treats multiple physical links in
the same aggregate group as one logical link. It is an
important way to expand link bandwidth. Multiple physical
links are combined into one logical link, expanding the
bandwidth of a link. Frames sent over the L3 AP are
balanced among the L3 AP member ports. If one member
link fails, the L3 AP automatically transfers the traffic on the
faulty link to other member links, improving reliability of
connections.

L3 aggregate ports do not support the L2 switching function.

For related
configuration, see 6.1

5.2 Port Configuration

5.2.1

Port configuration includes common attributes such as basic settings and physical settings of the port. Users

can adjust the port rate, set port switch, duplex mode, flow control mode, energy efficient Ethernet switch, and

port media type, etc.

Basic Settings

Choose Local Device > Ports > Ports Settings > Basic Settings .

Support setting whether to enable the port, the speed and duplex mode of the port, and the flow control mode,
and display the current actual status of each port.

Ruijie | Rcycc Local Device(NBF

English + O Remote O&M & Network Configuration [3Log Out

& Home

VLAN

o Port Settings

Physical Settings

= Monitor Configure port status, duphex mode, rate and flow control

Aggregate Parts

Port Mirroring Git
Rate Limiting
MGMT IF

) 12 Multicast

& 13 Interfaces
& Routing

© security

Duplex Mode/Rate Flow Control

Config Status Actual Status Config Status Actual

& Batch Edit

Enable Auto/Aute Full-Duplex/1000M Disable Disable

Full Duplex/1000M Disable Disable

Full-Duplex/1000M Disable Disable

Enable Auto/Auto Full-Duplex/1000M sisable Disable

Enable AutofAuto Full-Duplex/1000M Disable Disable Edit

Enable Auto/Auto Unknown/Unknown Disable Disal

Batch configure: Click Batch Edit , select the port to be configured In the displayed dialog box, select the port
switch, rate, work mode, and flow control mode, and click OK to deliver the configuration. In batch configuration,

48



Web-based Configuration Guide

Port Management

optional configuration items are a common collection of selected ports (that is, attributes supported the selected

ports).
Batch Edit =
Status: Enable
Rate: Auto
Work Mode: Auto
Flow Control: Disable
* Select Port:
- Available Unavailable 1 Aggregate J#J Uplink Copper Fiber

1 3 5 7 9 M 13 15 17 19 21 23 17 19 21 23

T LLLLE T TEwYT M
2 4 6 8 10 12 14 16

18 20 22 24 18 20 22 24 25 26

Note: You can click and drag to select one or more ports. Select All Inverse Deselect

Configure one port: In Port List , select a port entry and click Edit in the Action column. In the displayed dialog

box, select port status, rate, work mode, and flow control mode, and click OK .

Status: Enable

Work Mode:

Flow Control: Disable
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Table 5-2  Description of Basic Port Configuration Parameters

Port Management

Parameter

Description

Default Value

Status

If a port is closed, no frame will be received and sent on this
port, and the corresponding data processing function will be

lost.

Enable

Rate

Set the rate at which the Ethernet physical interface works.
Set to Auto means that the port rate is determined by the
auto-negotiation between the local and peer devices. The

negotiated rate can be any rate within the port capability.

Auto

Work Mode

®  Full duplex: realize that the port can receive packets
while sending.
® Half duplex: control that the port can receive or send

packets at a time.

®  Auto: the duplex mode of the port is determined
through auto negotiation between the local port and

peer port

Auto

Flow Control

After flow control is enabled, the port will process the
received flow control frames, and send the flow control

frames when congestion occurs on the port.

Disable

U Note

The rate of a GE port can be set to 1000M, 100M, or auto. The rate of a 10G port can be set to 10G, 1000M,

or auto.

5.2.2 Physical Settings

Choose Local Device > Ports > Basic Settings > Physical Settings .

Support to enable the energy-efficient Ethernet (EEE) function of the port, and set the media type and MTU of

the port.
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Ruijie | Reyce Local Device(NBF English

# Home
Basic Sattings
27 AN
L7 Yk
T wanitor Canfigure physical atwibute.

| Port List & Baten Edn

Port e Auribute Descript MTU Act
regate Por
Aggregate Ports Disabl Fibe 150! Edit
Port Mirraring
Disable Fibe 1500 Edit
Rate Limiting
3 Dissble ¢ 150 et
WGMT P
“ Disable i 1500 Eait
L2 Multicast
R 5 Disable Fibe: 1500 Edit
@ Bintertaces
& Rowing Gi6 Disable Fiber 1500 Edit
@ Securty o Disble Fiber 1500 Eait
Gt Disable Fibe 1500 Eait
@ Diagnostics
Disable Copper 1500 Fait
£ System
a0 Disble Copper 1500 Edit
#
a: 1075 topage 1 i
&

Batch configure: Click Batch Edit . In the displayed dialog box, select the port to be configured, configure the
EEE switch, MTU, enter the port description, and click OK .

O Note

Copper ports and SFP ports cannot be both configured during batch configuration.

Batch Edit s

Status: Enable

Rate:  Auto

Working Mode: = Auto
Flow Control: Disable

* Select Port:

.A\'ai\alzle Unavailable Aggregate | Uplink Copper Fiber

7 9 11 13 15 17 19 21 23

|g,.@,n5.g TIIREIIL
EENFE P YYY UEFD MEEN

6 8 10 12 14 16 18 20 22 24 25 26 27 28

Note: You can click and drag to select one or more ports. Select All Inverse Deselect

Concel “

Configure one port: Click Edit in the Action column of the list. In the displayed configuration box, configure the
EEE switch, port mode, enter the port description, and click OK .
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Batch Edit ~

EEE: | Disable
Attribute: | Copper
Description:
*MTU: | 1500 Range: 64-9216

* Select Port:

R Available Unavailable 5 Aggregate [l Uplink Copper Fiber

3 5 7 9 11 13 15 17 19 21 23

M

EENE yYSY FEED MEEN

2 4 6 8 10 12 14 16 18 20 22 24 25 26 27 28

Note: You can click and drag to select one or more ports. Select All Inverse Deselect

Concel “

Table 5-3  Description of Physical Configuration Parameters

Port Management

Parameter Description

Default Value

It is short for energy-efficient Ethernet, which is based on the
standard IEEE 802.3az protocol. When enabled, EEE saves
EEE energy by making the interface enter LPI (Low Power Idle)
mode when the Ethernet connection is idle.

Value: Disable/Enable

Disable

The port attribute indicates whether the port is a copper port or

an SFP port.
Attribute Coper port: copper mode (cannot be changed); Depending on the port
attribute
SFP port: fiber mode (cannot be changed);
Only combo ports support mode change.
Description You can add a description to label the functions of a port. NA
MTU (Maximum Transmission Unit) is used to notify the
receiving party of the maximum size of the data service unit
that can be accepted, indicating the size of the payload that
MTU ) 1500
the sender can accept. The maximum frame length allowed for
sending and receiving can be controlled by setting the MTU of
the port.
) Note
® Different ports support different attributes and configuration items.
®  Only the SFP combo ports support port mode switching.
®  SFP ports do not support enabling EEE.
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5.3 Aggregate Ports

5.3.1 Aggregate Port Overview

An aggregate port (AP) is a logical link formed by binding multiple physical links. It is used to expand link

bandwidth, thereby improving connection reliability.

The AP function supports load balancing and therefore, evenly distributes traffic to member links. The AP
implements link backup. When a member link of an AP is disconnected, the system automatically distributes
traffic of this link to other available member links. Broadcast or multicast packets received by one member link

of an AP are not forwarded to other member links.

® |[f a single interface that connects two devices supports the maximum rate of 1000 Mbps (assume that
interfaces of both devices support the rate of 1000 Mbps), when the service traffic on the link exceeds 1000
Mbps, the excess traffic will be discarded. Link aggregation can solve this problem. For example, use n
network cables to connect the two devices and bind the interfaces together. In this way, the interfaces are
logically bound to support the maximum traffic of 1000 Mbps x n .

® |f two devices are connected through a single cable, when the link between the two interfaces is disconnected,
services carried on this link are interrupted. After multiple interconnected interfaces are bound, as long as
there is one link available, services carried on these interfaces will not be interrupted.

5.3.2 Overview

1. Static AP Address

In static AP mode, you can manually add a physical interface to an aggregate port. An aggregate port in static
AP mode is called a static aggregate port and the member ports are called member ports of the static aggregate
port. Static AP can be easily implemented . You can aggregate multiple physical links by running commands to
add specified physical interfaces to an AP. Once a member interface is added to an AP, it can send and receive

data and balance traffic in the AP.
2. Dynamic Aggregation

Dynamic aggregation mode is a special port aggregation function developed for the WAN port of RG-MR series
gateway devices. The maximum bandwidth of the WAN port of the MR device can support 2000M, but after the
intranet port is connected to the switch, a single port can only support a maximum bandwidth of 2000M. In order
to prevent the downlink bandwidth from being wasted, it is necessary to find a way to increase the maximum
bandwidth of the port between the MR device and the switch, and the dynamic aggregation function emerged
to meet the need.

After connecting the two fixed AG (aggregation) member ports on the MR gateway device to any two ports on
the switch, through packet exchange, the two ports on the switch can be automatically aggregated, thereby
doubling the bandwidth. The aggregate port automatically generated in This way on the switch is called a

dynamic aggregate port, and the corresponding two ports are the member ports of the aggregate port.

W Note

Dynamic aggregate ports do not support manual creation and can be deleted after they are automatically

generated by the device, but member ports cannot be modified.
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3. Load Balancing

An AP, based on packet characteristics such as the source MAC address, destination MAC address, source IP
address, destination IP address, L4 source port ID, and L4 destination port ID of packets received by an inbound
interface, differentiates packet flows according to one or several combined algorithms. It sends the same packet
flow through the same member link, and evenly distributes different packet flows among member links. For
example, in load balancing mode based on source MAC addresses, packets are distributed to different member
links of an AP based on their source MAC addresses. Packets with different source MAC addresses are
distributed to different member links; packets with a same source MAC address are forwarded along a same
member link.

Currently, the AP supports the traffic balancing modes based on the following:
® Source MAC address or destination MAC address

® Source MAC address + destination MAC address

® Source IP address or destination IP address

® Source IP address + destination IP address

® Source port

® L4 source port or L4 destination port

® L4 source port + L4 destination port

5.3.3 Aggregate Port Configuration
Choose Local Device > Ports > Aggregate Ports > Aggregate Port Settings.
1. Adding an Aggregate Port

2. Enter an aggregate port ID, select member ports (note that ports that are already members of an
aggregate port cannot be selected), and then click Save. The port panel will display the successfully

added aggregate port.

W Note

® An aggregate port contains a maximum of eight member ports.

® The attributes of aggregate ports must be the same, and copper ports and SFP ports cannot be
aggregated.

® Dynamic aggregate ports do not support manual creation.
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Aggregate Port Settings

Up to 16 aggregate ports can be added. An aggregate port contains up to 8 member ports.

No Data

* Aggregate Port: 1

* Select Member Ports

.Available Unavailable 1Aggregale ) Uplink Copper Fiber

Note: You can click and drag to select one or more ports. Select All Inverse Deselect

3. Modifying Member Ports of a Static Aggregate Port

Click an added static aggregate port. Member ports of the aggregate port will become selected. Click a port to
deselect it; or select other ports to join the current aggregate port. Click Save to modify the member ports of the
aggregate port.

O Note

Dynamic aggregation ports do not support to modify member ports.

| Aggregate Port Settings

Up to 16 aggregate ports can be added. An aggregate port contains up to 8 member ports.

Select All

x

Ag1 il Delete Selected

* Aggregate Port:

LACP (@

* Select Member Ports

-Avai\able Unavailable 1Aggregale #J Uplink Copper Fiber

Note: You can click and drag to select one or more ports. Select All  Inverse  Deselect

Save Cancel
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4. Deleting an Aggregate Port

Move the cursor over an aggregate port icon and click upper-right, or select the aggregate port to be deleted,
and click Delete Selected to delete the selected aggregate port. After deleted, the corresponding ports become
available on the port panel to set a new aggregate port.

A Caution

After an aggregate port is deleted, its member ports are restored to the default settings and are disabled.

Aggregate Port Settings

Up to 16 aggregate ports can be added. An aggregate port contains up to 8 member ports.

B select All

1
1
1
i Ag i Ag2 Ag3 Ag8 Ag4 [l Delete Selected
]
]

5.3.4 Configuring a Load Balancing Mode

Choose Local Device > Ports > Aggregate Port > Global Settings .

Select Load Balance Algorithm and click Save . The Device distributes incoming packets among member links
by using the specified load balancing algorithm. The packet flow with the consistent feature is transmitted by
one member link, whereas different packet flows are evenly distributed to various links.

Global Settings

Load Balance Src & Dest MAC

Algorithm:

Save

5.4 Port Mirroring

5.4.1 Overview

The switched port analyzer (SPAN) function is a function that copies packets of a specified port to another port
that is connected to a network monitoring device, After port mirroring is set, the packets on the source port will
be copied and forwarded to the destination port, and a packet analyzer is usually connected to the destination
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5.4.2

port to analyze the packet status of the source port, so as to monitor all incoming and outgoing packets on

source ports.

As shown, by configuring port mirroring on Device A, the device copies the packets on Port 1 to Port 10. Although
the network analysis device connected to Port 10 is not directly connected to Port 1, it can receive packets
through Port 1. Therefore, the aim to monitor the data flow transmitted by Port 1 is realized.

Figure 5-1 Port Mirroring Principles Figure

N

/ \
Dévice\A

1 \
[}
@ 1 @* ﬁ Network Analyzer
Port 1 Port 10

The SPAN function not only realizes the data traffic analysis of suspicious network nodes or device ports, but
also does not affect the data forwarding of the monitored device. It is mainly used in network monitoring and

troubleshooting scenarios.
Procedure

Choose Local Device > Ports > Port Mirroring .

Click Edit , select the source port, destination port, monitor direction, and whether to receive packets from non-
Src ports, and click OK . A maximum of four SPAN entries can be configured.

To delete the port mirroring configuration, click Delete in the corresponding Action column.

A\ caution

®  You can select multiple source traffic monitoring ports but only one destination port. Moreover, the source
traffic monitoring ports cannot contain the destination port.

® An aggregate port cannot be used as the destination port.

® A maximum of four SPAN entries can be configured. SPAN cannot be configured for ports that have been
used for SPAN.

Port Mirroring

o Description: All packets on the source port will be copied to the destination port and you can analyze the traffic by using a protocol
analyzer application. Traffic on more than one source port can be mirrored to one destination port.
Note: The destination port must be different from the source port.

| Port Mirroring List

: . . i Receive Pkt from .
# Src Port Dest Port Meonitor Direction Action
Non-Src Ports

i - - - - Edit
> - - = = Edit
3 - - - - Edit
4 = = - = Edit
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Edit

Monitor Direction: Both

Receive Pkt from Non-Src ()

Ports:

* Src Port:

-AvaHabIe Unavailable 1Aggregate #3 Uplink Copper

1 3 5 7 9 N 13 15 17 19 21 23 17 19 21 23

RENBGE KK O il

Fiber

13 15 17 19 21 23 17 19 21 23

14 16 18 20 22 24 18 20 22 24 25

2 4 6 8 10 12 14 16 18 20 22 24 18 20 22 24 25 26

Note: You can click and drag to select one or more ports. Select Al Inverse Deselect
* Dest Port:

. Available Unavailable #] Uplink Copper Fiber

26

Deselect

Table 5-4  Description of Port Mirroring Parameters

Port Management

o Default

Parameter Description

Value
A source port is also called a monitored port. Data flows on the source
port are monitored for network analysis or troubleshooting.

Src Port N/A
Support selecting multiple source ports and mirroring multiple ports to one
destination port
The destination port is also called the monitoring port, that is, the port

Dest Port connected to the monitoring device, and forwards the received packets N/A
from the source port to the monitoring device.
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o Default
Parameter Description
Value
The type of packets (data flow direction) to be monitored by a source port.
® Both: All packets passing through the port, including incoming and
outgoing packets
Monitor Direction | @  Incoming: All packets received by a source port are copied to the Both
destination port
®  Outcoming : All packets transmitted by a source port are copied to
the destination port
It is applied to the destination port and indicates whether a destination
port forwards other packets while monitoring packets.
Receive Pkt from . o
® Enabled: While monitoring the packets of the source port, the Enable
Non- Src Ports
packets of other non-Src ports are normally forwarded
® Disabled: Only monitor source port packets

5.5 Rate Limiting

Choose Local Device > Ports > Rate Limiting .

The Rate Limiting module allows you to configure traffic limits for ports, including rate limits for inbound and

outbound direction of ports.

Port List ¢ Batch Edit [l Delete Selected
Port Rx Rate (kbps) Tx Rate (kbps) Action
Gi23 10000 10000 Edit Delete
Total 1 10/page n Go to page | 1

1. Rate Limiting Configuration

Click Batch Edit . In the displayed dialog box, select ports and enter the rate limits, and click OK . You must
configure at least the ingress rate or egress rate. After the configuration is completed, it will be displayed in the

list of port rate limiting rules.
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Batch Edit

Rx Rate:

Tx Rate:

1 3 5
ol
mEm

2 4 6

* Select Port:

il Available

Unavailable Aggregate 8 Uplink Copper

1

9 11 13 15 17 19 21 23 17 19 21 23

?
mER e vwww
8 10 12 14 16

18 20 22 24 18 20 22 24

Range: 16-10000000kbps

Range: 16-10000000kbps

Fiber

25 26

Note: You can click and drag to select one or more ports. Select Al Inverse

Deselect

Table 5-5  Description of Rate Limiting Parameters

Parameter Description Default Value
Max Rate at which packets are sent from a port to a switch, in o

Rx Rate Not limited
kbps.
Max Rate at which packets are sent out of a switch through a o

Tx Rate ) Not limited
port, in kbps.

2. Changing Rate Limits of a Single Port

In the port list for which the rate limit has been set, click Edit on the corresponding port entry, enter the ingress

rate and egress rate in the displayed dialog box, and click OK .
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Port:Gi23 X

Rx Rate: 10000 Range: 16-1000000kbps

Tx Rate: 10000 Range: 16-1000000kbps

3. Deleting Rate Limiting

Batch configure: Select multiple records in Port List , click Delete Selected and click OK in the confirmation
dialog box .

Configure one port: In Port List , click Delete on the corresponding port entry, and click OK in the confirmation

dialog box.
Port List & Batch Edit [l Delete Selected
Port Rx Rate (kbps) Tx Rate (kbps) Action

Gi23 10000 10000 Edit

) Note

® When configuring rate limits for a port, you must configure at least the ingress rate or egress rate.
® When the ingress rate or egress rate is not set, the port rate is not limited.

5.6 MGMT IP Configuration

5.6.1 Set IPv4 management address

Choose Local Device > Ports > MGMT IP .

The MGMT IP page allows you to configure the management IP address for the device. Users can configure

and manage the device by accessing the management IP.
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Ruijie | Reyce Local Device(NBF

& Home
MGMT IP MGMT IPv6
4% VLAN
o MGMT IP
Monitar Configure network settings.
& Ports - Internet: Static IP
Port Settings VLAN: 888

Aggregate Ports
*IP Address: | 192.168.88.53

Port Mirroring
*Subnet Mask:  255.255.248.0
Rate Limiting
* Gateway: 192.168.88.1
MGMT IP
£y 12 Multicast * DNS Server: 192.168.88.1
@ 13 Interfaces ¥ DHCP Server:

save

The device can be networked in two modes:
® DHCP: Uses atemporary IP address dynamically assigned by the upstream DHCP server for Internet access.
® Static IP: Uses a static IP address manually configured by users for Internet access.

If you select DHCP, the device obtains parameters from the DHCP Server. If Static IP is selected, you need to
enter the management VLAN, IP address, subnet mask, default gateway IP address, and address of a DNS
server. Click Save to make the configuration takes effect.

) Note

® |f the management VLAN is null or not specified, VLAN 1 takes effect by default.

® The management VLAN must be selected from existing VLANS. If no VLAN is created, go to the VLAN
list to add a VLAN (for details, see 4.8.2 ).

® You are advised to bind a configured management VLAN to an uplink port. Otherwise, you may fail to
access the Eweb management system.

5.6.2 Configuring the Management IPv6 Address

Configure the IPv6 address used to log in to the device management page.
Choose Local Device > Ports > MGMT IPv6 .

Configure the management IPv6 address so that you can log in to the device management page using the IPv6
address of the device.

The device supports the following Internet connection types:
® Null : The IPv6 function is disabled on the current port.
® DHCP : The device dynamically obtains an IPv6 address from the upstream device.

® Static IP : You need to manually configure the IPv6 address, length, gateway address, and DNS server.
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Click Save .

RU‘_‘Tl'é Recyec Local Device(NBF -

&% Home
M

5 VLAN
= Internet
Monitor v
IPv6 Address
“
. IPv6 Prefix
Port Settings
Aggregate Ports Gateway
Port Mirroring DNS Server

Rate Limiting

MGMT IP

Null

Save

Ruy‘l'é RCVCC Local Device(NBF

& Home
MGMT IP MGMT
22 VLAN
* Internet
Monitor N
IPv6 Address
& Ports -
- IPv6 Prefix
Port Settings
Aggregate Ports Gateway
Port Mirraring DNS Server
Rate Limiting
MGMT IP

IPv6

I Null

DHCP
Static IP

Null

Save
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6 L2 Multicast

6.1 Multicast Overview

IP transmission methods are categorized into unicast, multicast, and broadcast. In IP multicast, an IP packet is
sent from a source and forwarded to a specific group of receivers. Compared with unicast and broadcast, IP
multicast saves bandwidth and reduces network loads. Therefore, IP multicast is applied to different network
services that have high requirements for real timeliness, for example, Internet TV, distance education, live
broadcast and multimedia conference.

6.2 Multicast Global Settings

Choose Local Device > Multicast > Global Settings.

Global Settings allow you to specify the version of the IGMP protocol, whether to enable report packet
suppression, and the behavior for processing unknown multicast packets.

Global Settings IGMP Snooping MVER Multicast Group IGMP Filter Querier

o Global Settings

Version IGMPv2
IGMP Report Suppression

Unknown Multicast Pkt Discard

Save

64



Web-based Configuration Guide

6.3

6.3.1

Table 6-1 Description of Configuration Parameters of Global Multicast

L2 Multicast

Parameter

Description

Default Value

Version

The Internet Group Management Protocol (IGMP) is a TCP/IP
protocol that manages members in an IPv4 multicast group
and runs on the multicast devices and hosts residing on the
stub of the multicast network, creating and maintaining
membership of the multicast group between the hosts and
connected multicast devices. There are three versions of
IGMP: IGMPV1, IGMPV2, IGMPV3.

This parameter is used to set the highest version of IGMP
packets that can be processed by Layer 2 multicast, and can
be set to IGMPV2 or IGMPV3.

IGMPv2

IGMP Report
Suppression

After this function is enabled, to reduce the number of packets
in the network, save network bandwidth and ensure the
performance of the IGMP multicast device, the switch forwards
only one report packet to the multicast router if multiple
downlink clients connected to the switch simultaneously send
the report packet to demand the same multicast group.

Disable

Unknown
Multicast Pkt

When both the global and VLAN multicast functions are
enabled, the processing method for receiving unknown
multicast packets can be set to Discard or Flood.

Discard

IGMP Snooping

Overview

The Internet Group Management Protocol (IGMP) snooping is an IP multicast snooping mechanism running on

a VLAN to manage and control the forwarding of IP multicast traffic within the VLAN. It implements the L2

multicast function.

Generally, multicast packets need to pass through L2 switches, especially in some local area networks (LANS).

When the Layer 2 switching device does not run IGMP Snooping, the IP multicast packets are broadcast in the

VLAN; when the Layer 2 switching device runs IGMP Snooping, the Layer 2 device can snoop the IGMP protocol

packets of the user host and the upstream PIM multicast device. In this way, an Layer 2 multicast entry is

established, and IP multicast packets are controlled to be sent only to group member receivers, preventing

multicast data from being broadcast on the Layer 2 network.
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Ruijie | Rcycc Local Device(NBF English v €Y Remote O&M & Network Cor

& Home

Global Settings MVR  MulticastGroup  IGMP Filter  Querier

& VIAN

@ 16MP snooping
& Monitor
) 1GMP Snooping D)
@ ports
& L3 Interfaces

VLAN List
@ Routing
© security VLAN ID Multicast Status Dynamic Leaming Router Port Fast Leave Router Aging Time (Sec)  Host Aging Time (Sec) Action
& advanced Disable Enable - Disable 300 260 Edit
@ Diagnostics 883 Disable Enable Disable 300 260 Edit

6.3.2 Enabling Global IGMP Snooping

Choose Local Device > Multicast > IGMP Snooping.

Turn on IGMP Snooping and click Save.

Global Settings IGMP Snooping MVR Multicast Group IGMP Filter Cuerier

€) 16MP snooping

IGMP Snooping @

6.3.3 Configuring Protocol Packet Processing Parameters

By controlling protocol packet processing, an L2 multicast device can establish static or dynamic multicast
forwarding entries. In addition, the device can adjust parameters to refresh dynamic multicast forwarding entries
and IGMP snooping membership quickly.

Choose Local Device > Multicast > IGMP Snooping.

The IGMP Snooping function is implemented based on VLANs. Therefore, each VLAN corresponds to an IGMP

Snooping setting entry. There are as many IGMP Snooping entries as VLANs on the device.

Click Edit in the VLAN entry. In the displayed dialog box enable/disable the VLAN multicast function, dynamic
learning function, fast leave function and static route connection port , and set the router aging time and the host
aging time, and click OK.

VLAN List
) . . Router Aging Time Host Aging Time .
VLAN ID Multicast Status Dynamic Learning Router Port Fast Leave Action
(Sec) (Sec)
1 Disable Enable - Disable 300 260
10 Disable Enable = Disable 300 260 Edit
20 Disable Enable - Disable 300 260 Edit
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Edit

*VLAN ID

Multicast Status

5 7 9

2 4 6 8 10

Dynamic Learning ()
Fast Leave
* Router Aging Time (Sec) 300
* Host Aging Time (Sec) 260
Select Port:
. Available Unavailable 1 Aggregate [ Uplink Copper Fiber

1 2
2 a

11 13 15 17 19 21 23

12 14 16 18 20 22 24 25 26 27 28

Note: You can click and drag to select one or more ports.  Select All  Inverse Deselect

Table 6-2  Description of VLAN Configuration Parameters of IGMP Snooping

L2 Multicast

Parameter

Description

Default Value

Multicast Status

Whether to enable or disable the VLAN multicast function. The
multicast function of a VLAN takes effect only when both the
global IGMP snooping and VLAN multicast functions are

enabled.

Disable

Dynamic Learning

The device running IGMP Snooping identifies the ports in the
VLAN as router ports or member ports. The router port is the
port on the Layer 2 multicast device that is connected to the
Layer 3 multicast device, and the member port is the host port

connected to the group on the Layer 2 multicast device.

By snooping IGMP packets, the L2 multicast device can
automatically discover and maintain dynamic multicast router

ports.

Enable

Router Port

List of current multicast router ports includes dynamically
learned routed ports (if Dynamic Learning function is enabled)

and statically configured routed ports.

NA
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L2 Multicast

Parameter

Description

Default Value

Fast Leave

After it is enabled, when the port receives the Leave packets,
it will immediately delete the port from the multicast group
without waiting for the aging timeout. After that, when the
device receives the corresponding specific group query
packets and multicast data packets, the device will no longer
forward it to the port.

This function is applicable when only one host is connected to
one port of the device, and is generally enabled on the access
switch directly connected to the endpoint.

Disable

Router Aging Time
(Sec)

Aging time of dynamically learned multicast router ports
ranges from 30 to 3600, in seconds.

300 seconds

Host Aging Time

Aging time of dynamically learned member ports of a multicast

260 seconds

(Sec) group, in seconds.
In the displayed dialog box, select a port and set it as the
Select Port static router port. When a port is configured as a static router NA

port, the port will not age out

6.4 Configuring MVR

6.4.1 Overview

IGMP snooping can forward multicast traffic only in the same VLAN. If multicast traffic needs to be forwarded to

different VLANSs, the multicast source must send multicast traffic to different VLANSs. In order to save upstream

bandwidth and reduce the burden of multicast sources, multicast VLAN register (MVR) comes into being. MVR

can copy multicast traffic received from an MVR VLAN to the VLAN to which the user belongs and forward the

traffic.

Ruijie | Rcycc

Local Device(NBF

English « ORemote O&M 4§ Network Configuration [ Log Out

& Home
Global Settings
£F VLAN
MVR

& Monitor

B 13 Interfaces.

& Routing
&) Security

® Advanced
@ Diagnostics

= System

@) e source port must be 2 MVR VLAN member and the receiver port cannot be a MVR VLAN menmber

Fast Leave settings only

MVR

e effect on the destination port.

Port List

6.4.2 Configuring Global MVR Parameters

Choose Local Device > L2 Multicast > MVR.
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Click to enable the MVR, select the MVR VLAN, set the multicast group supported by the VLAN, and click Save.
Multiple multicast groups can be specified by entering the start and end multicast IP addresses.

Global Settings IGMP Snooping MVR Multicast Group IGMP Filter Querier

MVR

The source port must be a MVR VLAN member and the receiver port cannot be a MVR VLAN member.
Fast Leave settings only take effect on the destination port.

MR @D

* Multicast VLAM VLANOOO1T
* Start IP Address @

* End IP Address @

Save

Table 6-3  Description of Configuring Global MVR Parameters

Parameter Description Default Value
MVR Enables/Disables MVR globally Disable
Multicast VLAN VLAN of a multicast source 1

Learned or configured start multicast IP address of an MVR
Start IP Address ) NA
multicast group.

Learned or configured end multicast IP address of an MVR
End IP Address ) NA
multicast group.

6.4.3 Configuring the MVR Ports

Choose Local Device > L2 Multicast > MVR.

Batch configure: Click Batch Edit, select the port role, the port to be set, and whether to enable the Fast Leave

function on the port, and click OK.
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Batch Edit
Role NONE
Fast Leave
Select Port
. Available Unavailable § Aggregate [ Uplink Copper Fiber

3 5 7 9 M 13 15 17 19 21 23

4 6 8 10 12 14 16 18 20 22 24 25 26 27 28

Note: You can click and drag to select one or more ports.  Select All  Inverse Deselect

L2 Multicast

Configure one port: Click the drop-down list box to select the MVR role type of the port. Click the switch in the

Fast Leave column to set whether the port enables the fast leave function.

Port List

Port Role

& Batch Edit

Fast Leave

Gil ¢ NONE D

iz NONE
RECEIVER

Gi3 SOURCE

Gid NONE

Table 6-4  Description of MVR Configuration Parameters of Ports

Parameter Description

Default Value

NONE: Indicates that the MVR function is disabled.

SOURCE: Indicates the source port that receives multicast

deleted from the multicast group.

Role NONE
data streams.
RECEIVER: Indicates the receiver port connected to a client.
Configures the fast leave function for a port. After the function

Fast Leave is enabled, if the port receives the leave packet, it is directly Disable
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6.5

L2 Multicast

O Note
® If a source port or a receiver port is configured, the source port must belong to the MVR VLAN and the

receiver port must not belong to the MVR VLAN.
® The fast leave function takes effect only on the receiver port.

Configuring Multicast Group

Choose Local Device > L2 Multicast > Multicast Group.
A multicast group consists of the destination ports, to which multicast packets are to be sent. Multicast packets
are sent to all ports in the multicast group.

You can view the Multicast List on the current page. The search box in the upper-right corner supports

searching for multicast group entries based on VLAN IDs or multicast addresses.

Click Add to create a multicast group.

English + QO Remate O&M § Network Configuration [3Log Out

Ruijie | Rcycc

Local Device{MBF

Global Settings IGMP Snooping  MVR IGMP Filter  Querier

Multicast Group
The stat p will not lean s
E Monitor he static multicast group wil not learn dynamic port

& ports | Multicast List VAN D + add

Upto 256 entries can be added.

& L3 Interfaces

VLAN ID Multicast IP Address Protocol Type Forwarding Port Action

& Routing

@ Security

- 10/page. Go to page Total 0
& Advanced
Add .
* Multicast IP Address @
*VLAN ID

Forwarding Port

. Awvailable Unavailable 1 Aggregate [ Uplink Copper Fiber
1T 3 5 7 9 11 13 15 17 19 21 23
T T R I T N T R I 0 7
TYVYYYY yYYYYYyY EEEN
2 4 6 8 10 12 14 16 18 20 22 24 25 26 27 28
Note: You can click and drag to select one or more ports.  Select All Inverse Deselect
Cancel m
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Table 6-5 Description of Multicast Group Configuration Parameters

L2 Multicast

Parameter

Description

Default Value

VLAN ID

VLAN, to which received multicast traffic belongs

NA

Multicast IP
Address

On-demand multicast IP address

NA

Protocol

If the VLAN ID is a multicast VLAN and the multicast address
is within the multicast IP address range of the MVR, the
protocol is MVR. In other cases, the protocol is IGMP

snooping.

NA

Type

Multicast group generation mode can be statically configured
or dynamically learned.

In normal cases, a port can join a multicast group only after the
port receives an IGMP Report packet from the multicast, that
is, dynamically learned mode.

If you manually add a port to a group, the port can be statically
added to the group and exchanges multicast group information
with the PIM router without IGMP packet exchange.

NA

Forwarding Port

List of ports that forward multicast traffic

NA

& Note

Static multicast groups cannot learn other dynamic forwarding ports.

6.6 Configuring a Port Filter

Choose Local Device > L2 Multicast > IGMP Filter.

Generally, the device running ports can join any multicast group. A port filter can configure a range of multicast

groups that permit or deny user access, you can customize the multicast service scope for users to guarantee

the interest of operators and prevent invalid multicast traffic.

There are 2 steps to configure the port filter: configure the profile and set a limit to the range of the port group

address.
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RUfie RCYyce Lol Devicear English - €3 Remote OBM & Network Configuration [3Log Out
# Home
Global Settings ~ IGMP Snooping ~ MVR  Multicast Group Querier
£ VLAN
@ 1o riter
Monitos
| Profile List + Add [ Delete Selacted
} Ports
Profile ID Behavior Start IP Address End IP Address Action
& 13 Interfaces. No Dat:
& FRoutin
oune [ 1] 0/page Gotopage 1 Total 0
@ Security
| Filter List & Batch Edit
5 Advanced
& o Port Profile ID Max Mukticast Groups Action
@ Diagnostics
Gi - 56 E
2 gystem a = an
Gi2 - 256 Edit

6.6.1 Configuring Profile

Choose Local Device > L2 Multicast > IGMP Filter > Profile List.

Click Add to create a Profile. A profile is used to define a range of multicast groups that permit or deny user
access for reference by other functions.

Add .

* Profile ID
Behavior PERMIT
* Start IP Address @

* End IP Address @

Table 6-6  Description of Profile Configuration Parameters

Parameter Description Default Value

Profile ID Profile ID NA

DENY: Forbids demanding multicast IP addresses in a

specified range.
Behavior NA
PERMIT: Only allows demanding multicast IP addresses in a

specified range.

Start Multicast IP address of the range of multicast group
Start IP Address NA
addresses
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Parameter

Description

Default Value

End Multicast IP address of the range of multicast group

End IP Address
addresses

NA

6.6.2 Configuring a Range of Multicast Groups for a Profile

Choose Local Device > L2 Multicast > IGMP Filter > Filter List.

The port filter can cite a profile to define the range of multicast group addresses that can be or cannot be

demanded by users on a port.

Click Batch Edit, or click Edit of a single port entry. In the displayed dialog box, select profile ID and enter the

maximum number of multicast groups allowed by a port and click OK.

Filter List ¢ Batch Edit

Port Profile ID Max Multicast Groups Action
Gi1 ¢ 256
Gi2 256 Edit
Gi3 256 Edit
Gid 256 Edit

Batch Edit =

Profile ID Unbound
* Max Multicast Groups 256
Select Port
. Available Unavailable g Aggregate [ Uplink Copper Fiber

3 5 7 9 1 13

1
[+

2 4 6 8 10 12 14

15 17

19

16 18 20

21 23

22 24

26 28

Note: You can click and drag to select one or more ports.

Select All

Inverse

Cancel

Deselect
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Table 6-7  Description of Port Filter Configuration Parameters

Parameter Description Default Value

] Profile that takes effect on a port. If it is not set, no profile rule
Profile ID . NA
is bound to the port.

Maximum number of multicast groups that a port can join.

. If too much multicast traffic is requested concurrently, the
Max Multicast q Y

multicast device will be severely burdened. Therefore, 256
Groups

configuring the maximum number of multicast groups allowed

for the port can guarantee the bandwidth.

6.7 Setting an IGMP Querier

6.7.1 Overview

In a three-layer multicast network, the L3 multicast device serves as the querier and runs IGMP to maintain
group membership. L2 multicast devices only need to listen to IGMP packets to establish and maintain
forwarding entries and implement L2 multicasting. When a multicast source and user host are in the same L2
network, the query function is unavailable because the L2 device does not support IGMP. To resolve this problem,
you can configure the IGMP snooping querier function on the L2 device so that the L2 device sends IGMP Query
packets to user hosts on behalf of the L3 multicast device, and listens to and maintains IGMP Report packets
responded by user hosts to establish L2 multicast forwarding entries.

6.7.2 Procedure

Choose Local Device > L2 Multicast > Querier.
One querier is set for each VLAN. The number of queriers is the same as that of device VLANSs.

In Querier List, click Edit in the last Action column. In the displayed dialog box, select whether to enable the

querier, set the querier version, querier source IP address, and packet query interval, and click OK.

Ruijie | Rcycc Local Device(NBF - English v QO Remote OBM & Network Configuration [3 Log Out

Global Settings ~ IGMP Snooping MVR Multicast Group ~ 1GMP Filter

Querier
The queri
If the que

cannot be higher than the giol n. When the global version s lowered, the querier version will be reduced accordingly
not configured, the dev ement IP s used

| Querier List

VLAN ID Querier Status Version Sre IP Address Query Interval (Sec) Action

@ L3 Interfaces.

1 Disable IGMPv2 60 Edit
@ Routing

X 888 Disable 1GMPv2 60 Edit
© security

1 Advanced 2001 Disable 1GMPy2 0 o
@ Disgnostics 3011 Disable 1GMPv2 60 Edit

= system 3012 Disable 1GMPv2 60 Edit

3013 Disable 1GMPY2 60 Edit

n \0/page Ga to page Total 6
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Edit .
*WLAN ID
Querier Status
Version IGMPv2
Src IP Address

Query Interval (Sec) 60

Table 6-8  Description of Querier Configuration Parameters

Parameter Description Default Value

Querier Status Whether to enable or disable the VLAN querier function. Disable

) IGMP Protocol version of query packets sent by the querier. It can
Version IGMPv2
be set to IGMPv2 or IGMPV3.

Src IP Address Source IP address carried in query packets sent by the querier. NA
Query Interval Packet transmission interval, of which the value range is from 30 to
. 60 seconds
(Sec) 18000, in seconds.
0 Note
®  The querier version cannot be higher than the global IGMP version. When the global IGMP version is

lowered, the querier version is lowered accordingly.
® If no querier source IP is configured, the device management IP is used as the source IP address of the
querier.
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7 L3 Management

A\ caution

This section is applicable only to NBF Series Switches that support L3 functions. Products that do not support
L3 functions such as RG-NBF2100 Series Switches, do not support the functions mentioned in this section.

7.1 Setting an L3 Interface

Choose Local Device > L3 Interfaces > L3 Interfaces.

The port list displays various types of L3 interfaces on the device, including SVIs, Routed Ports, and L3

Aggregate Ports.

Click Add L3 Interfaces to set a new L3 Interface.

Ruifie  Rcycc Local Device{NBF English ~ O)Remote O&M & Network Configuration [3Log Out

& Home
Port List + Add L3 Interface
i viaN

Aftes the IPd. it take effect if the interface does not obtain an IPv4 address.

B Monitar Upto 32 layer

@ Ports L3 Interfaces Port Type Networking 1P Address Subnet Mask DHCP Server DHCP Server Info Action

O 12 Multicast VLANSSS Management VLAN Static IP 192.168.88.53 255.255.248.0 Disabled - Edit

@ L3 Interfaces
n 10/page Gotopage 1 Total
L3 Interfaces

1Pu4 Config

1PvG Config

Add .

Port Type SVI

Networking Static IP

Primary IP/Mask Add + @
VLAN
DHCP Mode @ Disabled DHCP Server DHCP Relay
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Table 7-1  Description of Configuration Parameters of L3 Interfaces

Parameter Description
Port T The type of a created L3 interface. It can be an SVI, routed port, or L3 aggregate port. For
orl e
P details, see Table 4-1

Networking Specifies DHCP or static mode for a port to obtain the IP address.

VLAN Specifies the VLAN, to which an SVI belongs.

IPiMask When Networking is set to Static IP, you need to manually enter the IP address and

as

subnet mask.

Select Port Select the device port to be configured.

Aggregate Specifies the aggregate port ID, for example, Agl, when an L3 aggregate port is created.
Select whether to enable the DHCP service on the L3 interface.
Disabled: Indicates that the DHCP service is disabled. No IP address can be assigned to
clients connected to the interface.
DHCP Server: Indicates that the device functions as the DHCP server to assign IP
addresses to downlink devices connected to the interface. You need to set the start IP

DHCP Mode address of an address pool, number of IP addresses that can be assigned, and address
lease; for more information, see 6.2.
DHCP Relay: Indicates that the device serves as a DHCP relay, obtains IP addresses from
an external server, and assigns the IP addresses to downlink devices. The interface IP
address and DHCP server IP address need to be configured. The interface IP address
must be in the same network segment as the address pool of the DHCP server.

Excluded IP ) ] ]

Add When the device acts as a DHCP server, set the IP address in the address pool that is not

ress

used for assignment

(Range)

U Note
® VLAN 1 is the default SVI of the device. It can be neither modified nor deleted.

® The management VLAN is only displayed on the L3 Interfaces page but cannot be modified. To modify
it, choose Ports > MGMT IP. For details, see 5.6 .

® The DHCP relay and DHCP server functions of an L3 interface are mutually exclusive and cannot be
configured at the same time.

® The member ports of an L3 aggregated interface must be configured as routed ports.

7.2 Configuring the IPv6 Address for the L3 Interface

IPVv6 is a suite of standard protocols for the network layer of the Internet. IPv6 solves the following problems of

IPv4:

® Address depletion:
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NAT must be enabled on the gateway to convert multiple private network addresses into a public network
address. This results in an extra delay caused by address translation, and may interrupt the connection
between devices inside and outside the gateway. In addition, you need to add a mapping to enable access
to the intranet devices from the Internet.

® Design defect:

IP addresses cannot be formed using network topology mapping, and a large-scale routing table is needed.

® Lack of built-in authentication and confidentiality:

IPv4 itself does not require encryption. It is difficult to trace the source after address translation. As the
number of addresses in a network segment is limited, it is easy for attackers to scan all hosts in the LAN.
IPVv6 integrates IPSec by default. End-to-end connections can be established without address translation,
and it is easy to trace the source. IPv6 has a huge address space. A 64-bit prefix address supports 64 host
bits, which increases the difficulty and cost of scanning and therefore prevents attacks.

Choose Local Device > L3 Interfaces > IPv6 Config.

Ruijie | Rcycc Local Device(NBF

English ~ O Remote D&M & Network Configuration [3Log Out

& Home
IPu6Config  DHCPvbServer  DHCPvGClients  Static DHCRvG  IPV6 Neighbor List
2% VLAN

Port List + Add L3 Interface

& Monitor

After the IPv4 address is set to Dynamic IP, the IPvG address will not take effect if the interface does not obtain an IPv# address.
@ Ports Upto 16 MTU can be configured.

O L2 Multicast L3 Interfaces Part Type Netwarking 1Pv6 Prefix 1Pv6 Address/Prefix Length Action

B 13 Interfaces VLANSSE Management VLAN Edit

L3 Interfaces

[ 1] 10/page Gotopoge| 1 Total 1
1Pv4 Config

1Pv6 Config

A Caution

Add an IPv4 L3 interface first. Then, select the interface on the IPv6 L3 interface configuration page, and
click Edit.

® |[f the IPv4 address of an interface is set to DHCP and no IPv4 address is obtained, the IPv6 address of
this interface will not take effect.

® If an upstream DHCPV6 server is available, select Auto Obtained IP and specify the MTU. The default MTU
is 1500. You are advised to retain the default value. Then, click OK.

Auto Obtained IP | Obtain an IPv6 address via DHCPVG,

1P Address/Prefix Length

MTU 1500

® [fnoupstream DHCPV6 server is available to assign the IP address, configure the IPv6 information as follows:
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Auto Obtained IP | Obrain an IPv6 address via DHCPG.
1Pt Address/Prefix Length

MTU

Link-local Address

Subnet Prefix Name  The subnet prefix is not configured (I

Subnet Prefix Length 64

SubnetiD o

Table 7-2  IPv6 Address Configuration Parameters of the L3 Interface

Parameter Description
Obtain an IPv6 address If no upstream DHCPV6 server is available, do not select Auto Obtained IP.
via DHCPV6 Instead, manually add the IPv6 address.

Configure the IPv6 address and prefix length. You can click Add to add multiple

IPv6 addresses.
If the primary IP address is empty, the configured secondary IP address is

IPv6 Address/Prefix invalid.
Length For manual configuration, the prefix length ranges from 1 to 128.

For auto configuration, the prefix length ranges from 1 to 64.

If the IPv6 prefix length of the L3 interface is between 48 and 64, this address

can be assigned.

MTU Configure the MTU. The default MTU is 1500.

) Click Advanced Settings to configure the link local address, subnet prefix
Advanced Settings )
name, subnet prefix length, and subnet ID.

The link local address is used to number hosts on a single network link. The first
10 bits of link address in binary notation must be '1111111010'.

Link-local Address

Subnet Prefix Name It identifies a specified link (subnet).

It indicates the length (in bits) of the subnet prefix in the address. The value
Subnet Prefix Length ranges from 48 to 64 (The subnet prefix length must be greater than the length

of the prefix assigned by the server).

Configure the subnet ID of the interface in hexadecimal notation. The number of
Subnet ID available subnet IDs is (2N - 1), where N is equal to (Subnet prefix length of the

interface - Length of the prefix assigned by the server).
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7.3

7.3.1

L3 Management

Configuring the DHCP Service

After the DHCP server function is enabled on the L3 interface, the device can assign IP addresses to downlink
devices connected to the port.

Enable DHCP Services

Choose Local Device > L3 Interfaces >L3 Interfaces.

Click Edit on the designated port, or click Add L3 Interface to add a Layer 3 interface, select DHCP mode for

local allocation, and enter the starting IP of the address pool, the number of allocated IPs, the excluded IP
address range, and the address lease time.

Ruijie | Rcycc Local Device(NBF

English v @ Remote O&M  $ Network Configuration [3 Log Out

& Home

Port List + Add L3 Interface
&7 vLan
After the IPvd address Is set (o Dynamic 12 the IPv6 address will not take effect f the Inferface does not obteln an [Pyd address.
=1 Monitor Upto 32 layer-3 interfaces and 64 IPv4 acdresses can be configured
& Ports L3 Interfaces Port Type Networking 1P Address Subnet Mask DHCP Server DHCP Server info Action
& 12 Multicast VLANSES Management VLAN Static IP 192.168.88.53 255.255.248.0 Disabled - Edit
@ L3 oteraces 63 Routed port P— 1144 2552552550 Diabled 2 u.—\-w:-
L3 Interfaces
n 10/page Gotopage 1 Total 2
1Pv4 Config
Edit ”

Port Type
Networking | Static IP

* Primary IP/Mask  1.1.1.1 255.255.255.0 Add + @)

DHCP Mode Disabled © DHCP Server DHCP Relay

*Start IP Address  1.1.1.1

*IP Count = 254
Available IP Addresses: 253. End IP Address: 1.1.1.254.

External IP/External User Add + @

* Lease Time (Min) 100

Table 7-3  Description of DHCP Server Configuration Parameters

Parameter Description

DHCP Mode To choose DHCP server

The DHCP server assigns the Start IP address automatically, which is the
Start IP address of the DHCP address pool. A client obtains an IP address

Start
from the address pool. If all the addresses in the address pool are used up,
no IP address can be obtained from the address pool.

IP Count The number of IP addresses in the address pool
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Parameter Description

IP addresses in the address pool that are not used for allocation, support
Excluded IP Address (Range) inputting a single IP address or IP network segment, and add up to 20
address segments.

The lease of the address, in minutes. Lease Time(Min): When a downlink
client is connected, the leased IP address is automatically renewed. If a
. . leased IP address is not renewed due to client disconnection or network
Lease Time(Min) ) = ) ) )
instability, the IP address will be reclaimed after the lease term expires.
After the downlink client connection is restored, the client can request an

IP address again

7.3.2 Viewing the DHCP Client

Choose Local Device > L3 Interfaces > IPv4 Config > DHCP Clients.

View the addresses automatically allocated to downlink clients after the L3 Interfaces enable DHCP services.
You can find the client information based on the MAC address, IP address, or username.

Find the target client and click Convert to Static IP in the Status column, or select desired clients and click
Batch Convert. The dynamic address allocation relationship is added to the static address allocation list, so
that the host can obtain the bound IP address for each connection. For details on how to view the static address
allocation list, see 7.3.3 .

Ruifie | Reycc Local Device{NBF - English

ORemate 08M & Network Configuration [3Log Out

& Home

Static IP Addresses DHCP Option ARP List
@ viewoHce ciens ®

 VLAN

= Monitar

) | oHee clients 3 Refresh + Boteh Coment
& Ports

to 1000 1P-MAC 3
O 12 Multicast Upto 1000 | bindings can be added

(@ L3 Interfaces No. Hostname IP Address MAC Address Remaining Lease Time{min) Status

L3 Interfaces No Dat.

1Pv6 Config

7.3.3 Configuring Static IP Addresses Allocation

Choose Local Device > L3 Interfaces > IPv4 Config > Static IP Addresses.

Displays the client entries which are converted into static addresses in the client list as well as manually added
static address entries. The upper-right search box supports searching for corresponding entries based on the
assigned IP address or the Device MAC Address
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English ~ O Remote 0&M & Network Configuration [3Log Out

Ruijie | Rcycc Local Device(NBF

DHCP Clients || Static IP Addresses | DHCP Option ARP List

& VLAN
@ static P Addrass List @
& Monitor
R | static 1P Address List radd | | Delete Selected
& Ports
Up1 1000 entescan be acdet
O 12 Multicast Up to entries can be added.
No. 1P Address MAC Address Action
L3 Interfaces No Dat
IPv4 Config
1Pvé Config

Click Add. In the displayed static IP address binding dialog box, enter the MAC address and IP address of the
client to be bound, and click OK. After a static IP address is bound, the bound IP address will be obtained each

time the corresponding downlink client connects to the network.

Add

*IP

* MAC

To delete a static address, select the static entry to be deleted in Static IP Address List, and click Delete

Selected; or click Delete in the last Action column of the corresponding entry.
7.3.4 Configuring the DHCP Server Options

Choose Local Device > L3 Interfaces > IPv4 Config > DHCP Option.

The configuration delivered to the downlink devices is optional and takes effect globally when the L3 interface

serves as the DHCP server.
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T«.’ui;’i@ RC\/CC Local Device(NBF -

5% Home
DHCP Clients Static IP Addresses DHCP Option ARP List

VLAN

Dis
i

DHCP Option
Monitor ~ DHCP option settings are applied to all LAN ports.
& Ports v DNS Server
&3 L2 Multicast
s Option 43 ®@
@ L3 Interfaces
Option 138
L3 Interfaces
Option 150
IPv4 Config P
IPv6 Config Gateway
@ Routing v
©) Security v

Table 7-4  Description of the DHCP Server Options Configuration Parameters

Parameter Description

DNS server address provided by an ISP. Multiple IP addresses can be entered and

DNS Server
separated by spaces.
When the AC (wireless controller) and the AP are not in the same LAN, the AP
) cannot discover the AC through broadcast after obtaining an IP address from the
Option 43

DHCP server. To enable the AP to discover the AC, you need to configure Option 43
carried in the DHCP response packet on the DHCP server.

Enter the IP address of the AC. Similar to Option 43, when the AC and AP are not in
Option 138 the same LAN, you can configure Option 138 to enable the AP to obtain the IPv4
address of the AC.

Enter the IP address of the TFTP server. Enter the IP address of the TFTP server to
Option 150 specify the TFTP server address assigned to the client. Multiple IP addresses can

be entered and separated by spaces.

6 Note

DHCP options are optional configuration when the device functions as an L3 DHCP server. The configuration
takes effect globally and does not need to be configured by default. If no DNS server address is specified, the

DNS address assigned to a downlink port is the gateway IP address by default.
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7.4 Configuring the DHCPv6 Server

Dynamic Host Configuration Protocol for IPv6 (DHCPV6) is a protocol that allows the DHCP server to pass
configuration information (such as the IPv6 network address) to IPv6 nodes.

Compared with other IPv6 address assignment methods (such as manual configuration and stateless address
autoconfiguration), DHCPv6 provides the functions of address assignment, Prefix Delegation (PD), and
configuration parameter assignment.

® DHCPV6 is both a stateful address autoconfiguration protocol and a stateless address configuration protocol.
It supports flexible addition and reuse of network addresses, and can record the assigned addresses, thus
enhancing network management.

® The configuration parameter assignment function of DHCPvV6 can solve the problem that parameters cannot
be obtained under the stateless address autoconfiguration protocol, and provide the host with configuration

information, such as the DNS server address and domain name.

Choose Local Device > L3 Interfaces > IPv6 Config > DHCPv6 Server .

(1) Click Add, select a L3 interface and IP address assignment method, and enter the address lease term and

DNS server address. The address lease term is 30 minutes by default. You are advised to retain the default
value. Then, click OK.

Ruijie | Rcycc Local Device{NBF
&% Home
IPvé Config | DHCPvG Server | DHCPvG Clients  Static DHCPvG  IPwG Neighbor List
i VIAN
& Monitor | DHCPv6 Server + Add [ Delete Selected
& Ports 1. If DHCPv does not take effect an the Layer 3 interface (including but not limited ta Invalid IPv address and incorrect IPv6 address prefix of the Layer 3 interface), the DHCPVS server cannat take effect.
2. 1 the IPv6 prefix length of the Layer 3 interface is between 48 and 64, the address can be assigned
Upto 32 entries can be added
) L2 Multicast
L3 Interfaces 1P6 Assignment DNS Server Action
L3 Interfaces No Data
1Pv4 Config [ 1] 10/page 60 10 page Total 0

DNS Server

Table 7-5  IPv6 Address Configuration Parameters of the L3 Interface

Parameter Description
L3 Interfaces Select the L3 interface for which the DHCPvV6 server needs to be added.
IPv6 Assignment If this parameter is set to Auto, both DHCPv6 and SLAAC are used to assign
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Parameter Description

IPv6 addresses.

The default value is 30 minutes. The value ranges from 30 to 2880 minutes.

Lease Time When the device stays online and the network is normal, this parameter is
periodically updated (reset to 0).
DNS Server Enter the DNS server address.

7.4.2 Viewing DHCPvV6 Clients

Choose Local Device > L3 Interfaces > IPv6 Config > DHCPv6 Clients.
View the information of the client that obtains the IPv6 address from the device, including the host name, IPv6

address, remaining lease term, DHCPv6 Unique Identifier (DUID), and status. Click — “"***** | to pind the

IP addresses and hosts in batches, so that the IP addresses obtained by the hosts from the switch remain
unchanged.

& Note

Each server or client has only one DUID for identification.

Ruijie | Rcycc

English ~ Q3 Remote 0&M & Network Configuration [3Log Out

1Pu6 Config  DHCPVE Server

Static DHCPW6 1PV Neighbor List

o DHCPVE Clients
& You can view the DHCPVE clients information on this page.
T Monitor

Ports | oHCPvs clients

+ Bind Selected

L2 Multicast

B L3 Interfaces

L3 Interfaces

No. Hastname 1PV6 Address ) Status

B e Goto page i

IPv4 Config

7.4.3 Configuring the Static DHCPv6 Address
Configure the IPv6 address statically bound to the DUID of a client so that the client can obtain the specified
address each time.
Choose Local Device > L3 Interfaces > IPv6 Config > Static DHCPV6.

Click Add, and enter the IPv6 address and DUID. You are advised to bind the IPv6 address and DUID in the

client list. You can run the ipconfig /all command on the Command Prompt in Windows to view the DUID.
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©+] Command Prompt

Tk i:lr_'.'ID:

Ruifie | Rcycc L English ~  QYRemote OBM & Network Configuration  [3Log Out|

@ stotic 1P Address List

| static 1P Address List

7.5 Configuring the IPv6 Neighbor List

In IPv6, Neighbor Discovery Protocol (NDP) is an important basic protocol. NDP replaces the ARP and ICMP
route discovery protocols of IPv4, and supports the following functions: address resolution, neighbor status

tracking, duplicate address detection, router discovery, and redirection.
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Choose Local Device > L3 Interfaces > IPv6 Config > IPv6 Neighbor List.
Click Add and manually add the interface, IPv6 address and MAC address of the neighbor.
Click Bind Selected to bind the IPv6 address and MAC address in the list to prevent ND attacks.

You can also modify, delete, batch delete, or search neighbors (by IP address or MAC address).

Ruijie | Reycc

Local Device(NBF English « &

&% Home
IPvE Config DHCPYE Server DHCPVE Clients Static DHCPVE IPvE Neighbor List

£ vLan

IPv6 Neighbor List + Add & Bind Selected 1 Delete Selected
=1 Monitor

Upto 1000 IP-MAC bindings can be added.
@ Ports

) Ne. MAC Address 1P Address Type Ethernet status Action
) L2 Multicast

No Data
B L3 Interfaces
L3 Interfaces [ 1] 10/page

1Pv4 Config

1PvS Confi

Gotopsge 1 Total 0

1Pv6 Config DHCPV6 Server DHCPv6 Clients Static DHCPvE 1Pv6 Neighbor List

IPv6 Neighbor List + Add # Bind Selected @ Delete Selected

Upto 1000 IP-MAC bindings can be added.

No MAC Address IP Address Type Ethernet status Action
00:00:48:15:08:44 1080:200:181f 40 15:844 Seatic Gi22 Edit Delete
00:11:22:33:44355 2000:1 Static VIAN 1 Edit Delete
11:22:33:44:55:66 3100:1 Static VLAN 1 Edit Delete
“ 3344:5566:77:88 6000:1 seatic VIAN 1 Edit Delets
00:d0:8:95:79:20 1200=1000 Dynamc Gi22 Binc
6 00:40:8:95:79:20 1680:200:c8111e95:7920 Oymamic Gi22 Bind
O:b8ebe2 5463 3000::1 Dymarmic VIAN 1 Bind
8 cObBe6e25463 feB0:c2bB:ebff-fee2:5463 ymami VIAN 1 Bind
- 0/page Gotopage 1 Total 8
Tick RITA for help -~
or help. ﬁ

* Interface

* IPv6 Address

* MAC Address

7.6 Configuring a Static ARP Entry

Choose Local Device > L3 Interfaces > IPv4 Config > ARP List.

The device learns the IP address and MAC address of the network devices connected to its interfaces and

generates the corresponding ARP entries. Supports binding ARP mappings or manually specifying the IP
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address and MAC address mapping to prevent devices from learning wrong ARP entries and improve network

security.

® To bind a dynamic ARP entry to a static entry: Select the ARP mapping entry dynamically obtained in the

ARP List, and click Bind to complete the binding.

® To manually configure a static ARP entry: Click Add, enter the IP address and MAC address to be bound,

and click OK.

Ruifie Rcycc

English v ORe

£ Home
£F VAN
ARP List + Add [ Delete Selected
= Monitor
Up to 2000 IP-MAC bindings can be added
& Ports
. No. Interface MAC Address 1P Address Type Reachable Action
) L2 Mukicast
1 VLANBES c0:a4:76:1b0f:1b 19216888197 amic Yes Bind
© L3 Interfaces
13 Interfaces 2 VLANSES ead76: 1 bdexf2 19216888174  Dyamic Yes & Bind
; VLANESS WasTE b 19216888217 = " B
1Pv6 Config
4 VLANEES Oieedc21:140a 1921688873 Yes & Bind
*1P
= MAC

To remove the binding between a static IP address and a MAC address, click Delete in the Action column.

ARP List

Up to 2000 IP-MAC bindings can be added.

No. Interface MAC Type
1 VLAN1 00:23:79:00:23:79 172.30.102.178 Static
2 VLAN1 c0:bB:e6:e9:78:07 172.30.102.209 Dynamic

Q + Add il Delete Selected
Reachable Action

Yes Edit
Yes & Bind
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8 Configuring Route

A\ Notice
This section is applicable only to NBF Series Switches that support L3 functions. Products that do not support
L3 functions such as RG-NBF2100 Series Switches, do not support the functions mentioned in this section.

8.1 Configuring Static Routes

Choose Local Device > L3 Interfaces > Static Routing .

Static routes are manually configured by the user. When a data packet matches a static route, the packet will
be forwarded according to the specified forwarding mode.

A Caution

Static routes cannot automatically adapt to changes of the network topology. When the network topology
changes, you need to reconfigure the static routes.

Click Add . In the dialog box that appears, enter the destination address, subnet mask, outbound interface, and
next-hop IP address to create a static route.

Ruifie | Rcycc Local Device(NBF English

ORemote O&M 4§ Network Configuration [ Log Out

&% Home
Static Routing

o ®

S Moritor | static Route List + ndd ] Delete Selected
& Ports Upto 500 static routes can be added.
L2 Multicast Dest IP Address Subnet Mask Outbound Interface Next Hop Reachable Action
2 L3 Interfaces
& Routing
o e
o ing

Static Routing v

Edit .

* Dest IP Address
* Subnet Mask
Outbound Interface Select

* Next Hop
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8.2

Table 8-1 Description of Static Routes Configuration Parameters

Parameter Description

Specify the destination network to which the data packet
Dest IP Address is to be sent. The device matches the data packet based

on the destination address and subnet mask.

Specify the subnet mask of the destination network. The
Subnet Mask device matches the data packet based on the destination

address and subnet mask.

Outbound Interface Specify the interface that forwards the data packet.

Specify the IP address of the next hop in the route for the
Next Hop
data packet

After a static route is created, you can find the relevant route configuration and reachability status in the static
route list. The Reachable parameter specifies whether the next hop is reachable, based on which you can
determine whether the route takes effect. If the value is No , check whether the outbound interface in the current
route can ping the next-hop address.

Static Route List Q + Add W Delete Selected
Up to 500 static routes can be added.

Dest IP Address Subnet Mask

The route is unreachable. Please initiate a Ping test from the outbound interface to the next hop.

2.1.1.0 255.255.255.0 Gi9 3.1.1.1 No @ Edit Delete

To delete or modify a static route, in Static Route List , you can click Delete or Edit in the last Action column;
or select the static route entry to be deleted, click Delete Selected to delete multiple static route entries.

Configuring the IPv6 Static Route

Choose Local Device > Routing > Static Routing_v6 .

You need to manually configure an IPv6 static route. When the packet matches the static route, the packet will

be forwarded according to the specified forwarding method.

A\ caution

The static route cannot automatically adapt to changes in the network topology. When the network topology

changes, you need to manually reconfigure the static route.

Click Add , and enter the destination IPv6 address, length, outbound interface, and next-hop IP address to

create a static route.
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Ruijie | Rcycc Local Device(NBF

i Home
Static Routin

& via 0 .o packet arrives, the device checks the destination field and compares it with routing table. If it finds a match for destination network then It will forward that packet from the specified interface. @
2 viaN

& Monitor | Static Route List + Add @ Delete Selected

@ ports Upto 500 entries can be added.

O L2 Muticast 1Pv6 Address Prefix Length incarface Next Hop Action

& L3 Interfaces

No Data

B o | wume

RIP Settings

Add

* IPvG Address/Prefix

Length

interface

* Next Hop

Table 8-2  IPv6 Static Route Configuration Parameters

Parameter Description

Destination network of the packet. The destination address of the packet

IPv6 Address/Prefix Length . . i
is matched according to the IPv6 address and prefix length.

Outbound Interface Interface that forwards the packet.

Next Hop IP address of the next routing node to which the packet is sent.

8.3 Configuring RIP

Routing Information Protocol (RIP) is ap plicable to small and medium-sized networks and is a dynamic routing
protocol that is easy to configure. RIP measures the network distance based on the number of hops and selects
a route based on the distance. RIP uses UDP port 520 to exchange the routing information.

8.3.1 Configuring RIP Basic Functions

Choose Local Device > Routing > RIP Settings .

Click Add and configure the network segment and interface.
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Ruijie  Rcycc Local Device(NBF English ~

& Home

gs | PortSettings  Advanced  Neighbor Info
£ vLaN
Layer-3 Routing Protocol: RIP
= Monitor @ P Routing Information Protocol) Is a dynamic routing protocol applled to IPwd networks, The routers running the protocol exchange the routing Information through UDP packets to automatically obtain routes to remate networks and
) keep routes updated in real time.
& Ports .
o Network Segment/Port List

Enable RIP in the specified network segment or on the specified port.
3 12 Multicast

@ 13 Interfaces | Network Segment/Port List + Add [ Delete Selected
M. Network Segment/Port Auth Mode Action

Static Routing

Static Routing_v6

RIP Sertings

Rifng Settings

Type |@ MNetwork Segment Port

* Network Segment

Cancel

Auth Mode No Authentication

Cancel

Table 8-3  RIP Configuration Parameters

Parameter Description

Network Segment : Enable RIP in the specified network segment. The IP
addresses of this network segment are added to the RIP routing table. The device

and its RIP-enabled neighbor devices learn the routing table from each other.

Type
Port : Enable RIP on the specified port. All the IP addresses of this port are added
to the RIP routing table. The device and its RIP-enabled neighbor devices learn the
routing table from each other.

Network Segment Enter the ne twork segment, for example, 10.1.0.0/24 , when Type is set to Network
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Parameter Description

Segment .

RIP will be enabled on all interfaces of the device covered by this network segment.

Port Select a VLAN interface or physical port when Type is set to Port .

No Authentication : The protocol packets are not authenticated.

Encrypted Text : The protocol packets are authenticated, and the authentication

Auth Mode key is transmitted with the protocol packets in the form of encrypted text.

Plain Text : The protocol packets are authenticated, and the authentication key is

transmitted with the protocol packets in the form of plain text.

Auth K Enter the authentication key to authenticate protocol packets when Auth Mode is
uth Ke
Y set to Encrypted Text or Plain Text .

8.3.2 Configuring the RIP Port

Choose Local Device > Routing > RIP Settings > Port Settings .

Ruijie | Rcycc Local Device(NBF - English v Remote O&M & Network Configuration [3Log Out

& Home

RIP Settings  |Port Settings | Advanced  Neighbor Info

Port List

5 VIAN

& Monitor

& Ports Port Name R Status Tx Status Poison Reverse v2 Broadcast Packet Auth Mode Auth Key Action
) 12 Multicast

& L3 Interfaces

Static Routing

Static Routing_v6

RIP Settings

Table 8-4  Configuration Parameters in the Port List

Parameter Description

Port Name Name of the port where RIP is enabled.
RxStatus RIP version of packets currently received.
Tx Status RIP version of packets currently transmitted.

After the port learns the route, the route overhead is set to 16 (indicating that the
Poison Reverse route is unreachable), and the route is sent back to the neighbor from the original

port to avoid a loop.

When a neighbor does not support multicast, broadcast packets can be sent.
v2 Broadcast Packet

You are advised to disable RIPv2 broadcast packets to improve network
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Parameter Description

performance.

No Authentication : The protocol packets are not authenticated.

Encrypted Text : The protocol packets are authenticated, and the authentication
Auth Mode key is transmitted with the protocol packets in the form of encrypted text.

Plain Text : The protocol packets are authenticated, and the authentication key is

transmitted with the protocol packets in the form of plain text.

Auth K Enter the authentication key to authenticate protocol packets when Auth Mode is
uth Ke
Y set to Encrypted Text or Plain Text .

Action Click Edit to modify RIP settings of the port.

8.3.3 Configuring the RIP Global Configuration

Choose Local Device > Routing > RIP Settings > Advanced , click Edit Config , and configure RIP global

configuration parameters.

Duyﬁ? Reyce Local Device(NBF English v Remote 0&M & Network Configuration [3Log Out
& Home
RIP Settings Port Settings Neighbor Info
5 VLAN
(@ o timers may cause route flapping. Therefore, RIP imers must be consistent on the devices connected to the same network. You are not adhsed 1o reset the RIPtimers unless you have specifi
’ needs
B Monitor
& Ports | RIP Global Config Edit Config
O 12 Multicast RIP Version Route Advertisement Administrative Distance Update Timer Invalid Timer Flush Timer
@ L3 Interfaces Default off 1 (Default) 0s 180 s 1205

Routi
Route Redistribution List

o Redistribute the routes of other protocols to the RIP domain so that RIP can communicate with other routing domains.
Static Routing

Static Routing_vé | Route Redistribution List + Add [ Delete Selected

RIP Settings Type Administrative Distance Instance 1D Action

RIPng Settings No Dat
OSPFv2
o Passive Interface
OSPFv3 RIP update packets will be suppressed on the passive interface. If the device connected to the interface does not adopt RIP, you are advised to enable this function
-
Route Info . A
Passive Interface + Add & Delete Selected
«Collapse
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Edit Config

RIP Version

Route Advertisement

Adm rative 1 (Default)

Distance

* Update Timer 5 (5-2147483647)

* Invalid Timer 5 (5-2147483647)

* Flush Timer 5 (5-2147483647)

Cancel

Table 8-5 RIP Global Configuration Parameters

Parameter Description

Default : Select RIPv2 for sending packets and RIPv1/v2 for receiving packets.
RIP Version V1 : Select RIPv1 for sending and receiving packets.

V2 : Select RIPv2 for sending and receiving packets.

] After route advertisement is enabled, the current device generates a default
Route Advertisement ) )
route and sends it to the neighbor.

o ) ) Redistribute routes of other protocols to the RIP domain so that RIP can
Administrative Distance ) . . .
interwork with other routing domains.

RIP update cycle. The routing information is updated every 30 seconds by

Update Timer
default.
o If no update is received before a route becomes invalid, the route is considered
Invalid Timer )
unreachable. The default value is 180 seconds.
If no update is received before the flush timer of an invalid route expires, the
Flush Timer route is completely deleted from the RIP routing table. The default value is 120

seconds.

8.3.4 Configuring the RIP Route Redistribution List

Redistribute routes of other protocols to the RIP domain so that RIP can interwork with other routing domains.

Choose Local Device > Routing > RIP Settings > Advanced > Route Redistribution List , click Add , and

select the type and administrative distance.
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* Type

* Administrative 0 (Administrative Distance)

Distance

Table 8-6  RIP Route Redistribution on Parameters

Parameter Description

Direct Routing
Type OSPF Routing

Static Routing

o ) ) A smaller administrative distance indicates a higher priority. The default value is 0 .
Administrative Distance
The value ranges from 0 to 16.

Select the instance ID of OSPF that needs to be redistributed. OSPFv2 needs to
be enabled on the local device.

Instance ID

Add <

*Type OSPF Routing

* Administrative 0 (Administrative Distance)

Distance

* Instance ID

CEHCE' m

8.3.5 Configuring the Passive Interface

If an interface is configured as a passive interface, it will suppress RIP update packets. If the connected peer

device does not run RIP, you are advised to enable the passive interface.

Choose Local Device > Routing > RIP Settings > Advanced > Passive Interface , click Add , and select a

passive interface.
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Add

* Passive Interface

8.3.6 Configuring the Neighbor Route

When the router cannot process broadcast packets, another router can be designated as the neighbor to
establish a RIP direct link.

Choose Local Device > Routing > RIP Settings > Advanced > Neighbor Route, click Add , and enter the IP
address of the neighbor router.

Add

* Neighbor Route

8.4 Configuring RIPng

8.4.1 Configuring RIPng Basic Functions

RIP Next Generation ( RIPng ) provides the routing function for IPv6 networks.
RIPng uses UDP port 512 to exchange the routing information .

Choose Local Device > Routing > RIPng Settings .

Click Add , set Type to Network Segment or Port , and specify the network segment or port accordingly.
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Ruipie | Reyce Local Device(NBF English - & Network Configuration  [3Log Out
&% Home

RIPng Settings Port Settings Advanced Neighbar Info
3 VLAN

Layer-3 Routing Protocol: RIPng

® Monitor RIPng (Routing Information Protocol next generation) s a unicast routing protocol applied to 1Pv6 networks.

Network Segment/Port List

& Ports
Enable RIPng in the specified network segment or on the specified port

©) L2 Multicast
| Network Segment/Port List + Add [ Delete Selected
@ L3 Interfaces

No Network Segment/Port Action

Static Routing N

o Data
Static Routing_vé

RIP Settings

RIPng Settings

rip.protong
RIPng (Routing Information Protocol next generation) is a unicast routing protocol applied to IPv6 networks.
Network Segment/Port List

Enable RIPng in the specified network segment or on the specified port.

Type |@ Network Segment

* Network Segment

Cancel

If the address length is between 48 and 64, the address will be used as a prefix.

Alternatively, enable RIPng on a specified port:

* Port Gi23

Cancel
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Table 8-7 RIPng Configuration Parameters

Parameter Description

Network Segment : Enable RIP in the specified network segment. The IP addresses of
this network segment are added to the RIP routing table, and the device and its RIP-

enabled neighbor devices learn the routing table from each other.
Type
Port : Enable RIP on the specified port. All the IP addresses of this port are added to

the RIP routing table, and the device and its RIP-enabled neighbor devices learn the
routing table from each other.

Enter the IPv6 address and prefix length when Type is set to Network Segment .
Network Segment

RIPng will be enabled on all interfaces of the device covered by this network segment.

Port Select a VLAN interface or physical port when Type is set to Port .

8.4.2 Configuring the RIPng Port

RIPng poison reverse: After the port learns the route, the route overhead is set to 16 (indicating that the route is
unreachable), and the route is sent back to the neighbor from the original port to avoid a loop.

Choose Local Device > Routing > RIPng Settings > Port Settings , click Edit, and enable IPv6 poison reverse.

Ruipie | Rcycc Local Device(MBF - English v (JRemote ORM & Network Configuration [3Log Out

&% Home

7 VLAN
Port List
& Monitor

~ Port Name IPv6 Poison Reverse Action
& Ports

No Data
) 12 Multicast

& L3 Interfaces

Static Routing
Static Routing v6

RIP Settings

RIPng Settings

Edit .

* Port Name

IPv6 Poison Reverse
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8.4.3 Configuring the RIPng Global Configuration

Configuring Route

Choose Local Device > Routing > RIPng Settings > Advanced > RIPng Global Configuration , and click

Edit Config .

Ruijie | Rcycc

Local Device(NBF

English ~

ORemote O&M & Network Configuration  [3 Log Out

Monitor

& Ports

3 L2 Multicast

@ L3 Interfaces
Static Routing
Static Routing_vé

RIP Settings

RIPng Settings

Table 8-8

RIPng Settings. Port Settings Neighbor Info

o Improper timers may cause route flapping. Therefore, RIPng timers must be consistent on the devices connected to the same network. You are not advised to reset the RIPng timers unless you have

specific needs.
| RiPng Global Config

Route Adverti Admini: Distance Update Timer

Off 1 (Default) 30s

Route Redistribution List

o Redistribute the routes of other protocols to the RIP domain so that RIP can communicate with ather routing domains.

| Route Redistribution List

Type Administrative Distance

No Data

Edit Config

Route Advertisement

Administrative | 1 (Default)

Distance

* Update Timer 5 (1-65535)
* Invalid Timer

* Flush Timer 5 (1-65535)

RIPng Global Configuration Parameters

Invalid Timer

1805

Edit Config

Flush Timer

1205

+ Add [ Delete Selected

Action

Parameter

Description

Route Advertisement

route and sends it to the neighbor.

After route advertisement is enabled, the current device generates a default

Administrative Distance

interwork with other routing domains.

Redistribute routes of other protocols to the RIP domain so that RIP can

Update Timer

default.

RIP update cycle. The routing information is updated every 30 seconds by

Invalid Timer

If no update is received before a route becomes invalid, the route is

considered unreachable. The default value is 180 seconds.

Flush Timer

If no update is received before the flush timer of an invalid route expires, the
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Parameter Description

route is completely deleted from the RIP routing table. The default value is
120 seconds.

8.4.4 Configuring the RIPng Route Redistribution List

Redistribute routes of other protocols to the RIPng domain to interwork with other routing domains.

Choose Local Device > Routing > RIPng Settings > Advanced > Route Redistribution List , and click +
Add .

“Type

* Administrative 0 (Administrative Distance)

Distance

Table 8-9  RIP Route Redistribution Parameters

Parameter Description

Direct Routing
Type OSPF Routing

Static Routing

Administrative Distance Value range: 0-16. The default value is O .

8.4.5 Configuring the RIPng Passive Interface

If an interface is configured as a passive interface, it will suppress RIPng update packets. If the connected peer
device does not run RIP, you are adv ised to enable the passive interface.

Choose Local Device > Routing > RIPng Settings > Advanced > Passive Interface, click Add , and enter

the IP address of the neighbor router.
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8.4.6 Configuring the IPv6 Aggregate Route

Choose Local Device > Routing > RIP Settings > Advanced > RIPng Aggregate Route , click Add , and

enter the IPv6 address and prefix length (value range: 0-128).

Add

* IPv6 Aggregate

Routing

Cancel oK

8.5 OSPFv2

Open Shortest Path First (OSPF) can be applied to large-scale networks. IPv4 uses OSPFv2, and IPv6 uses
OSPFv3.

OSPF is a typical link-state routing protocol, which can solve the problems of slow route update, inaccurate
measurement, and poor scalability in large networks. It is suitable for networks of various sizes, and even a

network with up to thousands of devices.
8.5.1 Configuring OSPFv2 Basic Parameters

Choose Local Device > Routing > OSPFv2, click Start Setup , and then configure an instance and an interface

respectively.
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Ruijie | Rcycc Local Device(NBF

English v O Remote O&M @ Network Configuration

Configuring Route

[3Log Out

& Home

£ VAN

&1 Monitor

& Ports

O 12 Multicast

@ L3 Interfaces
Static Routing
Static Routing_v6
RIP Settings
RIPng Settings
OSPFv3

Route Info

«Collapse

(1) Configure an instance.

@

aat Ui Bl i
2 4

’
A\

L
¢

Start Setup

®

Configure the instance. Configure the interface.

* Instance 1D

* Router ID

Advertise Default

Route

Import External Route

Static Route Redistribution
Direct Route Redistribution

RIP Redistribution

Details

Table 8-10 Instance Configuration Parameters

Parameter

Description

Instance ID

with other devices .

Create an OSPF instance based on the service type.

The instance only takes effect locally, and does not affect packet exchange

Router ID

It identifies a router in an OSPF domain.

A\ caution

Router IDs within the same domain must be unique. The same
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Parameter Description

configuration may cause neighbor discovery failures.

Generate a default route and send it to the neighbor.

After this function is enabled, you need to enter the metric and select a type.
Advertise Default Route The default metric is 1 .

Type 1: The metrics displayed on different routers vary.

Type 2: The metrics displayed on all routers are the same.

Redistribute routes of other protocols to the OSPF domain to interwork with
other routing domains.

If Static Route Redistribution is selected, enter the metric, which is 20 by
Import External Route default.

If Direct Route Redistribution is selected, enter the metric, which is 20 by

default.

If RIP Redistribution is selected, enter the metric, which is 20 by default.

Details Expand the detailed configuration.
Details
Distance Intra-Area
Inter-Area
External
LSA Genaration Delay

Received Delay

SPF Calculation Waiting Interval
Min Interval

Max Interval

Graceful Restart Graceful Restart ()
Helper
LSA Check

* Wax Wait Time 1800
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Table 8-11 Parameters in the Instance Detailed Configuration

Parameter Description

D It is used for protocol selection. By default, the intra-area, inter-area, and external
istance
distances are all 110 .

Frequent network changes and route flapping may occupy too much network
bandwidth and device resources. The LSA generation and reception delays are

LSA specified in OSPF by default.

The default value is 1000 ms.

When the link state database (LSDB) changes, OSPF recalculates the shortest path,
and sets the interval to prevent frequent network changes from occupying a large
number of resources

Waiting Interval : When the state changes, the timer is triggered. The delay is

calculated for the first time after the timer expires. The default value is 0 ms.

SPF Calculation Min Interval : As the number of changes increases, the time of each interval will

increase according to the algorithm, and the default value is 50 ms.

Max Interval : When the calculated interval reaches the maximum interval, the
subsequent interval is always equal to the maximum interval. If the time from the last
calculation exceeds the maximum interval and the LSDB is not updated, the timer is
disabled.

Graceful Restart (GR) can avoid route flapping caused by traffic interruption and
active/standby board switchover, thus ensuring the stability of key services.

Graceful Restart Helper : The Graceful Restart Helper function is enabled when this

switch is turned on.

Graceful Restart LSA Check : LSA packets outside the domain are checked when this switch is turned
on.

Max Wait Time : Timing starts after the device receives the GR packet from the peer

device. If the peer device does not complete GR within Max Wait Time , the device

exits the GR Helper mode. The default value is 1800 seconds.

(2) Configure an interface.
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— ®

O
Configure the Instance.  Configure the Interface.  Operation succeeded.

_
) B3
Table 8-12 Interface Configuration Parameters

Parameter Description

Interface Select the OSPF-enabled L3 interface.

Area Configure the area ID. Value range: 0-4294967295
If Stub Area is enabled, you need to configure the area type and inter-area route
isolation.
Stub area: Routers at the edge of the area do not advertise routes outside the area, and

Stub Area the routing table in the area is small.
Not-So-Stubby Area (NSSA): A few external routes can be imported.
Inter-area route isolation: After this function is enabled, inter-area routes will not be
imported to this area.

Details Expand the detailed configuration.

@ @ ®

Configure the instance. Configure the interface. Operation succeeded.

Details

Priority

Network Type Broadcast

H

ello Packets

Dead Interval
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LSA Transmission

Delay

LSA Retransmission

Interval

Interface Auth No Auth

Ignore MTU Check (@)

Add

Table 8-13 Parameters in the Interface Detailed Configuration

Parameter Description
Priority Itis 1 by default.
Broadcast
Unicast
Network Type
Multicast

Non-Broadcast Multiple Access

Interval for periodic transmission, which is used to discover and maintain OSPF
Hello Packets ) ) ) )
neighbor relationship. The default value is 10 seconds.

Dead Interval Time after which the neighbor becomes invalid. The default value is 40 seconds.

LSA Transmission Delay | LSA transmission delay of the interface. The default value is 1 second.

LSA Retransmission Time after which LSA is retransmitted after LSA is lost. The default value is 5

Interval seconds.

No Auth : The protocol packets are not authenticated. It is the default value.

Plain Text : The protocol packets are authenticated, and the authentication key is

Interface Auth transmitted with the protocol packets in the form of plain text.

MDS5 : The protocol packets are authenticated, and the authentication key is MD5

encrypted and then transmitted with the protocol packets.

Ignore MTU Check Enabled by default.

(2) Complete the configuration.
After completing the configuration, you can choose Local Device > Routing > OSPFv2 and view the instance

list.
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Ruijie | Rcycc

English +

o & B

@ Operation succeeded.

(1) 2

Configure the instance.  Configure the interface.

Operation succeeded.

8.5.2 Adding an OSPFv2 Interface

Operation succeeded.

Configuring Route

Choose Local Device > Routing > OSPFv2 , click More in the Action column, and select V2 Interface .

Ruijie | Rcycc Local Device(NBF

& Home
Instance List
£ VLAN
Upto B entries can be added.
& Monitor
& Ports
Instance ID Router ID
) 12 Multicast
& 13 Interfaces
8 123100
& Routing
Static Routing

Static Routing_v6

RIP Settings

RIPng Settings

OSPFv2

Interface

Area

12{Normal Area)

109

Advertise Default

Route

import External Route

Static Route Redistribution : Off
Direct Route Redistribution : Off
RIP Redistribution : Off

+ Add

Action

More
Neighbor Info

Edit Delete

Total 1
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English ~ &3 rem M & Network Configuration

Local Device(NBF

Ruijie Rcycc

& Home
Instance List + Add
2% WLAN
Upto B entries can be added.
[ Monitor
&
@ Ports Advertise Default .
Instance ID Router ID interface Area Action
Route
© 12 Multicast V2 Interface
V2 Instance Route Redistribution
& L3 Interfaces
8 123111 Gi2 12{Normal Area) Disabli V2 Neighbor Management tighbor Info
@ Routing edit Delete
Static Routing
n 10/page Gotopage 1 Total 1

Static Routing_vé

RIP Settings

RIPng Settings

QSPFv2

onfiguration [3Log Out

English -~

Local Device(NBF

£ Home
Instance List + Add
& vian
Upto & entries can be added.
&l Monitor
@ ports Advertise Default i
Instance ID Router ID Interface Area Action
Rout
3 12 Multicast
V2 Instance Route Redistribution
& 13 Interfaces.
8 FERRE] Giz3 12(Normal Area) Disabl V2 Neighbor Management sighbor Info
& Routing tdit  Delete
Static Routing
B o coome

Static Routing_vé

RIP Settings

RiPng Settings

0SPFY2

Choose Local Device > Routing > OSPFv2 , click More in the Action column, and select V2 Instance Route

Redistribution .

8.5.3 Redistributing OSPFv2 Instance Routes

110

V2 Interface X
Interface
* Area
Stub Area
Detals
Port List - et
Upto 64 entries can be added.
LsA Lsa
Interfac Networ Hallo Dead Interfac  Transmi Retrans
Area  Priority Act
e kType Packets Interval e Auth ssion  mission
Delsy  Interval
Broadc:
Gi2z 12 '“"{ . No Auth Edit
s
n 10/page Gotopage 1 Total



Web-based Configuration Guide

English

Configuring Route

ifie | Rcycc
& Home
Instance List
&5 VLAN
Upto 8 entries can be added.
& Monitor
@ Ports

Instance ID

© 12 Multicast

& L3 Interfaces

@ Routing
Static Routing
Static Routing_v6
RIP Settings
RIPng Settings

OSPRv2

Router ID

123111

Ga to page

Interface

Gi23

8.5.4 Managing OSPFv2 Neighbors

12(Normal Area)

Advertise Default

Route
V2 Interface

Instance Route Redistributior

Disable V2 Neighbor Management

V2 Instance R

@ Route Redistribution cannot select its own instance number!

* Instance ID
Metric

Route Redistribution List

Upto 63 entries can be added.

Instance ID Metric

No Data

n 10/page Gatopage 1

+ Add

Action

More
sighbor Info

kit Delete

Total 1

Reset

Action

Total 0

Choose Local Device > Routing > OSPFv2 , click More in the Action column, and select V2 Neighbor

Management .

Ruijie  Rcycc

& Home
Instance List
2% VLAN
Upto 8 entries can be added.
) Monitor
& Ports

Instance ID

© L2 Multicast
@ L3 Interfaces
& Routing

Static Routing

[} opage

Router ID

123411

Go ta page

Intarface

Gi23

Area

12(Normal Area)

111

Advertise Default
Rout
V2 Interface
V2 Instance Route Redistribution

Disable

V2 Neighbor Management

* Neighbor IP

Neighbor List

Upto B4 entries can be added

Neighbor IP

No Data

Go 1o page

B o

+ Add

Action

More
ighbor Infa

Edit Delete

Total 1

et

Action

Total 0
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8.5.5 Viewing OSPFv2 Neighbor Information

Choose Local Device > Routing > OSPFv2 , and click Neighbor Info in the Action column.

Ruijie | Rcycc Local Device(NBF

English « &y Remote O&
& Home
Instance List + Add
&5 VLAN
Upio 8 eniries can be added.
& Monitor
@ Ports Advertise Default
Instance 1D Router ID Interface Area fout Import External Route Action
ouite
© 12 Multicast
More
B 13 Interfaces Static Route Redistribution : Off
8 123.1.1.1 Gi23 12{Normal Area) Disable Direct Route Redistribution : Off Neighbor Infa
. RIP Redistribution : Off
& Routing Edit Delete
Static Routing
X
Neighbor Info
Instance 1D Router ID Status Neighbor 1P Interface

8.6 OSPFv3

Open Shortest Path First (OSPF) can be applied to large-scale networks. IPv4 uses OSPFv2, and IPv6 uses
OSPFv3.

8.6.1 Configuring OSPFv3 Basic Parameters

Choose Local Device > Routing > OSPFv3, click Start Setup , and then configure an instance and an interface
respectively.
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1. Configure an instance.

Ruijie | Rcycc Local Device(NBF English v 3 Remote O&M & Network Configuration (3 Log Out

& Home
5% VLAN
% Monitor
) Ports
L2 Multicast
® L3 Interfaces

@& Routing AS © Achieves fast

Static Routing © Minimizes routing overhead.

© Reduces
Static Routing_v6

RIP Settings
RIPng Settings

OSPFv2

'
-
4

«Collapse

® OSPF

OSPF is a typical link-state routing protocol. To satisfy users' increasing requirements for network reliability
and heterogeneity on a large network, OSPF solves the problems such as slow convergence, unscientific
metric values, and poor scalability.

® Highlights
Achieves fast convergence.
Minimizes routing overhead.
Reduces routing update traffic through area partition.

Applies to various networks with up to thousands of switches.
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@ ®

Configure the instance. Configure the interface.
* Router ID ®

Advertise Default

Route

Import External Route Static Route Redistribution
Direct Route Redistribution

RIP Redistribution

Details

Prévious m

Table 8-14 Instance Configuration Parameters

Parameter Description

Create an OSPF instance based on the service type.

Instance 1D The instance only takes effect locally, and does not affect packet exchange

with other devices.

It identifies a router in an OSPF domain.

A Caution
Router IDs within the same domain must be unique. The same

Router ID

configuration may cause neighbor discovery failures.

Generate a default route and send it to the neighbor.

After this function is enabled, you need to enter the metric and select a type.
Advertise Default Route The default metricis 1 .

Type 1: The metrics displayed on different routers vary.

Type 2: The metrics displayed on all routers are the same.

Redistribute routes of other protocols to the OSPF domain to interwork with
other routing domains.

If Static Route Redistribution is selected, enter the metric, which is 20 by
Import External Route default.

If Direct Route Redistribution is selected, enter the metric, which is 20 by

default.

If RIP Redistribution is selected, enter the metric, which is 20 by default.
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Parameter

Description

Details

Expand the detailed configuration.

@

®

Configure the instance. Configure the interface.

* Router ID

Advertise Default

Route

Import External Route

Distance

LSA

@

@
(o]
Metric
Type 2 ®

[ Static Route Redistribution
Metric

M Direct Route Redistribution
Metric

© RIP Redistribution

Metric

Details

Intra-Area

Inter-Area

External

Genaration Delay

Received Delay

®

Configure the instance. Configure the interface.

Distance

LSA

SPF Calculation

Graceful Restart

Metric
@ RIP Redistribution

Metric

Details
Intra-Area
Inter-Area

External

Genaration Delay

Received Delay

Waiting Interval
Min Interval

Max Interval

Graceful Restart (@)
Helper
LSA Check

* Max Wait Time 1800
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Table 8-15 Parameters in the Instance Detailed Configuration

Parameter Description
) It is used for protocol selection. By default, the intra-area, inter-area, and
Distance .
external distances are all 110 .
Frequent network changes and route flapping may occupy too much network
bandwidth and device resources. The LSA generation and reception delays
LSA

are specified in OSPF by default.

The default value is 1000 ms.

SPF Calculation

When the link state database (LSDB) changes, OSPF recalculates the shortest
path, and sets the interval to prevent frequent network changes from

occupying a large number of resources

Waiting Interval : When the state changes, the timer is triggered. The delay is
calculated for the first time after the timer expires. The default value is 0 ms.

Min Interval : As the number of changes increases, the time of each interval

will increase according to the algorithm, and the default value is 50 ms.

Max Interval : When the calculated interval reaches the maximum interval, the
subsequent interval is always equal to the maximum interval. If the time from
the last calculation exceeds the maximum interval and the LSDB is not

updated, the timer is disabled.

Graceful Restart

Graceful Restart (GR) can avoid route flapping caused by traffic interruption
and active/standby board switchover, thus ensuring the stability of key

services.

Graceful Restart Helper : The Graceful Restart Helper function is enabled

when this switch is turned on.

LSA Check : LSA packets outside the domain are checked when this switch is

turned on.

Max Wait Time : Timing starts after the device receives the GR packet from
the peer device. If the peer device does not complete GR within Max Wait
Time , the device exits the GR Helper mode. The default value is 1800

seconds.
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2. Configure an interface.

O3 ®

Configure the instance.  Configure the interface.  Operation succeeded.

* Interface Gi2/14

*Area 12
Stub Area
Details
Add
Port List
Upto 16 entries can be added.
Network Hell Dead LA A
Interface Area Priority crwar e e Transmission  Retransmissi Action
Type Packets Interval
Delay on Interval

B 10/page Go to page

No Data

1 Total 0

Table 8-16 Interface Configuration Parameters

Parameter Description

Interface Select the OSPF-enabled L3 interface.

Area Configure the area ID. Value range: 0-4294967295
If Stub Area is enabled, you need to configure the area type and inter-area route
isolation.

Stub Area Stub area: Routers at the edge of the area do not advertise routes outside the
area, and the routing table in the area is small.
Not-So-Stubby Area (NSSA): A few external routes can be imported.

Details Expand the detailed configuration.
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®

Configure the instance. Configure the interface. Operation succeeded.

Details
Priority
Network Type Broadcast
Hello Packets
Dead Interval
Add
Port List
Upto 16 entries can be added.
Interface Area Priority N:_t;:':rk Pg:l‘(l:ts Irz:?:al
No Data

Goto page 1

n 10/page

@

LsA LsA
Transmission  Retransmissi
Delay on Interval

®

Configure the instance.  Configure the interface. Operation succeeded.

LSA Transmission

Delay

LSA Retransmission

Interval

Ignore MTU Check ()

Port List

Upto 16 entries can be added.

L Network Hello Dead
Interface Area Priority
Type Packets Interval
No Data
- 10/page Gotopage 1
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Action

Action

Total 0

Total 0
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Configure the instance.

LSA Transmission

Delay

LSA Retransmission

Interval

Ignore MTU Check ()

Port List

Upto 16 entries can be added.

Network
Type

Interface Area Priority

Gi2/14 12

B o

Broadcast

Go to page 1

Configure the interface.  Operation succeeded.

LsA LsA
Transmission
Delay

Hello Dead
Packets

Retransmissi
Interval
on Interval

Table 8-17 Parameters in the Interface Detailed Configuration

Configuring Route

Action

Delete

Total 1

Parameter Description
Priority Itis 1 by default.
Broadcast
Unicast
Network Type
Multicast

Non-Broadcast Multiple Access

Hello Packets

Interval for periodic transmission, which is used to discover and maintain

OSPF neighbor relationship. The default value is 10 seconds.

Dead Interval

Time after which the neighbor becomes invalid. The default value is 40

seconds.

LSA Transmission Delay

LSA transmission delay of the interface. The default value is 1 second.

LSA Retransmission Interval

Time after which LSA is retransmitted after LSA is lost. The default value is

5 seconds.

Interface Auth

No Auth : The protocol packets are not authenticated. It is the default

value.

Plain Text : The protocol packets are authenticated, and the authentication
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Parameter Description
key is transmitted with the protocol packets in the form of plain text.
MD?5 : The prot ocol packets are authenticated, and the authentication key
is MD5 encrypted and then transmitted with the protocol packets.

Ignore MTU Check Enabled by default.

3. Complete the configuration.

@ Operation succeeded.
~ P P
), 2) 3)

Configure the instance. Configure the interface.  Operation succeeded.

Operation succeeded.

After completing the configuration, you can choose Local Device > Routing > OSPFv 3 and view the instance

list.

8.6.2 Adding an OSPFv3 Interface

Choose Local Device > Routing > OSPFv3, click More in the Action column, and select V3 Interface .
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£ Home
OSPFv3
£ VLAN
Upto 1 entries can be added.
&l Monitor
& Ports Advertise X Graceful Restart
Router ID Interface Area Import External Route Distance SPF Calculation Action
Default Route Helper
O L2 Multicast
Static Route Redistribution
More
& L3 Interfaces. Off
2222 Gizz 12({Normal Area) Direct Route Redistribution : Enable Neighbor Info
off I
RIP Redistribution : Off o
Static Routing
n 10/page Gotopage 1 Total 1

Static Routing_v6

RIP Settings

RIPng Settings

QSPFuZ

£ Home
OSPFv3
7 vLaN
Upto 1 entries can be added.
E Monitor
& Ports Advartise . . Graceful Restart
Router ID Interface Area Import External Route Distance SPF Calculation Action
Default Route Helper

& L2 Multicast
Static Route Redistribution :

& L3 nerfaces. off
2222 Giz3 12(Normal Area) Disable Direct Route Redistribution Enable Neighbor Info
off
& Routin it
’ RIP Redistribution ; OFf Edit Delete

Static Routing
[ ] - Gotopsge| 1 Toal

Static Routing_v6

RIP Settings

RiPng Settings

OsPFv2

OSPFY3

V3 Interface x
Interface
* Area
Stub Area
Detsic
Port List Reset
Upto 64 entries can be added,
Lsa Lsa
Interfac _ Metwor Hello  Desd  Transmi  Retrans §
Area  Priority Action
. kType Packsts Interval  ssion  mission
Delay  Interval
Broad
Gi23 12 "“‘ o Edit Delete
s
B (e cowrm] s

8.6.3 Viewing OSPFv3 Neighbor Information

Choose Local Device > Routing > OSPFv3, and click Neighbor Info in the Action column.
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Neighbor Info
Router ID Status Interface

Mo Data

10/page Gotopage 1 Total 0

8.7 Routing Table Info

Choose Local Device > Routing > Route Info, you can view Static Route List details.

nfiguration

&% Home

Static Routing ®
v When a packet arrives, the device checks the destination field and compares it with routing table. If it finds a match for destination network then it will forward that packet from the specified interface.
B Monitor | Static Route List + Add @ Delete Selected
& Ports Upto 500 static routes can be added.
& 12 Multicast Dest IP Address Subnet Mask Outbound Interface Next Hop Reachable Action
@ L3 Interfaces R

B 10/page Gotopage 1 Total 0

Static Routing

Static Routing_v6
RIP Settings
RIPng Settings
OSPRu2

OSPFv3

Route Info F ]
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9 Security

9.1 DHCP Snooping

9.1.1 Overview

The Dynamic Host Configuration Protocol (DHCP) snooping function allows a device to snoop DHCP packets
exchanged between clients and a server to record and monitor the IP address usage and filter out invalid DHCP
packets, including request packets from the clients and response packets from the server . DHCP snooping
records generated user data entries to serve security applications such as IP Source Guard.

9.1.2 Standalone Device Configuration

Choose Local Device > Security > DHCP Snooping .

Turn on the DHCP snooping function, select the port to be set as trusted ports on the port panel and click Save .
After DHCP Snooping is enabled, request packets from DHCP clients are forwarded only to trusted ports; for
response packets from DHCP servers, only those from trusted ports are forwarded.

O Note

Generally, the uplink port connected to the DHCP server is configured as a trusted port.

Option 82 is used to enhance the DHCP server security and optimize the IP address assignment policy. Option
82 information will be carried in the DHCP request packet when Option 82 is turned on.

DHCP Snooping

o Description: Enabling DHCP Snooping helps filter DHCP packets. The device only forwards DHCP request packets to the trusted port and DHCP response
packets from the trusted port.
Note: The port connected to the DHCP server is configured as the trusted port generally.

DHCP Snooping: @D
QOption 82:

Select Trusted Port:

. Available Unavailable f Aggregate [F#J Uplink Copper Fiber

1 35 7 9 1N 13 15 17 19 21 23 25 27 289 31 33 35 37 39 41 43 45 4 48 51
ol ol ol ol ol ol e ol ol o o o R N
PYVYYY Y YVYEYD FJYFYSY P YYSYY BN

2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46 48 50 52

Note: You can click and drag to select one or more ports. Select Al Inverse Deselect

Save

9.1.3 Batch Configuring Network Switches

Choose Network > DHCP Snooping .
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Enabling DHCP Snooping on network switches can ensure that users can only obtain network configuration
parameters from the DHCP server within the control range, and avoid the occurrence of “the Internet terminal in
the original network obtains the IP address assigned by the privately accessed router”, to guarantee the stability
of the network.

(1) Click Enable to access the DHCP Snooping Config page.

Network / Navigation Q | English~ 3 3 & @ @[ 3
Q
10
DHCP Snooping
DHCP snooping will prevent rogue
® DHCP servers offering IP addresses
i to DHCP clients to ensure the

stability of the network.

>

(2) Inthe networking topology, you can select the access switches on which you want to enable DHCP Snooping
in either recommended or custom mode. If you select the recommended mode, all switches in the network
are selected automatically. If you select the custom mode, you can manually select the desired switches.
Click Deliver Config . DHCP Snooping is enabled on the selected switches.
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< DHCP Snooping Config

Please select the target switch:

Recommended Custom
All Switches Specified Switches

W

A
Gatewsy
b

Ovwerturn

Restore

LaND LANT/WNI
Gile

Unknown Switch
UNKNOWN NBS5200-245FP/8_..
SNAINKNOWN SNGINW3I1NGID172
unsrawn UNKNENWN LMK unsrEwN
wan part & wan WaN
A | ———
» »

- Switch _ MNotinSON
P; ES205C-P
WLDT89205GC

1 switches are selected. Deliver Config Cancel Config

(3) After the configuration is delivered, if you need to modify the effective range of the anti-private connection
function, click Configure to reselect the switch that enables the anti-private connection in the topology. the
effective range of the DHCP Snooping function, click Configure to select desired switches in the topology
again. Turn off DHCP Snooping to disable DHCP Snoo ping on all switches with one click.
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0 DHCP snooping will prevent rogue DHCP servers offering IP addresses to DHCP clients to ensure the stability of the network.

DHCP Snooping: (:)

WAN

A
Gateway
Ruijie.abc
SN:H1LAOU1003624 Qwverturn

LANG LAN1AWANS Restore

Gil7

Unknown Switch

UNKNOWM MNES5200-245FPS8...
SM:UNKNOWN SN:GTNW3ITNODOM 72

UNKNOWN UNKNOWN UNKMOWN UNKNOWH

WAN port 5 WAN WAN

Switch

RG-ES205C-P

SN-MACCWILD789205GC

9.2 Storm Control

9.2.1 Overview

When a local area network (LAN) has excess broadcast, multicast, or unknown unicast data flows, the network
speed will slow down and packet transmission will have an increased timeout probability. This is called LAN
storm, which may be caused by topology protocol execution errors or incorrect network configuration.

Users can perform storm control separately for the broadcast, multicast, and unknown unicast data flows. When
the rate of broadcast, multicast, or unknown unicast data flows received over a device port exceeds the specified
range, the device transmits only packets in the specified range and discards packets beyond the range until the

packet rate falls within the range. This prevents flooded data from entering the LAN and causing a storm.
9.2.2 Procedure

Choose Local Device > Security > Storm Control .

Click Batch Edit . In the displayed dialog box, select configuration types and ports, enter the rate limits of
broadcast, unknown multicast, and unknown unicast, and click OK . To modify or delete the rate limit rules after
completing the configuration, you can click Edit or Delete in the Action column.

There are two configuration types:

® Storm control based on packets per second: If the rate of data flows received over a device port exceeds the
configured packets-per-second threshold, excess data flows are discarded until the rate falls within the
threshold.

126



Web-based Configuration Guide Security

® Storm control based on kilobytes per second: If the rate of data flows received over a device port exceeds
the configured kilobytes-per-second threshold, excess data flows are discarded until the rate falls within the

threshold.
Port List & Batch Edit [il Delete Selected
Port Broadcast Unknown Multicast Unknown Unicast Action
Gi35 1000pps 1000pps 1000pps Edit Delete
Batch Edit .
Broadcast: kbps Range: 16-1000000 (1000M)
Unknown Multicast: kbps Range: 16-1000000 (1000M)
Unknown Unicast: kbps Range: 16-1000000 (1000M)

* Select Port:

. Available Unavailable 1 Aggregate [ Uplink Copper Fiber

13 5 7 9 11
kOl bl
Yy AN

2 4 6 8 10 12

Note: You can click and drag to select one or more ports. Select Al Inverse Deselect

9.3 ACL

9.3.1 Overview

An access control list (ACL) is commonly referred to as packet filter in some documents. An ACL defines a series
of permit or deny rules and applies these rules to device interfaces to control packets sent to and from the

interfaces, so as to enhance security of the network device.

You can add ACLs based on MAC addresses or IP addresses and bind ACLs to ports.
9.3.2 Creating ACL Rules
Choose Local Device > Security > ACL > ACL List.

(1) Click Add to set the ACL control type, enter an ACL name, and click OK .

Based on MAC address: To control the L2 packets entering/leaving the port, and deny or permit specific L2

packets destined to a network.
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Based on IP address: To control the Ipv4 packets entering/leaving a port, and deny or permit specific Ipv4
packets destined to a network.

® MAC address- based control : Control the incoming and outgoing Layer 2 packets on the port, prohibiting or
allowing specific Layer 2 packets to enter the network

® Based on IPv4 address control : Control the incoming and outgoing IPv4 packets on the port, prohibit or allow
specific IPv4 packets to enter the network

® Based on IPv6 address control : Control the incoming and outgoing IPv6 packets on the port , prohibit or
allow specific IPv6 packets to enter the network

ACL List ACL Binding

ACL + Add [ Delete Selected

Upto 512 entries can be added.

ACL Name ACL Type Status Action
No Data
Add
* ACL Name:
ACL Type: @ Based on MAC Based on IPv4 Address Based on IPv6 Address

Cance' “

(2) Click Details in the Action column of the ACL entry, set the filtering rules in the pop-up sidebar, and click
Save to add rules for the ACL. Multiple rules can be added.

The rules include two actions of Allow or Block , and the matching rules of packets. The sequence of a
Rule in an ACL determines the matching priority of the Rule in the ACL. When processing packets, the
network device matches packets with ACEs based on the Rule sequence numbers. Click Move in the rule

list to adjust the matching order.

ACL List ACL Binding

ACL + Add [ Delete Selected

Upto 512 entries can be added.

ACL Name ACL Type Status Action

test Based on MAC Inactive Details |Edit Delete
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Table 9-1 Description of ACL Rule Configuration Parameters

Parameter Description

Configuring ACL Rules Action
ACL Block: If packets match this rule, the packets are denied.

Allow: If packets match this rule, the packets are permitted.

Match IP protocol number The value ranges from 0 to 255. Check All to
IP Protocol Number match all IP protocols. Applicable to A CL based on "IPv4 address control"

and "IPv6 address control" .

Match the source IP address of the packet. Check All to match all source IP
Src IP Address addresses. Applicable to "IPv4 address-based control" and "IPv6 address-
based control" A CL.

Match the destination IP address of the packet. Check All to match all
Dest IP Address destination IP addresses applies to ACLs based on "IPv4 address control" and

"IPv6 address control " .

Match Ethernet protocol type. The value range is 0x600~0xFFFF. Check All to
EtherType Value match all protocol type numbers. Applicable to A CL based on " MAC address
control" .

SreM Match the MAC address of the source host. Check All to match all source
rcMac
MAC addresses applies to A CL based on " MAC address control" .

DEST MAC Match the MAC address of the destination host. Check All to match all
destination MAC addresses applies to A CL based on " MAC address control” .

Note

ACLs cannot have the same name. Only the name of a created ACL can be edited.

An ACL applied by a port cannot be edited or deleted. To edit, unbind the ACL from the port first.
There is one default ACL rule that denies all packets hidden at the end of an ACL.
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9.3.3 Applying ACL Rules

Choose Local Device > Security > ACL > ACL List .

Click Batch Add or Edit in the Action column, select the desired ACL rule for ports, and click OK .

O Note

Currently, ACLs can be applied only in the inbound direction of ports, that is, to filter incoming packets.

ACL List ACL Binding

ACL Binding
The device only filters incoming packets.

| ACL Binding + Batch Add T Unbind Selected

Port MAC-based ACL IP-based ACL Action
Gil - -
Gi2 = = Edit
Gi3 - - Edit
Gid = = Edit
Add “

MAC-based ACL: | No Data

IPV4-based ACL: | No Data

IPV6-based ACL No Data

* Select Port:

il Available Unavailable [if§ Aggregate [l Uplink Copper Fiber

Note: You can click and drag to select one or more ports. Select All Inverse Deselect

Cancel “

After an ACL is applied to a port, you can click Unbind in the Action column, or check the port entry and click
Delete Selected to unbind the ACL from the port.
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ACL List ACL Binding

ACL Binding
The device only filters incoming packets.
| ACL Binding + Batch Add
Port MAC-based ACL IP-based ACL
Gi1 test
Gi2

9.4 Port Protection

Choose Local Device > Security > Port Protection .

lil Unbind Selected

Action

Edit

Security

In some scenarios, it is required that communication be disabled between some ports on the device. For this

purpose, you can configure some ports as protected ports. Ports that enable port protection (protected ports)

cannot communicate with each other, users on different ports are L2-isolated. The protected ports can

communicate with non-protected ports.

Port protection is disabled by default, which can be enabled by clicking to batch enable port protection for

multiple ports, you can click Batch Edit to enable port protection , select desired port and click OK.

o Port Protection
The protected ports are isolated from each other.

| Port List

Port Action

Gil D

Gi2
Gi3
Gi4

Gi5

9.5 IP-MAC Binding

9.5.1 Overview

& Batch Edit

After IP-MAC binding is configured on a port, to improve security, the device checks whether the source IP

addresses and source MAC addresses of IP packets are those configured for the device, filters out IP packets

not matching the binding, and strictly control the validity of input sources.

9.5.2 Procedure

Choose Local Device > Security > IP-MAC Binding .
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1. Adding an IP-MAC Binding Entry

Click Add , select the desired port, enter the IP address and MAC address to be bound, and click OK . At least
one of the IP address and MAC address needs to be entered. To modify the binding, you can click Edit in the

Action column.

A Caution

IP-MAC Binding take effects prior to ACL, but it has the same privilege with IP Source Guard. The packet
matching either configuration will be allowed to pass through.

IP-MAC Binding

Description: IP-MAC Binding checks both the source IP addresses and MAC addresses of IP packets, and packets not matching any entry in the address binding
list will be filtered.

Note: IP-MAC Binding takes effect prior to ACL, but it has the same privilege with IP Source Guard. The packet matching either configuration will be allowed to
pass through.

| IP-MAC Binding Search by IP Address Q Search ¢ Add il Delete Selected

Up to 500 entries can be added.

1P MAC Port Action
192.168.1.1 00:11:22:33:44:55 Gi29 Edit Delete
Add “
1Pv4 Add @

MAC Address

* Select Port:

. Available Unavailable 1 Aggregate [l Uplink Copper Fiber

13 5 7 9 1
[ F 107 W | |
FYYyY AN

2 4 6 8 10 12

Note: You can click and drag to select one or more ports. Select All Inverse Deselect

2. Searching Binding Entries

The search box in the upper-right corner supports finding binding entries based on IP addresses, MAC
addresses or ports. Select the search type, enter the search string, and click Search . Entries that meet the
search criteria are displayed in the list.
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Search by IPv4 Ad|d|'ess Q Search & Add il Delete Selected

Search by IPv6 Address
Search by IPv4 Address
Search by MAC yort Action

Search by Port

3. Deleting an IP-MAC Binding Entry

Batch Configure: In IP-MAC Binding List , select an entry to be deleted and click Delete Selected . In the
displayed dialog box, click OK .

Delete one binding entry: click Delete in the last Action column of the entry in the list. In the displayed dialog
box, click OK .

IP-MAC Binding Search by IP Address Q Search & Add [i] Delete Selected

Up to 500 entries can be added.

IP MAC Port Action
192.168.1.1 00:11:22:33:44:55 Gi29 Edit

9.6 IP Source Guard

9.6.1 Overview

After the IP Source Guard function is enabled, the device checks IP packets from DHCP non-trusted ports. You
can configure the device to check only the IP field or IP+MAC field to filter out IP packets not matching the

binding list. It can prevent users from setting private IP addresses and forging IP packets.

A\ caution

IP Source Guard should be enabled together with DHCP snooping. Otherwise, IP packet forwarding may be
affected. To configure DHCP Snooping function, see 7.1 for details.

9.6.2 Viewing Binding List

Choose Local Device > Security > IP Source Guard > Binding List .

The binding list is the basis for IP Source Guard. Currently, data in Binding List is sourced from dynamic
learning results of DHCP snooping binding database. When IP Source Guard is enabled, data of the DHCP
Snooping binding database is synchronized to the binding list of IP Source Guard. In this case, IP packets are

filtered strictly through IP Source Guard on devices with DHCP Snooping enabled.

Click Refresh to obtain the latest data in Binding List .
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Basic Settings Excluded VLAN Binding List

o Binding List

Description: The entries come from dynamic learning of DHCP Sncoping.
| Binding List Search by IP Address Q Search 2 Refresh
Upto 1900 entries can be added.

IP MAC Port VLAN ID Status Rule

No Data

The search box in the upper-right corner supports finding the specified entry in Binding List based on IP
addresses, MAC addresses, VLANSs or ports. Click the drop-down list box to select the search type, enter the
search string, and click Search .

Search by IP Address 1 Search

Search by IP Address

Search by MAC

VLAN ID Stat
Search by VLAN s

Search by Port Dat

9.6.3 Enabling Port IP Source Guard

Choose Local Device > Security > IP Source Guard > Basic Settings .
In Port List, click Edit in the Action column. Select Enabled and select the match rule, and click OK .
There are two match rules:

® [P address: The source IP addresses of all IP packets passing through the port are checked. Packets are
allowed to pass through the port only when the source IP addresses of these packets match those in the
binding list.

® |P address+ MAC address: The source IP addresses and MAC addresses of IP packets passing through the
port are checked. Packets are allowed to pass through the port only when both the L2 source MAC addresses
and L3 source IP addresses of these packets match an entry in the binding list.

A Caution

® |P Source Guard is not supported to be enabled on a DHCP Snooping trusted port.
® Onlyonan L2 interface is IP Source Guard supported to be enabled.
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Basic Settings Excluded VLAN Binding List

Basic Settings

Description: Enable IP Source Guard to check the IP fields or both IP and MAC fields of packets from untrusted ports. Packets not matching any entry in the
address binding list will be filtered. It can prevent IP spoofing attacks when a host tries to spoof and use the IP address of another host.
Note: IP Source Guard should be enabled together with DHCP Snooping. Otherwise, IP packet forwarding may be affected.

| Port List ¢ Batch Edit
Port Enable Rule Action
Gi1 Disabled P
Gi2 Disabled P Edit
Gi3 Disabled P Edit
Edit

Enable Enabled

Rule IP l

IP

ncel

9.6.4 Configuring Exceptional VLAN Addresses

Choose Local Device > Security > IP Source Guard > Excluded VLAN .

When IP Source Guard is enabled on an interface, it is effective to all the virtual local area networks (VLANS)
under the interface by default. Users can specify excluded VLANSs, within which IP packets are not checked or
filtered, that is, such IP packets are not controlled by IP Source Guard.

Click Edit , enter the Excluded VLAN ID and the desired port, and click OK .

A\ caution

Excluded VLANSs can be specified on a port only after IP Source Guard is enabled on the port. Specified

excluded VLANs will be deleted automatically when IP Source Guard is disabled on the port.

Basic Settings Excluded VLAN Binding List

Excluded VLAN

Description: Packets within this VLAN are allowed to pass the port without checking or filtering.
Note: Excluded VLAN can be specified only after IP Source Guard is enabled on a port.

| VLAN List + Add [l Delete Selected

Upto 64 entries can be added.

VLAN ID Port Action

No Data
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Add

*VLAN ID

* Select Port:

. Available Unavailable 3 Aggregate |Jj] Uplink Copper Fiber

2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 39

Note: You can click and drag to select one or more ports. Select All Inverse Deselect

Can[e‘ “

9.7 Configure 802.1x authentication

9.7.1 Function introduction

IEEE802.1x ( Port -Based Network Access Control ) is a port-based network access control standard that

provides secure access services for LANs.

IEEE 802 LAN , as long as users can connect to network devices, they can directly access network resources
without authentication and authorization. This uncontrolled behavior will bring security risks to the network. The
IEEE 802.1x protocol was proposed to solve the security problem of 802 LAN.

802.1x supports Authentication , Authorization , and Accounting three security applications, referred to as AAA.

® Authentication : Authentication, used to determine whether users can obtain access rights and restrict
illegal users;

® Authorization : Authorization, which services authorized users can use, and control the rights of legitimate
users;

® Accounting : Accounting, recording the use of network resources by users, and providing a basis for
charging.

802.1x can be deployed in a network that controls access users to implement authentication and authorization

services for access users.

802.1x system is a typical Client/Server structure, including three entities: client, access device and

authentication server. A typical architecture diagram is shown in the figure.

A—H—8

Client Switch Server

® The client is generally a user terminal device, and the user can initiate 802.1X authentication by starting the
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client software. The client must support the Extensible Authentication Protocol over LANs ( EAPoL ).

® AP or switching device ) that supports the 802.1x protocol . It provides a port for the client to access the LAN.

The port can be a physical port or a logical port.

® The authentication server is used to implement user authentication, authorization, and accounting, and it is

usually a RADIUS server.

W Note

RG- NBF switching devices only support the authentication function.

9.7.2 Configuration 802.1x

1. Configure Radius server
[Local Management - Page Wizard] Security Management >> 802.1x Certification >> Radius server

management

Before configuration, please confirm :

® The Radius server is fully built and configured as follows.
o Add username and password for client login.

o Close the firewall, otherwise the authentication message may be intercepted, resulting in authentication

failure.
o atrusted IP on the Radius server.
® The network connection between the authentication device and the Radius server.
® |P addresses of the Radius server and the authentication device have been obtained.

(1) Click <Add New Server Group> to add a server group.

Auth Config Port RADIUY Server Management Wired User List

| RADIUS Server Management

Upto 20 entries can be added,

Server Group Name Server IP Auth Port Accounting Port Shared Password Action
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Add

* Server Group Name

* Server IP
* Server Name
* Auth Port 1812
* Accounting Port 1813

*Shared Password

* Match Order

& Server 1

@ Add Server

Cancel

Security

parameter

Reference without
translation

illustrate

Server group name

The name of the server group. Multiple servers can be
added to each group. If the server with high priority
does not respond, it will switch to other servers in

matching order.

O Note

This function requires the server detection

function to be turned on . See (2) .

Server IP

server address

Radius server address.

Auth Port

authentication port

The port number used for accessing user

authentication on the Radius server.

Accounting Port

billing port

The port number used to access the accounting

process on the Radius server.

Shared Password

shared password

Radius server shared key.

Match Order

matching order

The system supports adding up to 5 Radius servers.
The higher the matching order value is, the higher the

priority is.

(2) Set server global configuration and click <Save> .
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| Server global configuration

* Packet Retransmission Interval 3
* Packet Retransmission Count 3
Server Detection

MAC Address Format | XXXXXXXXXXXX @

Save

reference - do not

parameter illustrate
translate
packet Configure the interval for the device to send
Packet Retransmission Interval retransmission request packets before confirming that there is
interval no response from RADIUS

Packet Configure the number of times the device
acke
Packet Retransmission Count o sends request packets before confirming that
retransmission times .
there is no response from RADIUS

If this function is enabled, you need to set
"Server Detection Period", "Server Detection

) ] Times" and "Server Detection Username". It is
Server Detection server detection .
used to determine the status of the server, so
as to decide whether to enable functions such

as escape .

Configure the MAC address format of RADIUS
attribute No. 31 (Calling- Stationg -ID).

The following formats are supported:

MAC Address Format M AC address format e Dotted hexadecimal format, such as

00d0.f8aa.bbcc

® IETF format, such as 00-D0O-F8-AA-BB-
CcC

® No format (default) , eg 00d0f8aabbcc

2. Configuration 8 02. 1x Global Configuration
[Local Management - Page Wizard] Security > 8 02.1x Authentication > Auth Config

(1) Click the " Global 802.1x " switch, the system prompts to confirm whether to enable it, click <Configure>.
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Auth Config Port RADIUS Server Management Wired User List
Global Config

Global 802.1x @D

Authentication
Auth Server & Edit

Advanced Settings

(2) Select a server group.

Global Config

Global 802.1x (@D

Authentication

Server Group & Ediﬂ

(3) Click Advanced Settings to configure parameters such as Guest VLAN .
Auth Config Port RADIUS Server Management Wired User List

Guest Vlan

* EAP-Request Packet 2

Retransmission Count

* Quiet Period 60

Client Packet

30
* Timeout Duration

Client Packet

30
* Timeout Duration

* EAP-Request Packet 30

Interval
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Security

parameter

illustrate

Server Escape

If the server disconnection is detected, all users will be allowed to access
the Internet

Re-authentication

Require clients to re-authenticate at certain intervals to ensure network
security

Guest VLAN

Provide a VLAN for unauthenticated clients to restrict their access

EAP-Request Packet

Retransmission Count

Define the number of times the EAP request message will be

retransmitted when no response is received, value range: 1- 10 times

Quiet Period

During the authentication process, the idle time between the client and
the server does not exchange authentication messages, value range: 0-

65535 seconds

Client Packet The time limit for the server to wait for the response from the client.

Exceeding this time will be regarded as an authentication failure. Value

Timeout Duration range: 1-65535 seconds

Client Packet The time limit for the client to wait for the server to respond, exceeding

this time will be considered as an authentication failure, value range: 1-

Timeout Duration 65535 seconds

Define the time interval between sending EAP request messages to
EAP-Request Packet Interval control the rate of the authentication process, value range: 1-65535

seconds

3. Configure the effective interface

[Local Management - Page Wizard] Security Management >> 8 02.1x Certification >> Interface configuration
click interface configuration , click modify or batch configuration after a single interface , and edit the

authentication parameters of the interface .

Auth Config Port RADIUS Server Management Wired User List

Interfaca Port Authentication Auth Method Auth Mode Action

Gi1 Off disable multi-auth Edit

Gi2 Off disable multi-auth Edit
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Edit X
802.1x Authentication ()
Auth Method disable
Auth Mode multi-auth

Guest Vian

* User Count Limit per 1000

Port

Cancel n

reference - do not )
parameter illustrate
translate

o o When enabled, the selected interface will enable
802.1x Authentication | 802.1x certification o
8.02.1x authentication .

disable : Turn off the authentication method , which has
the same effect as turning off the 802.1x authentication

switch

force- auth : Mandatory authentication , the client can
directly access the Internet without a password

o force- unauth : force no authentication, the client cannot
Auth Method authentication method )
authenticate and cannot access the Internet

auto : automatic authentication, the device needs to be
authenticated, and can access the Internet after passing

the authentication

It is recommended to select the auto authentication
method .

multi- auth : Supports multiple devices using the same
port for authentication, but each device needs to be

authenticated independently

multi- host : Multiple devices are allowed to share the
o same port. As long as one user passes the

Auth Mode authentication mode o
authentication, subsequent users can access the

Internet

single-host : Each port only allows one device to be
authenticated, and can access the Internet after

successful authentication
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reference - do not
translate

parameter illustrate

Guest Vlan Guest VLAN

When enabled, devices that fail authentication will be
dynamically assigned to the specified Guest VLAN

A\ Notice

You need to create a VLAN ID first and apply it
to the interface , then in Security
Management >> 802.1x Authentication >>

Advanced settings in the authentication

configuration enable Guest VLAN and enter the

ID

User Count Limit per Maximum number of
Port users per port

Limit the number of users under the interface

9.7.3 View the list of wired authentication users

8.02.1x function is configured on the entire network and a terminal is authenticated and connected to the network,

you can view the list of authenticated users.

[Local Management - Page Wizard] Security Management >> 802.1x Authentication to obtain specific user

information.

Auth Config Port RADIUS Server Management Wired User List

| Wired User List

Username Status Interface MAC Address

No Data

Click <Refresh> to get the latest user list information.

Online Time Online Duration

+ Batch Logout

Access Name

Action

Total 0

If you want to disconnect a certain user from the network, you can select the user and click <Offline> in the

"Operation" column; you can also select multiple users and click <Batch Offline>.

9.8 Anti-ARP Spoofing

9.8.1 Overview

Gateway-targeted ARP spoofing prevention is used to check whether the source IP address of an ARP packet

through an access port is set to the gateway IP address. If yes, the packet will be discarded to prevent hosts

from receiving wrong ARP response packets. If yes not, the packet will not be handled. In this way, only the

uplink devices can send ARP packets, and the ARP response packets sent from other clients which pass for the

gateway are filtered out.
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9.8.2 Procedure
Choose Local Device > Security > IP Source Guard > Excluded VLAN .
1. Enabling Anti-ARP Spoofing

Click Add , select the desired port and enter the gateway IP, click OK .

O Note

Generally, the anti-ARP spoofing function is enabled on the downlink ports of the device.

Anti-ARP Spoofing

Description: Anti-ARP Spoofing prevents hosts from spoofing the source IP address of the ARP packets to be the IP address of the gateway.
Note: Anti-ARP Spoofing is generally configured on a downlink port.

| Anti-ARP Spoofing & Add il Delete Selected

Up to 256 entries can be added.

IP Port Action
No Data
Add .
*1p
*Select Port:
. Available Unavailable = Aggregate Y Uplink Copper Fiber

T 3 5 7 9 1 13 15 17 19 21 23 25 27 29 31 33 35
ol ol ol ol ol ol ol ol ol ol o ol o o o
TV EY P YPEYYD Yy E Yy
36

2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34

Note: You can click and drag to select one or more ports. Select All Inverse Deselect

2. Disabling Anti-ARP Spoofing

Batch disable: Select an entry to be deleted in the list and click Delete Selected .

Disable one port: click Delete in the last Action column of the corresponding entry.
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Anti-ARP Spoofing

Description: Anti-ARP Spoofing prevents hosts from spoofing the source IP address of the ARP packets to be the IP address of the gateway.
Note: Anti-ARP Spoofing is generally configured on a downlink port.

| Anti-ARP Spoofing & Add [l Delete Selected

Upto 256 entries can be added.

] IP Port Action

= 172.30.102.1 Gi15 Edit
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10 Advanced Configuration

10.1 STP

STP (Spanning Tree Protocol) is an L2 management protocol that eliminates L2 loops by selectively blocking
redundant links in the network. It also provides the link backup function.

STP Settings STP Management

o Note: Enabling STP or changing the STP mode will initiate a new session. Please do not refresh the page.

s @D
* Priority: 32768 *Hello Time: 2 seconds
* Max Age: 20 seconds * Forward Delay: 15 seconds
* Recovery Time: 30 seconds STP Mode: RSTP
L]

Save

10.1.1 STP Global Settings

Choose Local Device > Advanced > STP > STP .

(1) Click to enable the STP function, and click OK in the displayed box. The STP function is disabled by default.

A\ caution

Enabling the STP or changing the STP mode will initiate a new session. Do not refresh the page during

the configuration.

STP Settings STP Management

o Mote: Enabling STP or changing the STP mode will initiate a new session. Please do not refresh the page.

s+ [@0)

(2) Configure the STP global parameters, and click Save .
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STP Settings STP Management

o Note: Enabling STP or changing the STP mode will initiate a new session. Please do not refresh the page.

sie: @D
* Priority: 32768 * Hello Time: 2 seconds
* Max Age: 20 seconds * Forward Delay: 15 seconds
* Recovery Time: 30 seconds STP Mode: RSTP
9

Save

Table 10-1 Description of STP Global Configuration Parameters

L Default
Parameter Description
Value

Whether to enable the STP function. It takes effect globally. STP attributes )
STP ] ) Disable
can be configured only after STP is enabled.

o Bridge priority. The device compares the bridge priority first during root
Priority ) i o ] o 32768
bridge selection. A smaller value indicates a higher priority.

The maximum expiration time of BPDUs The packets expiring will be

discarded. If a non-root bridge fails to receive a BPDU from the root bridge
Max Age o ) ) ) ) ~ | 20 seconds
before the aging time expires, the root bridge or the link to the root bridge is

deemed as faulty

Recovery Time | Network recovery time when redundant links occur on the network. 30 seconds

Hello Time Interval for sending two adjacent BPDUs 2 seconds

The interval at which the port status changes, that is, the interval for the
Forward Delay ] ) ) ] ) 15 seconds
port to change from Listening to Learning, or from Learning to Forwarding.

The versions of Spanning Tree Protocol. Currently the device supports STP
STP Mode ) ) ) RSTP
(Spanning Tree Protocol) and RSTP (Rapid Spanning Tree Protocol).

10.1.2 Applying STP to a Port

Choose Local Device > Advanced > STP > STP .

Configure the STP properties for a port Click Batch Edit to select ports and configure STP parameters, or click
Edit in the Action column in Port List to configure designated ports.
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STP Settings STP Management

o STP Port Settings
Tip: It is recommended to enable the port connected to a PC with Port Fast.

| Port List 2 Refresh ¢ Batch Edit
Link Status
Port Rol Stat Priorit arpy Port Fast Acti
or ole atus riority Config Actual Guard ort Fas ction
Status Status
Gi1 disable disable 128 Auto Shared Disable Disable Edit
Gi2 disable disable 128 Auto Shared Disable Disable Edit
Gi3 disable disable 128 Auto Shared Disable Disable Edit
Port:GiT “
Port Fast:
BPDU Guard:

Link Status: Auto

* Priority: 128

Table 10-2 Description of STP Configuration Parameters of Ports

o Default
Parameter Description

Value

®  Root: A port with the shortest path to the root

® Alternate: A backup port of a root port. Once the root port fails, the

alternate port becomes the root port immediately.
Role NA
® Designated (designated ports): A port that connects a root bridge or an

upstream bridge to a downstream device.

® Disable (blocked ports): Ports that have no effect in the spanning tree.
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o Default
Parameter Description
Value

® Disable: The port is closed manually or due to a fault, does not
participate in spanning tree and does not forward data, and can be
turned into a blocking state after initialization or opening.

®  Blocking: A port in the blocking state cannot forward data packets or
learn addresses, but can send or receive configuration BPDUs and send
them to the CPU.

® Listening: If a port can become the root port or designated port, the port
Status will enter the listening state. Listening : A port in the listening state does | NA
not forward data or learn addresses, but can receive and send
configuration BPDUs.

® Learning : A port in the learning state cannot forward data, but starts to
learn addresses, and can receive, process, and send configuration
BPDUs.

® Forwarding : Once a port enters the state, it can forward any data, learn
addresses, and receive, process, and send configuration BPDUs.

Priorit The priority of the port is used to elect the port role, and the port with high 128
riori
Y priority is preferentially selected to enter the forwarding state

Configure the link type, the options include: Shared, Point-to-Point and Auto.

Link Status In auto mode, the interface type is determined based on the duplex mode. For Aut
uto
Config Status full-duplex ports, the interface type is point-to-point, and for half-duplex ports,
the interface type is shared.
Link Status
Actual link type: Shared, Point-to-Point NA

Actual Status

Whether to enable the BPDU guard function. After the function is enabled, if
Port Fast is enabled on a port or the port is automatically identified as an
edge port connected to an endpoint, but the port receives BPDUSs, the port will )
BPDU Guard ) ) o Disable
be disabled and enters the Error-disabled state. This indicates that an
unauthorized user may add a network device to the network, resulting in

network topology change.

Whether to enable the Port Fast function. After Port Fast is enabled on a port,
the port will neither receive nor send BPDUS. In this case, the host directly

connected to the port cannot receive BPDU.s. If a port, on which Port Fast is
Port Fast enabled exits the Port Fast state automatically when it receives BPDUSs, the Disable

BPDU filter feature is automatically disabled.

Generally, the port connected to a PC is enabled with Port Fast.
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 Note

® |tis recommended to enable Port Fast on the port connected to a PC.

®  Aport switches to the forwarding state after STP is enabled more than 30 seconds. Therefore transient

disconnection may occur and packets cannot be forwarded.

10.2 LLDP

10.2.1 Overview

LLDP (Link Layer Discovery Protocol) is defined by IEEE 802.1AB. LLDP can discover devices and detect
topology changes. With LLDP, the Eweb management system can learn the topological connection status, for

example, ports of the device that are connected to other devices , port rates at both ends of a link, and duplex

mode matching status. An administrator can locate and troubleshoot faults quickly based on the preceding

information.
10.2.2 LLDP Global Settings

Choose Local Device > Advanced > LLDP > LLDP Settings .

(1) Click to enable the LLDP function, and click OK in the displayed box. The STP function is enabled by default.

When the LLDP is enabled, this step can be skipped.

LLDP Settings LLDP Management LLDP Info

LLoe: | @D

(2) Configure the global LLDP parameters and click Save .

LLDP Settings LLDP Management LLDP Info

Lor: @D
* Hold Multiplier: 4 * Reinitialization Delay:
* Transmit Interval: 30 seconds * Forward Delay:

* Fast Count: 3

Table 10-3 Description of LLDP Global Configuration Parameters

2

2

seconds

seconds

Parameter Description

Default Value

LLDP Indicates whether the LLDP function is enabled.

Enable
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Parameter Description Default Value

TTL multiplier of LLDP

In LLDP packets, TTL TLV indicates the TTL of local information on a
Hold Multiplier neighbor. The value of TTL TLV is calculated using the following

formula: TTL TLV = TTL multiplier x Packet transmission interval + 1.
The TTL TLV value can be modified by configuring the TTL multiplier

and LLDP packet transmission interval.

Transmission interval of LLDP packets, in seconds

The value of TTL TLV is calculated using the following formula: TTL
TLV = TTL multiplier x Packet transmission interval + 1. The TTL TLV | 30 seconds

Transmit

Interval
value can be modified by configuring the TTL multiplier and LLDP

packet transmission interval.

Number of packets that are transmitted rapidly

When a new neighbor is discovered, or the LLDP working mode is
changed, the device will start the fast transmission mechanism in
order to let the neighboring devices learn the information of the
Fast Count device as soon as possible. The fast transmission mechanism 3
shortens the LLDP packet transmission interval to 1s, sends a certain
number of LLDP packets continuously, and then restores the normal
transmission interval. You can configure the number of LLDP packets
that can be transmitted rapidly for the fast transmission mechanism.

o Port initialization delay, in seconds You can configure an initialization
Reinitialization o .
Del delay to prevent frequent initialization of the state machine caused by | 2 seconds

elay
frequent changes of the port work mode.

Delay for sending LLDP packets, in seconds.

When local information of a device changes, the device immediately
transmits LLDP packets to its neighbors. You can configure a
transmission delay to prevent frequent transmission of LLDP packets

caused by frequent changes of local information.
Forward Delay 2 seconds

If the delay is set to a very small value, frequent change of the local
information will cause frequent transmission of LLDP packets. If the
delay is set to a very large value, no LLDP packet may be transmitted
even if local information is changed. Set an appropriate delay
according to actual conditions.

10.2.3 Applying LLDP to a Port

Choose Local Device > Advanced > LLDP > LLDP Management .

In Port List , Click Edit in the Action column, or click Batch Edit , select the desired port, configure the LLDP
working mode on the port and whether to enable LLDP-MED, and click OK .
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Send LLDPDU : After Send LLDPDU is enabled on a port, the port can send LLDPDUSs.
Receive LLDPDU : After Receive LLDPDU is enabled on a port, the port can receive LLDPDUSs.

LLDPMED : After LLDPMED is enabled, the device is capable of discovering neighbors when its peer endpoint
supports LLDP-MED (the Link Layer Discovery Protocol-Media Endpoint Discovery).

LLDP Settings LLDP Management LLDP Info

Port List & Batch Edit
Port Send LLDPDU Receive LLDPDU LLDP-MED Action
Gi1 Enable Enable Enable
Gi2 Enable Enable Enable Edit
Gi3 Enable Enable Enable Edit
Batch Edit “

Send LLDPDU:
Receive LLDPDU:
LLDP-MED:

* Select Port:

. Available Unavailable #J Uplink Copper Fiber

5 7 9 1 13 15 17 19 21 23 25 27 29 31 33

1T 3 [
ol ol ol ol ol o o o ol o o o

2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34

Note: You can click and drag to select one or more ports. Select All Inverse Deselect

10.2.4 Displaying LLDP information

Choose Local Device > Advanced > LLDP > LLDP Info .

To display LLDP information, including the LLDP information of the local device and the neighbor devices of

each port. Click the port name to display details about port neighbors.

You can check the topology connection through LLDP information, or use LLDP to detect errors. For example,

if two switch devices are directly connected in the network topology. When an administrator configures the VLAN,
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port rate, duplex mode, an error will be prompted if the configurations do not match those on the connected

neighbor.

Ruijie | Rcycc

Local Device(NBF

Web-based Configuration Guide

English +

Advanced Configuration

[l

& Home
LLDP Settings ~ LLDP Management | LLDP Info
iF VLAN
Device Info
= Monitor
Device ID Type: Mac Address Device ID:
& Ports Hostname: Description: Reyee Switch(RG-NBF5200M-8FS16GT4XS) By Ruijie Networks
Supported Feature: Bridge, Router Repeater Enabled Feature: Bridge RouterRepeater
£ 12 Multicast MGMT IP: 192.168.88.53
@ L3 Interfaces
| Neighbor Info
@ Routing
© Security Port Device 1D Type Device ID Port 1D Type Port ID Neighbor System Time To Live(s)
& Advanced Locally assigned R11309 MAC address BCECABBB:39:27 3594
e Locally assigned DESKTOP-0VIK2CO MAC address TOBSEBT6FE06 3595
Gi MAC address 30:0D:9E:3EB5:D0 MAC address 30:0D:9€:3E:B5:D00 3598
LLDP
MAC address TOBSEBT6FSDF MAC address TOBSEBTEF5DF 3578
RLDP
MAC address 30:0D:9E:3FC2:2D MAC address 30:0D:9E:3F:C22D 3563
Local DNS
[Git]Neighbor Details
Device ID Type: Locally assigned Device ID:
Port ID Type: MAC address Port ID;
Hostname: - PVID: -
VLANID: - Time To Live: 3594
MGMT IP: -
Description:

Supported Feature: --

Device ID Type:

Locally assigned

Enabled Feature: --

Device ID:

DESKTOP-0VIK2CO

Port ID Type: MAC address Port ID:
Hostname: - PVID: -
VLANID: - Time To Live: 3595
MGMT IP:

Description: -

Supported Feature: --

Enabled Feature: --

Device ID Type: MAC address Device ID:
PortID Type: MAC address Port ID:
Hostname: - PVID: -
VLAN ID: Time To Live: 3598
MGMT IP: -
Description: -

Supported Feature: --

Enabled Feature: --

10.3 RLDP

10.3.1 Overview

The Rapid Link Detection Protocol ( RLDP) is an Ethernet link failure detection protocol, which is used to rapidly
detect unidirectional link failures, bidirectional link failures, and downlink loop failures. When a failure is found,
RLDP automatically shuts down relevant ports or asks users to manually shut down the ports according to the
configured failure handling methods, to avoid wrong forwarding of traffic or Ethernet L2 loops.

Supports enabling the RLDP function of the access switches in the network in a batch. By default, the switch
ports will be automatically shut down when a loop occurs. You can also set a single switch to configure whether

loop detection is enabled on each port and the handling methods after a link fault is detected
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10.3.2 Standalone Device Configuration

1. RLDP Global Settings

Choose Local Device > Advanced > RLDP > RLDP Settings .

(1) Enable the RLDP function and click OK in the displayed dialog box. The RLDP function is disabled by default.

RLDP Settings RLDP Management RLDP Info

rRLOP: | @D

(2) Configure RLDP global parameters and click Save .

RLDP Settings RLDP Management RLDP Info

rRoP: @D

* Hello Interval: 3 seconds Errdisable Recovery:

Save

Table 10-4 Description of RLDP Global Configuration Parameters

- Default
Parameter Description
Value
RLDP Indicates whether the RLDP function is enabled. Disable
Hello Interval Interval for RLDP to send detection packets, in seconds 3 seconds

] After it is enabled, a port automatically recovers to the initialized state ]
Errdisable Recovery Disable
after a loop occurs.

Errdisable Recovery | The interval at which the failed ports recover to the initialized state 30
Interval regularly and link detection is restarted, in seconds. seconds

2. Applying RLDP to a Port

Choose Local Device > Advanced > RLDP > RLDP Management .

In Port List, click Edit in the Action column or click Batch Edit , select the desired port, configure whether to

enable loop detection on the port and the handling method after a fault is detected, and click OK .
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There are three methods to handle port failures:

Advanced Configuration

® Warning: Only the relevant information is prompted to indicate the failed port and the failure type.

® Block: After alerting the fault, set the faulty port not to forward the received packets

® Shutdown port: After alerting the fault, shutdown the port.

A\ caution

® When RLDP is applied to an aggregate port, the Action can only be set to Warning and Shutdown .

® When performing RLDP detection on an aggregate port, if detection packets are received on the same
device, even if the VLANS of the port sending the packets and the port receiving them are different, it will
not be judged as a loop failure.

RLDP Settings

RLDP Management

RLDP Info

Port List & Batch Edit
Port Loop Detection Action Action
Gi1l Disable Edit
Gi2 Disable Edit
Gi3 Disable Edit
Port:Gi1l ~
Loop Detection: @D
Action: [ Warning l
Warning
Shutdown

3. Displaying RLDP information

Choose Local Device > Advanced > RLDP > RLDP Info .

You can view the detection status, failure handling methods, and ports that connect the neighbor device to the

local device. You can click Reset to restore the faulty RLDP status triggered by a port to the normal state.
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RLDP Settings

Port List

Port

Gil

Gi2

Gi3

Gi4

Gi5

Gié

Gi7

RLDP Management

Advanced Configuration

RLDP Info

Reset

Status Action Neighbor Port

CK -

OK =

OK =

OK =

OK —

CK =

OK -

10.3.3 Batch Configuring Network Switches

Choose Network > RLDP .
(1) Click Enable to access the RLDP Config page.

mgish- O B & @ & B

m g B O

® B

-o-
-

>

RLDP

RLDP will avoid network congestion
and connection interruptions
caused by loops. After a loop
occurs, the port involved in the
loop will be automatically shut

down.

(2) In the networking topology, you can select the access switches on which you want to enable RLDP in either

recommended or custom mode. If you select the recommended mode, all access switches in the network

are selected automatically. If you select the custom mode, you can manually select the desired access

switches. Click Deliver Config . RLDP is enabled on the selected switches.
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< RLDP Config

Please select the target switch:

Recommended Custom
Auto-ldentified Switches Specified Switches

WAN
A
Gateway
Ruijie.abc Owverturn
SN:H1LAOU100362A
Restore
LANO LANT/WAN3
Gil7
| — A
o Unknown Switch

UNKNOWN MNB55200-245FP/8...
SMN-UNKNOWN SN:GINW31N000172

UNKNOWN UMKMOWN UNKNOWN UNKMOWN
WAN WAN WAN
- N | —
v . : N i AP
- Switch ... MNetinSON - -
RAP2200e RG-ES205C-P EAPGD2 RAP2260(G)
SM:1234942570021 SN-MACCWLD729205GC SN:MACC522376524 SM:G1QH2LV00090C

___________ é
2 switches are selected. Deliver Config Cancel Config A

(3) After the configuration is delivered, if you want to modify the effective range of the RLDP function, click
Configure to select desired switches in the topology again. Turn off RLDP to disable RLDP on all the switches

with one click.
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0 RLDP will avoid network congestion and connection interruptions caused by loops. After a loop occurs, the port involved in the
loop will be automatically shut down.

RLDP:
=

WAN
A
Gateway
Ruiiie.abe COwverturn
SN:HILAOUT00362A
Restore
LAND LAN1/MWANS
Gi17
| —— N
. YUnknown Switch
UNKNOWN NBS5200-245FP/8...
SN-UNKNOWN SN-GINW3ITNODOT72
UMNKNOWN UMNKNOWN UNKNOWN UNKNOWN
WAN ports WAN WAN
N |
AR . H . H AP
e Switch i MNotinSON -
RAP2200= RG-ES205C-P EAPBOZ RAP2260(G) 7]

5MN:1234942570021 SN:MACCWLD789205GC SN:MACC522376524 SN:G1QHZLV00090C

10.4 Configuring the Local DNS

The local DNS server is optional. The device obtains the DNS server address from the connected uplink device
by default.

Choose Local Device > Advanced > Local DNS .

Enter the DNS server address used by the local device. If multiple addresses exist, separate them with spaces.
Click Save . After configuring the local DNS, the device first use the DNS of the management IP address for

parsing domain names. If the device fail to parse domain names, then use this DNS address instead.
o The device will get the DINS server address from the uplink device.

Local DNS server

Save
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10.5 Voice VLAN

A\ caution

The support of this function differs among different products, and the NBF2100M series does not support this
function.

10.5.1 Overview

Avoice virtual local area network (VLAN) is a VLAN dedicated to voice traffic of users. By creating a voice VLAN
and adding ports connected to voice devices to the voice VLAN, you can have voice data transmitted in the
voice VLAN and deliver specified policy of the quality of service ( QoS ) for voice streams, to improve the
transmission priority of voice traffic and ensure the call quality.

10.5.2 Voice VLAN Global Configuration

Choose Local Device > Advanced > Voice VLAN > Global Settings .

Turn on the voice VLAN function, configure global parameters, and click Save .

Global Settings oul Port Settings

o Global Settings

Vaice VLAN ()

=WLAN 2 Range: 2-4094
* Max Age 1440 minute Range: 1-43200

CoS Priority 6

Save

Table 10-5 Description of VLAN Global Configuration Parameters

Parameter Description Default Value
Voice VLAN Whether to enable the Voice VLAN function Disable
VLAN VLAN ID as Voice VLAN NA
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Parameter Description Default Value

Aging time of voice VLAN, in minutes. In automatic mode, after the

MAC address in a voice packet ages, if the port does not receive any )
Max Age ) o o ) ) 1440 minutes
more voice packets within the aging time, the device removes this

port from the voice VLAN

The L2 Priority of voice stream packets in a Voice VLAN. The value

range is from 0 to 7. A greater value indicates a higher priority.
CoS Priority 6

You can modify the priority of the voice traffic to improve the call
quality.

10.5.3 Configuring a Voice VLAN OUI

Choose Local Device > Advanced > Voice VLAN > OUI .

The source MAC address of a voice packet contains the organizationally unique identifier (OUI) of the voice
device manufacturer. After the voice VLAN OUI is configured, the device compares the voice VLAN OUI with
the source MAC address in a received packet to identify voice data packets, and sends them to the voice VLAN
for transmission.

) Note

After the voice VLAN function is enabled on a port, when the port receives LLDP packets sent by IP phones, it
can identify the device capability fields in the packets, and identify the devices with the capability of Telephone
as voice devices. It also extracts the source MAC address of a protocol packet and processes it as the MAC

address of the voice device. In this way, the OUI can be added automatically.

Click Add . In the displayed dialog box, enter an MAC address and OUI, and click OK .

Global Settings Qul Port Settings

OUlI List
The enabled globally port will automatically add the corresponding OUl when receiving an LLDP packet that is identified as telephone.

| OUI List + Add il Delete Selected
Upto 32 entries can be added.

MAC Address OUl Mask Description Type Action

No Data
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Add .

* MAC Address
OUl Mask

Description

10.5.4 Configuring the Voice VLAN Function on a Port

Choose Local Device > Advanced > Voice VLAN > Port Settings .

Click Edit in the port entry or click Batch Edit on the upper -right corner. In the displayed dialog box, select
whether to enable the voice VLAN function on the port, voice VLAN mode to be applied, and whether to enable

the security mode, and Click OK .

Global Settings oul Port Settings

Port List

The port can be set to the automatic mode only when the port VLAN is in the trunk or hybrid mode. When the port is in the automatic mode, the
port will exit the voice VLAN first, and automatically join the voice VLAN until it receives voice data again.

To ensure the normal operation of voice VLAN on port, please do not switch the port mode (hybrid/trunk/access mode). To switch the mode, please
disable the voice VLAN first.

Voice VLAN does not support layer 3 ports and aggregation ports.

| Port List ¢ Batch Edit
Port Enable Voice VLAN Mode Security Mode Action
Gil Disabled Auto Mode Enabled Edit
Gi2 Disabled Auto Mode Enabled Edit
Gi3 Disabled Auto Mode Enabled Edit
Gid Disabled Auto Mode Enabled Edit
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Edit .

Enable @D

Voice VLAN Mode | Auto Mode @

Security Mode ()

Table 10-6 Description of the Voice VLAN Configuration Parameters on a Port

Parameter Description Default Value

Based on different ways the Voice VLAN function is enabled on the
port, the Voice VLAN Mode can be Auto Mode or Manual Mode:

® Auto Mode : In this mode, the device checks whether the permit

VLANSs of a port contain the voice VLAN after the voice VLAN

function is enabled on the port. If yes, the device deletes the

voice VLAN from the permit VLANSs of the port until the port
Voice VLAN Mode receives a voice packet containing a specified OUI. Then, the Auto Mode
device automatically adds the voice VLAN to the port's permit
VLANS. If the port does not receive a voice packet containing the
specified OUI within the global aging time, the device removes
the Voice VLAN from the permit VLANSs of the port.

® Manual Mode : If the permit VLANSs of a port contains the voice

VLAN, voice packets can be transmitted in the voice VLAN.

When the security mode is enabled, only voice traffic can be
transmitted in the voice VLAN. The device checks the source MAC
address in each packet. When the source MAC address in the packet
matches the voice VLAN OUI, the packet can be transmitted in the

Security Mode voice VLAN. Otherwise, the device discards the packet. Enable

When the security mode is disabled, the source MAC addresses of
packets are not checked and all packets can be transmitted in the
voice VLAN.

A\ caution

® The voice VLAN mode of the port can be set as the auto mode only when the VLAN mode of the port is
Trunk mode. When the voice VLAN mode of the port work in the auto mode, the port exits the voice
VLAN first and is automatically added to the voice VLAN only after receiving voice data.
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®  After the voice VLAN function is enabled on a port, do not switch the L2 mode (trunk or access mode) of
the port to ensure normal operation of the function. If you need to switch the L2 mode of the port, disable
the voice VLAN function on the port first.

® |tis not recommended that both voice data and service data be transmitted over the voice VLAN. If you
want to transmit both voice data and service data over the voice VLAN, disable the voice VLAN function
in security mode.

® The voice VLAN function is unavailable on L3 ports or aggregate ports.
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Diagnostics

11 Diagnostics

111

Info Center

Choose Local Device > Diagnostics > Info Center .

In Info Center , you can view port traffic, VLAN information, routing information, client list, ARP list, MAC address,
DHCP snooping, IP-MAC binding, IP Source Guard, and CPP statistics of the device and relevant configurations.

Ruijie | Rcycc

Local Device(NBF - English +  JRemote O&M £ Network Configuration  [3Log Out

&5 WLAN

= Monitor Info

[/] Port Info
Center
& Ports
Updated on2024-05-31 18:01:23 T Refrest Panel View
¥ Port Info " o
) L2 Multicast
VLAN Info

& 13 Interfaces g%%% -..- ...-

Routing Info

© Routing DHCP Clients Q‘BH B YVYYY FYFPD MEER
ARP List
© Security
MAC Address Port Git
= Status Connected Flow L 1.51T * 3.16T Interface Mode Trunk Port
1 Advanced P .
DHCP Snaoping Negotiation Rate 1000M Total Packets 1806299871/6398519981 Native Id 1
Actual Rate L 547 * FC = Allowed VLAN 1-4034 |Effective VLAN
1P-MAC Binding 5475kbps T 25359kbps CRC/FCS Error 64/ I
Flow Control(Config ~ Disable Packets 1,888,2001,3011-3013
; 1P SOURCE GUARD Status) Corrupted/Oversized /1393949662 DHCP Address Pool
e Status) Conflicts
Network Tools Attribute OLT port
Fault Collection
Cable Diagnostics VLAN Info (SVI&Routed Port) ~ DNS:— I3 Refresh
System Logs
VLANI VLANBEE  VLAN20D1 VLAN3ID1T VLANIDIZ  VLAN3DI3 Routed Port Gi23 ]
Alarms A
Interface 1P Address DHCP Address Pool Remarks
«Collapse

11.1.1 Port Info

Choose Local Device > Diagnostics > Info Center > Port Info .

Port Info displays the status and configuration information of the port. Click the port icon to view the detailed
information of the port.

6 Note

® To configure the flow control of the port or the optical/electrical attribute of a combo port, see 4.2 .
® To configure the L2 mode of the port and the VLAN to which it belongs, see 3.5.3 .
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Info
o Port Info
Center
Updated on2022-05-20 12:18:51 2 Refresh Panel View
» Portinfo
o AMAAAS AMAMAS AMAARAd
e T PePPPYPT yepwwy § o W
DHCP Clients 2 4 6 8 10 14 16 18 20 22 24 26 28 30 32 34 36 3 Fiber . 10M/100M
ARP List i i
Port #1 Uplink . Exception
MAC Status Connected Flow 4 0.00 Inte S Pot il Disconnected
Negotiation Rate 1000M T 535.26M VLA
DHCP Snooping Actual Rate L --kbps Total Packets --/6142498 DHC % PoE Error Disable
‘T 27kbps CRC/FCS Error ===
IP-MAC Binding Flow Control(Config  Disable Packets 5 Aggregate
Status) Corrupted/Oversized --/--
IP SOURCE GUARD Flow Control{Actual Disable Packets
Status) Conflicts
cee Attribute Copper

11.1.2 VLAN Info

Choose Local Device > Diagnostics > Info Center > VLAN Info .

Display SVI port and routed port information, including the port information

address, and whether the DHCP address pool is enabled.

included in the VLAN, the port IP

O nNote

® To configure VLAN, see 0.
® To configure SVI ports and routed ports, see 6.1 .
Info
0 VLAN Info (SVI&Routed Port) DNS:-- &3 Refresh
Center
Port Info < VLAN1 Routed Port Gil Routed Port Gi2 Routed Port Gi3 Routed Port Gi4 Routed Port Gi5 Route
» VLAN Info Interface IP DHCP Address Pool Remark
Routing Info Gi1-8,Gi10-48,Te49-52 172.30.102.133 VLANOOO1
DHCP Clients
ARD L 1 3 5 7 9 11 13 15 17 19 21 23 25 27 29 31 33 35 37 39 41 43 45 47
ist
ol ol ol ol ol ol e ol ol ol ol ol ol ol ol e ol ol ol o o
MAC PYYYYY UYFPFD PJYYEYY U R EyE

DHCP Snooping

2 4 6 8

10 12 14 16 18 20 22 24

26 28 30 32 34 36

38 40 42 44 46 48

IP-MAC Binding

11.1.3 Routing Info

A\ caution

If the device does not support L3 functions (such as RG-NBF2100 Series), this type of information is not

displayed.

Choose Local Device > Diagnostics > Info Center > Routing Info .
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Displays the routing information on the device. The search box in the upper-right corner supports finding route

entries based on IP addresses.

W Note

To set up static routes, see 6.3 .

Info .
o Routing Info
Center
Tip: Up to 500 entries can be added. o 2 Refresh
Port Info
Interface IP Subnet Mask Next Hop
VLAN Info
Gi9 2.1.1.0 255.255.255.0 31141

P Routing Info

DHCP Clients

11.1.4 DHCP Clients

A\ caution

If the device does not support L3 functions (such as RG-NBF2100 Series), this type of information is not

displayed.

Choose Local Device > Diagnostics > Info Center > DHCP Clients .

Displays the IP address information assigned to endpoints by the device as a DHCP server.

W Note

To configure DHCP server related functions, see 6.2 .

Gi9 21.1.0 255.255.255.0 3114
0 Info
Center
Port Info DHCP Clients
VLAN Info Tip: Up to 1000 entries can be added - T
Routing Info Hostname P MAC Lease Time(Min) Status
P DHCP Clients
No Data

ARP List
MAC

I ADRD I I-4

11.1.5 ARP List

Choose Local Device > Diagnostics > Info Center > ARP List .

Displays ARP information on the device, including dynamically learned and statically configured ARP mapping

entries.
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 Note

To bind dynamic ARP or manually configure static ARP, see 6.4 .

o Info
Center ARP List
Port Info 000
VLAN Info Interface
b ARFList
MAC Address
DHCP Snooping
NODD
1P-MAC Binding
1P SOURCE GUARD Anono
PoE AROD
[
VLANODO!
VLANODO!
B: :

11.1.6 MAC Address

IP Address

MAC Address

00:d0:18:15:08:0b

00:40:70:15:08:61

00:e0:4¢:00:21:2d

00:00:B8:68:08:60

00:ci0:f8:12:08:5a

30:0d:9e:94:0e:aa

fbi22:d6

Choose Local Device > Diagnostics > Info Center > MAC .

Type

Dynamic

Dynamic

Dynamic

Dynamic

Dynamic

Dynamic

2 Refresh

Reachable

Yes

Displays the MAC address information of the device, including the static MAC address manually configured by

the user, the filtering MAC address, and the dynamic MAC address automatically learned by the device.

& Note

To configure and manage the MAC address, see 3.3 .

0 Info

Center

Port Info
VLAN Info
Routing Info
DHCP Clients
ARP List

» MAC

DHCP Snooping
IP-MAC Binding
IP SOURCE GUARD

CPP

MAC

Tip: Up to 16K entries can be added.

11.1.7 DHCP Snooping

Choose Local Device > Diagnostics > Info Center > DHCP Snooping .

Interface

Gi24

Giz4

Giz24

Gi24

Giz24

Gi24

Gi24

Giz4

Search by MAC

MAC

70:B5:E8:5F:FD:29

50:9A:4C:42:C9:50

30:0D:9E:6F:C2:3C

30:0D:9E:6F:C2:3D

CO:B8:E6:ES:78:07

30:B4:9E:8F:85:E5

58:69:6C:CE:72:B2

70:B5:E8:78:B7:8D

Type
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic

Dynamic

2 Refresh

VLAN ID

1

Displays the current configuration of the DHCP snooping function and the user information dynamically learned

by the trust port.
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 Note

To modify DHCP Snooping related configuration, see 7.1 .

Info .
o DHCP Snooping
Center
DHCP Snooping: Enabled Option82: Disabled Trusted Port: Gi24  ORefresh
Part Info
DHCP Snooping Binding Entries from the Trusted Port
VLAN Info Interface P MAC VLAN ID Lease Time(Min)
Routing Info Gil5 172.30.102.17 08:00:27:62:F0:53 1 240
DHCP Clients
ARP List o
IP-MAC Binding
MAC
Tip: Up to 500 entries can be added. Search by IP Address Q 2 Refresh
) DHCP Snooping
Port IP MAC

IP-MAC Binding

11.1.8 IP-MAC Binding

Choose Local Device > Diagnostics > Info Center > IP-MAC Binding .

Displays the configured IP-MAC binding entries. The device checks whether the source IP addresses and source
MAC addresses of IP packets match those configured for the device and filters out IP packets not matching the
binding.

O Note

To add or modify the IP-MAC binding, see 7.5 .

Info i
O | IP-MAC Binding
Center

Tip: Up to 500 entries can be added. Search by IP Address Q 2 Refresh
Port Info
Port P MAC
VLAN Info
Gi2g 192.168.1.1 00:11:22:33:44:55
Routing Info
DHCP Clients
ARP List IP SOURCE GUARD
MAC Tip: Up to 1900 entries can be added. Search by IP Address Q 2 Refresh
DHCP Snooping Interface Rule P MAC VLAN ID Status
» IP-MAC Binding Gil5 IP 172.30.102.17 08:00:27:62:F0:53 1 Inactive

IP SOURCE GUARD

11.1.9 IP Source Guard

Choose Local Device > Diagnostics > Info Center > Source Guard .
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Displays the binding list of the IP Source Guard function. The IP Source Guard function will check the IP packets

from non-DHCP trusted ports according to the list, and filter out the IP packets that are not in the binding list.

) Note

To configure IP Source Guard function, see 7.6 .

Port Info

VLAN Info

Routing Info

DHCP Clients

ARP List

MAC

DHCP Snooping

IP-MAC Binding

v

IP SOURCE GUARD

Ccpp

11.1.10 CPP Info

IP SOURCE GUARD

Tip: Up to 1900 entries can be added

Interface

Gil5

CPP

Total CPU bandwidth: 2000pps

EtherType Value

bodu

Search by IP Address

Rule IP
P 172.30.102.17
2 Refresh
Rate
60pps

Choose Local Device > Diagnostics > Info Center > CPP .

MAC

08:00:27:62:F0:53

Current Rate

Opbs

VLAN ID

1

2 Refresh

Status

Inactive

Total messages

0

Displays the current total CPU bandwidth and statistics of various packet types, including the bandwidth, current

rate, and total number of packets.

Info
i)

Center

Port Info

VLAN Info
Routing Info
DHCP Clients

ARP List

MAC

DHCP Snooping
IP-MAC Binding

IP SOURCE GUARD

» CPP

cpp

Total CPU bandwidth: 2000pps > Refresh

EtherType Value
bpdu
lldp
ridp
lacp
arp
dhep
icmp
macc
maqtt
http/https

Total 26 10/page

Rate
60pps
50pps
50pps
600pps
400pps
600pps
600pps
600pps
600pps

1600pps

1 2 3 >

169

Go to page

Current Rate

1

Opps

Opps

Opps

Opps

2pps

Spps

Opps

11pps

Opps

4pps

Total messages

0

5328

0

0

426731

622

3708

190569

0

105864
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11.2 Network Tools

The Network Tools page provides three tools to detect the network status: Ping , Traceroute , and DNS

Lookup .

11.2.1 Ping

Choose Local Device > Diagnostics > Network Tools .
The Ping command is used to detect the network connectivity.

Select Ping as the diagnosis mode, select the IP address type ( IPv4 or IPv6 ), enter the destination IP address
or domain name , configure the ping count and packet size, and click Start to test the network connectivity
between the device and the IP address or website. If "Ping failed" is displayed, the device is not reachable to

the IP address or website.
o Network Tools

Tool @ Ping Traceroute DNS Lookup
Type ©@ [Pv4 IPv6
*|P Address/Domain www.google.com
* Ping Count 4

* Packet Size 64 Bytes

11.2.2 Traceroute

Choose Local Device > Diagnostics > Network Tools .

The Traceroute function is used to identify the network path from one device to another. On a simple network,
the network path may pass through only one routing node or none at all. On a complex network, packets may
pass through dozens of routing nodes before reaching their destination. The traceroute function can be used to

judge the transmission path of data packets during communication.

Select Traceroute as the diagnosis mode, select IP address type ( IPv4 or IPv6 ), enter a destination IP address

or the maximum TTL value used by the URL and traceroute , and click Start .
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o MNetwork Tools
© Traceroute

Tool Ping

Type @ IPv4 IPv6
* I[P Address/Domain | www.google.com

*Max TTL 20

11.2.3 DNS Lookup

Choose Local Device > Diagnostics > Network Tools .

Diagnostics

DNS Lookup

DNS Lookup is used to query the information of network domain name or diagnose DNS server problems. If the

device can ping through the IP address of the Internet from your web page but the browser cannot open the web

page, you can use the DNS lookup function to check whether domain name resolution is normal.

Select DNS Lookup as the diagnosis mode, enter a destination IP address or URL, and DNS server address , and

click Start .
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11.3

11.4

o Network Tools

Tool Ping Traceroute © DNS Lookup
* |P Address/Domain | www.google.com

* DNS 6.8.8.8

Fault Collection

Choose Local Device > Diagnostics > Fault Collection.

When an unknown fault occurs on the device, you can collect fault information by one click on this page. Click
Start . The configuration files of the device will be packed into a compressed file. Download the compressed file

locally and provide it to R&D personnel for fault locating.

o Fault Collection

Compress the configuration file for engineers to identify fault.

Cable Diagnostics

Choose Local Device > Diagnostics > Cable Diagnostics .

The cable diagnostics function can detect the approximate length of a cable connected to a port and whether
the cable is faulty.

Select the port to be detected on the port panel and click Start . The detection results will be displayed below.
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Port Panel
. Available Unavailable ® Uplink Copper Fiber

1 3 5 7 98 N 13 115 17 19 21 23 25 27 29 31 33 3% 37 39 41 43 45
ol ol ol ol ol ol ol ol ol e ol ol ol ol o o
TYYYVYYY FYFFFD YV YYY P UEFS Y

2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46 48

Note: You can click and drag to select one or more ports. Select All  Inverse Deselect

Result

Port Cable Length (cm) Result

Gi15 700 oK

A\ caution

The SPF port does not support the function.
® If a detected port contains an uplink port, the network may be intermittently disconnected. Exercise
caution when performing this operation.

11.5 System Logs

Choose Local Device > Diagnostics > System Logs .

System logs record device operations, operation time, and operation modules. System logs are used by
administrators to monitor the running status of the device, analyze network status, and locate faults. You can

search for specified logs by fault type, faulty module, and keyword in fault information.

System Logs
View system logs.

Time Type Module Details local.info
syslog
May 18 18:52:37 kern.crit kernel %Port-2: GigabitEthernet12 link up
kernel
May 18 18:52:37 local.inf I %L3-6: M. VLAN 1 ch to UP
ay ocal.info syslog anage change to Kern.crit
May 18 18:52:37 kern.crit kernel %Port-2: GigabitEthernet13 link up
May 18 18:52:37 kern.crit kernel %Port-2: GigabitEthernet17 link up
May 18 18:52:38 kern.crit kernel %Port-2: GigabitEthernet22 link up

11.6 Alerts
Choose Local Device > Diagnostics > Alarms .

6 Note

Choose Network > Alerts to view the alert information of other devices in the network.
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Displays possible problems on the network environment to facilitate fault prevention and troubleshooting. You

can view the alert occurrence time, port, alert impact, and handling suggestions, and rectify device faults

according to handling suggestions.

All types of alerts are concerned by default. You can click Unfollow to unfollow this type of alert. The system

will no longer display this type of alert. To enable the notification function of a type of alert again, follow the alert

type on the Removed Alert page.

A\ caution

After unfollowing an alert, the system will not issue an alert prompt for this type of fault, and users cannot find

and deal with the fault in time. Exercise caution when performing this operation.

o Alerts

Current Alert

No Alert

Removed Alert

Table 11-1 Alert Types and Product Support

Alert Type Description Support Description
It is applicable only to devices that
_ The device acts as a DHCP server, and the | support L3 functions.
Addresses in the ber of allocated add i< about t
number of allocated addresses is about to Pr h n rtL
DHCP address pool _ oducts that do not support L3
reach the maximum number of addresses functions such as RG-NBE2100
are to be exhausted. )
that can be allocated in the address pool. Series do not support this type of
alert.
The IP address of the
local device conflicts The IP address of the local device conflicts NA
with that of another with that of another client on the LAN.
device.
An |IP address conflict )
) Among the devices connected to the current
occurs on downlink ) )
. device on the LAN, an IP address conflict NA
devices connected to )
) occurs on one or more devices.
the device.
The number of L2 MAC address entries is
The MAC address N
) ) about to reach the hardware capacity limit of | NA
table is full of entries.
the product.
The ARP table is full of | The number of ARP entries on the network NA
ARP entries. exceeds the ARP capacity of the device.
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Diagnostics

Alert Type

Description

Support Description

The device has a loop

alarm.

A network loop occurs on the LAN.

NA
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12 System Configuration

12.1 Setting the System Time

[Whole Network Management-Page Wizard] System Management >> System Time

You can view the current system time. If the time is incorrect, check and select the local time zone. If the time
zone is correct but time is still incorrect, click Edit to manually set the time. In addition, the device supports
Network Time Protocol (NTP) servers. By default, multiple servers serve as the backup of each other. You can

add or delete the local server as required.

o Configure and view system time (The device has no RTC module. The time settings will not be saved upon reboot). @

Current Time  2022-05-20 14:32:20 m

* Time Zone (GMT+8:00)Asia/Shanghai

*NTP Server 0.cn.pool.ntp.org Add
1.cn.pool.ntp.org Delete
2.cn.pool.ntp.org Delete
3.cn.pool.ntp.org Delete
0.asia.pool.ntp.org Delete
3.asia.pool.ntp.org Delete
0.pool.ntp.org Delete
1.pool.ntp.org Delete
rdate.darkorb.net Delete

Save

Click Current Time when modifying the time, and the system time of the currently logged-in device will be

automatically filled in.

Edit

*Time 2022-05-20 14:32:25 Current Time
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12.2 Setting the Web Login Password

[Local Management-Page Wizard] System Settings>> Login Management >>Login Password
[Whole Network Management-Page Wizard] System Management >> Login Password

Enter the old password and new password. After saving the configuration, use the new password to log in.

A\ caution

When self-organizing network discovery is enabled, the login password of all devices in the network will be
changed synchronously.

Ruijie | Rcycc Networkwide Ma

Q Navigation

G Change the login password. Please log in again with the new password later.
{2 Overview

* Old Management

Network
& Password

£ Devices
* New Management

@ Clients Management Password There are four requirements for setting the password:

N - The password must contain 8 to 31 characters.

- The password must contain uppercase and
System Time
lowercase letters, numbers and three types of special

Login Password characters.

- The password cannot contain admin.
Backup

- The password cannot contain question marks,

SNMP spaces, and Chinese characters.

Reboot
* Confirm Password

Cloud Service

Password Hint P@swOrd

Save

12.3 Setting the Session Timeout Duration

[Local Management-Page Wizard] System Settings>> Login Management >> Login Timeout

If you do not log out after login, the Eweb management system allows you to continue the access without
authentication on the current browser within one hour by default. After one hour, the Eweb management system
automatically refreshes the page and you need to relog in before continuing your operations. You can change
the session timeout duration.

12.4 Configuring SNMP

12.4.1 Overview

SNMP (Simple Network Management Protocol) is a protocol used for managing network devices. It is based on

the client/server model and can remotely monitor and control network devices.

SNMP consists of a management station and agents, with the management station communicating with agents
through the SNMP protocol to obtain information such as device status, configuration information, performance
data, etc., while also being able to configure and manage devices.
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SNMP can be used to manage various network devices including routers, switches, servers, firewalls, etc. Users
can use the SNMP configuration interface for user management and third-party software to monitor and control
devices.

12.4.2 Global Configuration

1. Overview
The purpose of global configuration is to enable SNMP services and implement basic configurations such as
SNMP protocol version (v1/v2c/v3), local port settings, device location settings, contact information settings.

SNMPV1: v1 is the earliest version of SNMP with poor security that only supports simple community string
authentication. The v1 version has some defects such as plaintext transmission of community strings which
makes it vulnerable to attacks; therefore it is not recommended for use in modern networks .

SNMPv2c: v2c is an improved version over v1 that supports richer functionality and more complex data types
while enhancing security measures compared to its predecessor. The v2c version provides better security
features than v1 along with greater flexibility allowing users to configure according to their specific needs.

SNMPv3: This latest version of the SNMP protocol includes additional security mechanisms like message
authentication encryption compared to its predecessors - V1 & V2C - resulting in significant improvements in
terms of access control & overall safety measures implemented by this standard.

2. Configuration Steps:

[Network-wide Management-Page Wizard] System>>SNMP>>Global Config

(1) Enable SNMP services.

Are you sure you want to Enable SNMP?SNMP
vi1/v2c is considered unsafe. Therefore, only SNMP
v3 is enabled by default. To proceed, please add
o SNIMP v3 users by selecting
View/Group/Community/User Access Control

before using the SNMP service.

When first opened, the system prompts to enable SNMPv3 by default. Click < OK >.

(2) Set global configuration parameters for SNMP service.
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Global Config View/Group/Community/Client Access Control Trap Settings

SNMP Service @D

= SNIMP Version vl M vic [ IR
* Local Port 161
* Device Location Company

* Contact Info | Ruijie@Ruijie.com

Save

Table 12-1 Global Configuration Description Table

Parameter Parameter

SNMP Service Whether the SNMP service is enabled or not.

) SNMP protocol version number includes v1 version, v2c version, and v3
SNMP Protocol Version )
version.

Local Port [1, 65535]

Cannot contain Chinese characters, full-width characters,
Device Location
question marks and spaces. Character length: 1-64.

Cannot contain Chinese characters, full-width characters,
Contact Information
question marks and spaces. Character length: 1-64.

(3) Click <Save>.

After enabling the SNMP service takes effect, click <Save> to make basic configurations such as SNMP protocol

version number take effect .

12.4.3 View/Group/Community/Client Access Control

1. View/Group/Community/Client Access Control

MIB (Management Information Base) can be regarded as a database of different status information and
performance data of network devices containing a large number of OID (Object Identifiers), which are used to

identify different status information and performance data of network devices in snmp .
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The role of views in snmp is to limit the node range that management systems can access in MIBs so as to
improve network management security and reliability. Views are an indispensable part of SNMP management
that needs to be configured and customized according to specific management requirements.

Views can define multiple subtrees according to requirements limiting the MIB nodes that management systems
can only access within these subtrees while unauthorized MIB nodes cannot be accessed by unauthenticated
system administrators thus protecting network device security. At the same time views also optimize network
management efficiency improving response speed for managing systems.

Configuration Steps:

[Network-wide Management - Page Wizard] System >> SNMP >> View/Group/Community/Client Access
Control >> View List

(1) Click <Add> to create a view.

| SNMP v3 Device Identifier List

| View List + Add il Delete Selected
Upto 20 entries are allowed.

View Name Action
all

none

Total 2 10/page Gotopage 1

(2) Configure the basic information of the view.
Add ~
* View Name
QoID

Add Included Rule Add Excluded Rule

Rule/OID List li] Delete Selected
Upto 100 entries are allowed.
Rule oID Action

No Data

Total 0 10/page n Go to page 1

Can[e' m

Table 12-2 Create a view

parameter illustrate

View Name The name used to identify the view.
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parameter illustrate

The length is 1 to 32 characters, and cannot contain Chinese
and full-width characters.

Define the range of OIDs included in the view, which can be

OIDs )
a single OID or a subtree of OIDs
Divided into inclusion rules and exclusion rules
Add Included Rule or Excluded Rule @  Include rules allow access only to OIDs within the OID

range . Click <Add Inclusion Rule> to set up this type of

Add Included Rule Add Excluded Rule view.

®  Exclusion rules allow access to all OIDs except the OID
range . Click <Add Exclusion Rule> to set up this type
of view.

A\ Notice
For the created view, add at least one OID rule , otherwise a warning message will appear .

(3) Click <OK> .

1. vl /v2c user configuration

Introduction

® When the SNMP protocol version is set to v1/v2c, user configuration needs to be completed.

Global Config View/Group/Community/Client Access Control Trap Settings

SNMP Service @D

* SNMP Version vi 8 vac [ IR
* Local Port 161
* Device Location Company

*Contact Info | Ruijie@Ruijie.com

Save

O Note

Select the SNMP protocol version, click <Save>, and the corresponding configuration options will appear on

the view/group/group/user access control interface.
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® configuration steps
[ Entire Network Management-Page Wizard ] System>>SNMP>> View/Group/Community/Client Access
Control

(1) Inthe " SNMP v1/v2c Community Name List " area, click <Add>.

Global Config View/Group/Community/Client Access Control Trap Settings

| SNMP v1/v2¢c Community Name List v

Community Name Access Mode MIB View Action

Upto 20 entries are allowed.

hello_12121 Read & Write all Edit Delete

34234234A. Read-Only all Edit Delete

Total2 | 10/page n Gotopage| 1

(2) Create vl/v2c users.
Add =

* Community Name
* Access Mode Read-Only

*MIB View  all Add View +

Table 4-1  v1/v2c user information description table

parameter illustrate

at least 8 characters

Contains three types of uppercase letters, lowercase letters, numbers, and

Community Name special characters

Does not contain admin/public/private

Do not contain question marks, spaces and Chinese

Access rights of the community name (read-only, read-write) Read & Write
Access Mode
Read-Only

MIB View The options in the drop-down box are configured views (default views all , none )

A Notice
® Among v1/v2c users, the community name cannot be repeated .
@ Click <Add View> to add a view .

2. v3group configuration

® Introduction
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SNMPv3 introduces the concept of grouping for better security and access control. A group is a group of SNMP
users with the same security policy and access control settings. Using SNMPv3 , multiple groups can be
configured, each group can have its own security policy and access control settings, and each group can also
have one or more users.

® prerequisite

When the SNMP protocol version is set to v3 , the v3 group configuration needs to be completed.

O Note

Select the SNMP protocol version, click <Save>, and the corresponding configuration options will appear on

the view/group/group/user access control interface.

® configuration steps
[Entire Network Management - Page Wizard] Setting >> SNMP >> View/Group/Group/User Access Control.

(1) Click <Add> in the " SNMP v3 Group List " area to create a v3 group .

Global Config View/Group/Community/Client Access Control Trap Settings

SNMP Service (@D

* SNMP Version vl B vac B v
* Local Port 161
* Device Location Company

*Contactinfo | Ruijie@Ruijie.com

(2) Set v3 groups of related parameters.

Global Config ~ View/Group/Community/Client Access Control  Trap Settings

| sNMP v3 Group List -

m [l Delete Selected

Upto 20 entries are allowed.
Group Name Security Level Read-Only View Read & Write View Notification View Action

default_group Auth & Security all none none Edit Delete

Total 1 10/page n Gotopage 1
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Add .

* Group Name

* Security Level Allowlist & Security

* Read-Only View | all Add View +
* Read & Write View | all Add View +
* Notification View none Add View +

Table 4-1 V3 group configuration parameters

parameter illustrate

rule group name
Group Name 1-32 characters, a single Chinese accounted for three characters

Cannot contain Chinese, full-width characters, question marks and spaces

The minimum security level of the rule group ( Auth & Security Auth

&Open Allowlist & Security
Security Level
authentication with encryption, authentication without encryption, no

authentication encryption)

) The options in the drop-down box are configured views (default views all ,
Read-Only View )
none

o The options in the drop-down box are configured views (default views all ,
Read & Write View )
none

o ) The options in the drop-down box are configured views (default views all ,
Notification View
none)

A Notice
@ Groups limit the minimum security level, read and write permissions and scope of users in the group.
® The group name cannot be repeated . If you need to add a view, click < Add View >.

(3) Click <OK>.

3. v 3user configuration

® Introduction
® prerequisite
When the SNMP protocol version is set to v3 , the v3 group configuration needs to be completed.
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Global Config View/Group/Community/Client Access Control Trap Settings

SNMP Service @D &

* SNMP Version vl v ®Ev3
* Local Port 161
* Device Location Company

*ContactInfo  Ruijie@Ruijie.com

Save

O ilustrate
Select the SNMP protocol version, click <Save>, and the corresponding configuration options will appear on

the view/group/group/user access control interface.

® configuration steps
[Entire Network Management - Page Wizard] Setting >> SNMP >> View/Group/Group/User Access Control >>.

(1) Inthe " SNMP v3 Client List " area, click <Add> to create a v3 user .

Global Config ~ View/Group/Community/Client Access Control  Trap Settings
e upaye e R
SNMP v3 Client List e

Upto 50 entries are allowed.

Username Group Name Security Level Auth Protocol Auth Password Encryption Protocol Encrypted Password Action

No Data

Total0 | 10/page Gotopage| 1

(2) Setv3 user related parameters.

Add .

*Username  123sdfl@ [
* Group Name default_group
* Security Level  Auth & Security
* Auth Protocol MD5 * Auth Password

* Encryption Protocol AES * Encrypted Password

cancel “

Table 12-3 v3 user configuration parameters

parameter illustrate

Username username
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parameter illustrate

at least 8 characters

Contains three types of uppercase letters, lowercase letters, numbers,

and special characters
Does not contain admin/public/private

Do not contain question marks, spaces and Chinese

Group Name user's group

) User security level (authentication and encryption, authentication without
Security Level ) o .
encryption, no authentication and encryption)

Authentication protocols include:
MD5/SHA/SHA224/SHA256/SHA384/SHAS512

Authentication password: 8~31 characters in length, cannot contain

Chinese characters, full-width characters, question marks, and spaces ,
Auth Protocol , Auth Password ]
and must contain at least 3 types of uppercase and lowercase letters,

numbers, or special characters.

Note: This parameter needs to be set when the "Security Level" is

"authentication and encryption” or "authentication without encryption".

Encryption protocols include: DES/AES/AES192/AES256

Encrypted password: the length is 8~ 31 characters, and cannot contain

Chinese, full-width characters, question marks and spaces
Encryption Protocol , Encrypted
format , containing at least 3 types of uppercase and lowercase letters,

Password
numbers, or special characters.
Note: When the "Security Level" is "Authentication and Encryption”, this
parameter needs to be set.
A Notice
® The security level of the v3 user must be greater than or equal to the security level of this group.

® There are three security levels. For authentication and encryption, you need to configure the
authentication protocol, authentication password, encryption protocol, and encryption password. For
authentication without encryption, you only need to configure the authentication protocol and encryption
protocol. Without authentication and encryption , no configuration is required.

12.4.4 Typical Configuration Examples of SNMP Service

1. v2c version SNMP service configuration

® scenes to be used
The user only needs to monitor the information of the device, and does not need to set and send it. The data

information of nodes such as 1.3.6.1.2.1.1 is monitored through the third-party software using the v2c version.

® configuration list
According to the analysis of the user's usage scenario, the requirements are shown in the table:
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Table 12-4 User Requirements Description Form

description item illustrate

view range Inclusion rule: OID is .1.3.6.1.2.1.1 , custom view named " system "

) v2c version The custom community name is " public ", and the default
use version number ]
port number is 161

Read and write permissions Read permission

® configuration steps

(1) On the global configuration interface, select the v2c version, and leave other settings as default. After the
operation is complete, click <Save> .

Global Config View/Group/Community/Client Access Control Trap Settings
SNMP service @D
* SNMP Version vl B vic O v3
* Local Port 161
* Device Location Company

*ContactInfo | Ruijie@Ruijie.com

Save

(2) On the view/group/group/user access control interface, click <Add> in the view list, fill in the view name and
O ID in the pop-up window and click <Add inclusion rule>, and click <OK> after the operation is complete .
| view List +Add | | @ Delete Selected

Upto 20 entries are allowed.

View Name Action
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Add
*View Name system
oID [ 1.36.1.21 l
Rule/OID List i Delete Selected

Upto 100 entries are allowed.

Rule olD Action

No Data

Total 0 10/page - Go to page 1

Can[e' m

System Configuration

(3) view /group/group/user access control interface, click <Add> in the SNMP v1/v2c community name list , fill

in the community name, access mode and view in the pop-up window, and click <OK> after the operation is

completed.

Global Config  View/Group/Community/Client Access Control  Trap Settings

| SNMP v1/v2c Community Name List

Upto 20 entries are allowed.

‘Community Name Access Mode MIB View

Add

* Community Name texttrid1@

* Access Mode Read-Only

*MIB View | system Add View +

2. v 3version SNMP service configuration

® scenes to be used

Action

Users need to monitor and control the equipment, and use the v3 version of the third-party software to

monitor and send data to the public node (1.3.6.1.2.1) node. The security level of the v3 version adopts

authentication and encryption.

® configuration list

According to the analysis of the user's usage scenario, the requirements are shown in the table:
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Table 12-5 User Requirements Description Form

description item

illustrate

view range

Inclusion rule: OID is .1.3.6.1.2.1 and custom view is named "

public_view "

group configuration

Group name: group

Security level: authenticated and encrypted
Readable view select " public_view "
Writable view select " public_view "

Notification view select " none "

v3 user configuration

Username: v3_user

Group name: group

Security level: authenticated and encrypted

Authentication protocol / authentication password: MD5/Ruijie123

Encryption protocol / encryption password: AES/ Ruijie123

use version number

v3 version, default port 161

® configuration steps

(1) Select the v3 version on the global configuration interface , change the port to 161, and set other settings to

default. After the operation is complete, click <Save>.

Global Config View/Group/Community/Client Access Control Trap Settings

SNMP Service @D

* SNMP Version vl

* Local Port 161

* Device Location Company

[ I

*Contact Info | Ruijie@Ruijie.com

Save

(2) On the view/group/group/user access control interface, click <Add> in the view list, fill in the view name and

OID in the pop-up window, click <Add Inclusion Rule>, and click <OK> after the operation is complete.
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Add .

*View Name view23

oID 1.6654

Add Included Rule Add Excluded Rule

Rule/OID List [il Delete Selected

Upto 100 entries are allowed.

Rule OID Action

No Data

Total 0 10/page -

Go to page 1

Ca nEe' “

(3) Click <Add> in the SNMP v3 group list, fill in the group name and security level in the pop-up window, the

user has read and write permissions, select "public _view" for the readable view and read and write view,
and set the notification view to none , click <OK>.

| SNMP v3 Group List

Upto 20 entries are allowed.

Group Name Security Level Read-Only View Read & Write View Notification View Action

default_group Auth & Security all none none Edit Delete

Total 1 10/page n Gotopage 1

Add .

* Group Name group{

* Security Level

* Read-Only View

* Read & Write View

* Notification View

Allowlist & Security

all

all

none

Add View +
Add View +

Add View +
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(4) Click <Add> in the SNMP v3 user list , fill in the user name and group name in the pop-up window, the user
security level adopts authentication and encryption mode, fill in the corresponding authentication protocol,
authentication password, encryption protocol, and encryption password, and click <OK>.

| sNMP v3 Client List -

+ Add W Delete Selected
Upto 50 entries are allowed,

Username Group Name Security Level Auth Protocol Auth Password Encryption Protocol Encrypted Password Action

No Data

Total0  10/page - Gotopage 1

Add “

* Username Usemmame
* Group Name group
* Security Level
* Auth Protocol MD5 * Auth Password

* Encryption Protocol AES * Encrypted Password

Cancel m

12.4.5 trap service configuration

trap is a notification mechanism of SNMP ( Simple Network Management Protocol ) protocol, which is used to
report the status and events of network devices to managers, including device status reports, fault reports,
performance reports, configuration reports and security management. Trap can provide real -time network
monitoring and fault diagnosis to help administrators find and solve network problems in time.

1. trap open settings
Enable the trap service and select the effective trap protocol version, including v1, v2¢ , and v3 .
[Entire Network Management - Page Wizard] Setting >> SNMP >> trap setting

(1) Enable the trap service switch.

X

© Areyou sure you want to Enable trap?

Cancel m

When the first open is turned on, the system pops up a prompt message. Click <OK>.
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Global Config View/Group/Community/Client Access Control Trap Settings

Trap Service @D

* Trap Version @ vi B vic [ IRE]

(2) Set the trap version.
The trap protocol version number includes v1 version, v2c version, and v3 version.

(3) Click <OK>.
After the trap service is enabled, you need to click <Save>, and the configuration of the trap protocol version
number will take effect.

2. trap vl/v2c user configuration

® [ntroduction

A trap is a notification mechanism used to send an alert to administrators when important events or failures
occur on a device or service. Trap v1/v2c are two versions of SNMP protocol, used for network management
and monitoring.

trap v1 is the first version in the SNMP protocol, which supports basic alarm notification functions. trap v2c is
the second version in the SNMP protocol, which supports more alarm notification options and more advanced

security.

By using trap v1/ v2c , the administrator can know the problems in the network in time and take corresponding

measures.

® prerequisite

When the trap service version selects v1 or v2c, a trap vlv2c user needs to be created.
® configuration operation

[Entire Network Management - Page Wizard] Setting >> SNMP >> trap setting

(1) Click <Add> in the Trap vlv2c User list to create a trap vlv2c user.

Global Config ~ View/Group/Community/Client Access Control  Trap Settings

Trap Service @D

*TrapVersion @ vi B vc @3

Trap v1/v2c Client List ﬂ il Delete Selected

Upto 20 entries are allowed.

Dest Host IP Version Number PortID Community Name Action

No Data

(2) Configure trap v1v2c user-related parameters.
set up
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Add

* Dest Host IP
*Version Number | v1
*Port ID

* Community

Name/Username

System Configuration

Table 12-6 trap vl/v2c user information description table

parameter

illustrate

destination ip

Trap peer device IP, support IPv4 / IPv6 address

version number

Trap version number, including v1|v2c

The port number

trap peer device port [1, 65535]

Group Name/User Name

The community name of the trap user
at least 8 characters

Contains three types of uppercase letters, lowercase letters, numbers,

and special characters
Does not contain admin/public/private

Do not contain question marks, spaces and Chinese

A Notice

® [P address of trap v1/v2c /v3 users cannot be repeated .
®  Trap vl/v2c user names cannot be repeated.

(3) Click <OK>.

3. trap v 3 user configuration

® Introduction

Trap v3 is a network management mechanism based on SNMP protocol, which is used to send alarm

notifications to management personnel. Unlike previous versions, trap v3 provides more secure and flexible

configuration options, including authentication and encryption.

Trap v3 can be customized to choose the conditions and methods to send alerts, as well as who receives alerts

and how to be notified. This enables administrators to understand the status of network devices more accurately

and take timely measures to ensure network security and reliability.

® prerequisite
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When v3 is selected as the trap service version , a trap v3 user needs to be created.

® configuration steps
[Entire Network Management - Page Wizard] Setting >> SNMP >> trap setting

(1) Click <Add> in the "trap v3 user " list to create a trap v3 user .
| Trap v3 Client List m [l Delete Selected
Upto 20 entries are allowed.
Dest Host IP Port ID Username Security Level Auth Password Encrypted Password Action

No Data

(2) Configure parameters related to t rap v3 users.

Add “
* Dest Host IP * Port 1D
* Username * Security Level
* Auth Protocol MD5 * Auth Password
* Encryption Protocol AES * Encrypted Password

Cancel “

Table 12-7 trap v3 user information description table

parameter illustrate
target host ip trap peer device IP , support IPv4/IPv6 address
The port number trap peer device port [1, 65535]

username of the trap v3 user
at least 8 characters

Contains three types of uppercase letters, lowercase letters, numbers, and
username )
special characters

Does not contain admin/public/private

Do not contain question marks, spaces and Chinese

Trap user security level, including three levels of authentication and
Security Level encryption, authentication and encryption, and authentication and no

encryption

Authentication protocols include:
MD5/SHA/SHA224/SHA256/SHA384/SHA512

Authentication protocol, Authentication password: 8~ 31 characters in length, cannot contain Chinese
authentication password characters, full-width characters, question marks, and spaces, and must
contain at least 3 types of uppercase and lowercase letters, numbers, or

special characters.
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parameter illustrate

Note: This parameter needs to be set when the "Security Level" is
"authentication and encryption" or "authentication without encryption".

Encryption protocols include: DES/AES/AES192/AES256

Encrypted password: the length is 8~ 31 characters, and cannot contain

Chinese, full-width characters, question marks and spaces
encryption protocol,

. format , containing at least 3 types of uppercase and lowercase letters,
encryption password

numbers, or special characters.

Note: When the "Security Level" is "Authentication and Encryption”, this
parameter needs to be set.

A Notice
IP of t rap v1/v2c/v3 users cannot be repeated.

12.4.6 Typical configuration examples of the trap service

1. v2c version trap configuration

® scenes to be used

When the user is monitoring the device, if the device is suddenly interrupted or abnormal, the third-party
monitoring software cannot detect and deal with the abnormal situation in time, so configure the device with the
destination ip 1 92.1 68.110.85 and port number 1 66 , so that the device sends a trap of the v2c version in case
of an exception.

® configuration list
According to the analysis of the user's usage scenario, the requirements are shown in the table:

Table 12-8 User Requirements Description Form

description item illustrate

IP and port number The target host IP is "192.168.110.85 ", and the port number is "166" .
use version number Select v2 version

Group Name / User Name Trap_public

® configuration steps
(1) Select the v2c version on the trap setting interface , click <Save> ,

Global Canfig View/Group/Community/Client Access Control Trap Settings

Trap Service (D)

* Trap Version vl 3 v O w3

Save
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(2) Click <Add> in the " trap v1 / v2c user list" .

| Trap v1/v2c Client List ﬂ Til Delete Selected

Upto 20 entries are allowed.
Dest Host IP Version Number Port ID Community Name Action

No Data

(3) Fill'in the target host IP, version number, port number, user name and other information, and click <OK> after
the configuration is complete .

Add .

* Dest Host IP 192.168.110.77
*Version Number | v1
*Port ID 123

* Community 123e#dfd

Name/Username

2. V3version trap configuration

® scenes to be used

When the user is monitoring the device, if the device is suddenly interrupted or abnormal, the third-party
monitoring software cannot detect and deal with the abnormal situation in time, so configure the device with the
destination ip 1 92. 1 68.110.87 and the port number 1 67 , and use the more secure v3 version to send traps.

® configuration list
According to the analysis of the user's usage scenario, the requirements are shown in the table:

Table 12-9 User Requirements Description Form

description item illustrate
IP and port number The target host IP is "192.168.110.87 ", and the port number is "167" .
Use version number, username Select the v3 version, the user name is "trapv3_public"

Authentication Protocol /

Encryption Protocol Authentication protocol / authentication password: MD5/Ruijie123

Encryption Protocol / Encryption Encryption protocol / encryption password: AES/ Ruijie123
Cipher

® configuration steps
(1) Select the v3 version on the trap setting interface , and click <Save> .
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Global Config View/Group/Community/Client Access Control

Trap Service @D

* Trap Version vl

O v2c [ ]

Save

(2) Click <Add> in the trap v3 user list .

Trap Settings

System Configuration

(3) Fillinthe target host IP, port number, user name and other information, and click <OK> after the configuration

is complete.
Add
* Dest Host IP
* Username

* Auth Protocol

* Encryption Protocol

12.5 Configure 802.1x authentication

192.168.110.87

trapuser?_

MD5

AES

12.5.1 Function introduction

* Port ID

* Security Level

* Auth Password

* Encrypted Password

167
Auth & Security
Ruijie123

Ruijie123

IEEE802.1x ( Port -Based Network Access Control ) is a port-based network access control standard that

provides secure access services for LANs.

IEEE 802 LAN , as long as users can connect to network devices, they can directly access network resources

without authentication and authorization. This uncontrolled behavior will bring security risks to the network. The

IEEE 802.1x protocol was proposed to solve the security problem of 802 LAN.

802.1x supports Authentication , Authorization , and Accounting three security applications, referred to as AAA.

® Authentication : Authentication, used to determine whether users can obtain access rights and restrict

illegal users;

® Authorization : Authorization, which services authorized users can use, and control the rights of legitimate

users,;

® Accounting : Accounting, recording the use of network resources by users, and providing a basis for

charging.

802.1x can be deployed in a network that controls access users to implement authentication and authorization

services for access users.

802.1x system is a typical Client/Server structure, including three entities: client, access device and

authentication server. A typical architecture diagram is shown in the figure.



Web-based Configuration Guide System Configuration

= &

Client Switch Server

® The clientis generally a user terminal device, and the user can initiate 802.1X authentication by starting the
client software. The client must support the Extensible Authentication Protocol over LANs ( EAPoL ).

® AP or switching device ) that supports the 802.1x protocol . It provides a port for the client to access the
LAN. The port can be a physical port or a logical port.

® The authentication server is used to implement user authentication, authorization, and accounting, and it is
usually a RADIUS server.

12.5.2 Configuration 802.1x

[Local Management - Page Wizard] Security > 802.1x Authentication > Auth _Config _

(1) Click the " Global 802.1x " switch, the system prompts to confirm whether to enable it, click <Configure>.
Auth Config Port RADIUS Server Management Wired User List

Global Config

Global 802.1x @D

Authentication
Auth Server & Edit

Advanced Settings

Click Advanced Settings to configure parameters such as Guest VLAN .
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Auth Config Port

Guest Vlan

* EAP-Request Packet 2

Retransmission Count

* Quiet Period 60

Client Packet

30
* Timeout Duration

Client Packet

30
* Timeout Duration

* EAP-Request Packet 30

Interval

RADIUS Server Management

System Configuration

Wired User List

parameter

illustrate

Server Escape

If the server disconnection is detected, all users will be allowed to access
the Internet

Re-authentication

Require clients to re-authenticate at certain intervals to ensure network

security

Guest VLAN

Provide a VLAN for unauthenticated clients to restrict their access

EAP-Request Packet

Retransmission Count

Define the number of times the EAP request message will be

retransmitted when no response is received, value range: 1- 10 times

Quiet Period

During the authentication process, the idle time between the client and
the server does not exchange authentication messages, value range: 0-
65535 seconds

Client Packet

Timeout Duration

The time limit for the server to wait for the response from the client,
exceeding this time will be considered as an authentication failure, value

range: 1-65535 seconds

Client Packet

Timeout Duration

The time limit for the client to wait for the server to respond, exceeding
this time will be considered as an authentication failure, value range: 1-
65535 seconds

EAP-Request Packet Interval

Define the time interval between sending EAP request messages to
control the rate of the authentication process, value range: 1-65535

seconds

(2) add server

Before configuration, please confirm :
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® The Radius server is fully built and configured as follows.
o Add username and password for client login.

o Close the firewall, otherwise the authentication message may be intercepted, resulting in authentication
failure.

o atrusted IP on the Radius server.
® The network connection between the authentication device and the Radius server.
® |P addresses of the Radius server and the authentication device have been obtained.

Auth Config Port RADIUS Server Management Wired User List

by
| RADIUS Server Management

Upto 5 entries can be added.

Server IP Auth Port Accounting Port Shared Password Match Order Action

No Data

Add “

* Server IP

* Auth Port 1812
* Accounting Port 1813 @
* Shared Password

* Match Order ®@

Reference without

illu
arameter ) llustrate
translation

Server IP server address Radius server address.

The port number used for accessing user

Auth Port authentication port o ]
authentication on the Radius server.
) o The port number used to access the accounting
Accounting Port billing port )
process on the Radius server.
Shared Password shared password Radius server shared key.
The system supports adding up to 5 Radius servers.
Match Order matching order The higher the matching order value is, the higher the

priority is.

(3) Set up the server and click <Save> .
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| Server global configuration

* Packet Retransmission Interval

* Packet Retransmission Count

Server Detection

MAC Address Format

System Configuration

JOOOCOXNNXK @

Save

parameter

reference - do not
translate

illustrate

Packet Retransmission Interval

packet
retransmission

interval

Configure the interval for the device to send
request packets before confirming that there is
no response from RADIUS

Packet Retransmission Count

Packet

retransmission times

Configure the number of times the device
sends request packets before confirming that
there is no response from RADIUS

Server Detection

server detection

If this function is enabled, you need to set
"Server Detection Period", "Server Detection
Times" and "Server Detection Username". It is
used to determine the status of the server, so
as to decide whether to enable functions such
as escape .

MAC Address Format

M AC address format

the MAC address format of RADIUS attribute
No. 31 (Calling- Stationg -ID).

The following formats are supported:

® Dotted hexadecimal format, such as

00d0.f8aa.bbcc

® |ETF format, such as 00-DO-F8-AA-BB-
CC

® No format (default) , eg 00d0f8aabbcc

(4) Configure the effective interface , click interface configuration , click modify or batch configuration after a

single interface , and edit the authentication parameters of the interface .

Auth Config Port

RADIUS Server Management

| Port List

Interface

Gil

Gi2

Port Authentication

Wired User List

Auth Method

disable

disable
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Edit

802.1x Authentication (@)

Auth Method

Auth Mode

Guest Vian

* User Count Limit per

Port

disable

multi-auth

1000

System Configuration

Cancel

parameter

reference - do not
translate

illustrate

802.1x Authentication

802.1x certification

When enabled, the selected interface will enable
8.02.1x authentication .

Auth Method

authentication method

disable : Turn off the authentication method , which has
the same effect as turning off the 802.1x authentication
switch

force- auth : Mandatory authentication , the client can
directly access the Internet without a password

force- unauth : Force no authentication, the client
cannot be authenticated, nor can it access the Internet

auto : automatic authentication, the device needs to be
authenticated, and can access the Internet after passing

the authentication

It is recommended to select the auto authentication

method .

Auth Mode

authentication mode

multi- auth : supports multiple devices using the same
port for authentication, but each device needs to be

authenticated independently

multi- host : Multiple devices are allowed to share the
same port. As long as one user passes the
authentication, subsequent users can access the

Internet

single-host : Each port only allows one device to be
authenticated, and can access the Internet after

successful authentication

202



Web-based Configuration Guide System Configuration

reference - do not )
parameter illustrate
translate

When enabled, devices that fail authentication will be
dynamically assigned to the specified Guest VLAN

Notice

Guest Vian Guest VLAN You need to create a VLAN ID first and apply it to the

interface , then in Security Management >> 802.1x
Authentication >> Advanced settings in the
authentication configuration enable Guest VLAN and
enter the ID

User Count Limit per Maximum number of Limit the number of users under the interface

Port users per port Product Difference Description

12.5.3 View the list of wired authentication users

8.02.1x function is configured on the entire network and a terminal is authenticated and connected to the network,
you can view the list of authenticated users.

[Local Management - Page Wizard] Security Management >> 802.1x Authentication to obtain specific user

information.
Auth Config Port RADIUS Server Management Wired User List
| Wired User List
Username Status Interface MAC Address Online Time Online Duration Access Name Action
No Data
n 10/page Gotopage 1 Total 0

Click <Refresh> to get the latest user list information.

If you want to disconnect a certain user from the network, you can select the user and click <Offline> in the

"Operation" column; you can also select multiple users and click <Batch Offline>.

12.6 Anti-ARP Spoofing

12.6.1 Overview

Gateway-targeted ARP spoofing prevention is used to check whether the source IP address of an ARP packet
through an access port is set to the gateway IP address. If yes, the packet will be discarded to prevent hosts
from receiving wrong ARP response packets. not , the packet will not be handled. In this way, only the uplink
devices can send ARP packets, and the ARP response packets sent from other clients which pass for the
gateway are filtered out.
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12.6.2 Procedure
Choose Local Device > Security > IP Source Guard > Excluded VLAN .
1. Enabling Anti-ARP Spoofing

Click Add , select the desired port and enter the gateway IP, click OK .

O note

Generally, the anti-ARP spoofing function is enabled on the downlink ports of the device.

Anti-ARP Spoofing

Description: Anti-ARP Spoofing prevents hosts from spoofing the source IP address of the ARP packets to be the IP address of the gateway.
Note: Anti-ARP Spoofing is generally configured on a downlink port.

| Anti-ARP Spoofing & Add [l Delete Selected

Up to 256 entries can be added.

IP Port Action
No Data
Add “
*IP
* Select Port:
. Available Unavailable = Aggregate [J8J Uplink Copper Fiber

5 7 9 1 13 15 17 19 21 23 25 27 29 31 33 35

1 3 7
ol ol ol ol o ol ol ol ol ool ol ol o o
TV YY P YVEED yywERy
2

4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34 36

Note: You can click and drag to select one or more ports. Select All

Inverse Deselect

2. Disabling Anti-ARP Spoofing

Batch disable: Select an entry to be deleted in the list and click Delete Selected .

Disable one port: click Delete in the last Action column of the corresponding entry.
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Anti-ARP Spoofing

Description: Anti-ARP Spoofing prevents hosts from spoofing the source IP address of the ARP packets to be the IP address of the gateway.
Note: Anti-ARP Spoofing is generally configured on a downlink port.

| Anti-ARP Spoofing & Add [l Delete Selected

Upto 256 entries can be added.

] IP Port Action

= 172.30.102.1 Gi15 Edit
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13 Diagnostics

13.1 Info Center

Diagnostics

Choose Local Device > Diagnostics > Info Center .

In Info Center , you can view port traffic, VLAN information, routing information, client list, ARP list, MAC address,
DHCP snooping, IP-MAC binding, IP Source Guard, and CPP statistics of the device and relevant configurations.

RRuifie | Rcycc Local Device{NBF English ~  (YRemote O&M 4 Network Configuration [3Log Out
£ Home
Info
. [i] Port Info
&% VLAN Center
& Monitor b Portinfo Updated on2024-06-03 10:13:10 3 Refresh Panel View
& Ports VLAN Info . . .
) Routing Info AR LN T 1]
12 Multicast
DHCP Clients RENAR YYYY FJYYT AEEAM
@ L3 Interfaces ARP List
@ Rouling MAC Address Port Git
Status Connected Flow L 1.62T T 3,347 Interface Mode Trunk Port
© securiy DHCP Snooping Negotiation Rate 1000M Total Packets 2229366192/6793200356 Native Id 1
N R Actual Rate 4957kbps * 16545kbps  CRC/FCS Error 54/ Allowed VLAN 1-4094 [Effective VLAN
) Flow ControliConfi  Disable Packets 1,888,2001,3011-3013
5 Advanced =
IP SOURCE GUARD Status) Corrupted/Oversized  --/1470506354 DHCP Address Pool
— - Flow Control(Actual Disable Packets
e st Contics
Attribute OLT port
Network Tools
VLAN Info (SVI&Routed Port) ~ DNS:—  © Refresh
Fault Collection
Cable Diagnostics VLAN1 VLANBEE VLANZ001 VLAN3ON VLAN3D12 VLAN3013 Routed Port Giz3 ".’
A
Ftem it ans Interface IP Address DHCP Address Pool Remarks
«Collapse

13.1.1 Port Info

Choose Local Device > Diagnostics > Info Center > Port Info .

Port Info displays the status and configuration information of the port. Click the port icon to view the detailed
information of the port.

& note

® To configure the flow control of the port or the optical/electrical attribute of a combo port, see
Port_Configuration4.2 _Port_Configuration.

® To configure the L2 mode of the port and the VLAN to which it belongs, see
Configuring_Port VLAN3.5.3 Configuring_Port VLAN.
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Ruijie | Rcycc

Local Device(NBF

English v A Remote D&M & Network C

Diagnostics

on [5Log Out

&2 Home

&7 VLAN

& Monitor

& Ports

3 L2 Multicast

@ L3 Interfaces

@ Routing

©) Security

& Advanced

@), Diagnostics
Info Center

Network Tools

«Collapse

13.1.2 VLAN Info

Info
o Port Info
Center
b Portinfo Updated 0n2024-06-03 10:13:10 & Refresh
VLAN Info
Routing Info ")
DHCP Clients ) mEEE
2 25 26 27 28
ARP List
MAC Address Port
Status Disconnected Flow 4 0.00 T 0.00 Int
DHCP Snooping Negotiation Rate Total Packets —f-- VL
[F-MAC Bivcing Actual Rate o ‘l--khps T --kbps  CRC/FCS Error -t DH
Flow Control{Config  Disable Packets
IP SOURCE GUARD Status) Corrupted/Oversized  --/--
Flow Control(Actual  Disable Packets
cep Status) Conflicts
Attribute Copper
VLAN Info (SVI&Routed Port) DNS:-- 2 Refresh

Choose Local Device > Diagnostics > Info Center > VLAN Info .

Role
Copper
Fiber
) Uplink
# PoE/PoE+
& PoE++
* PoE Error
1 Aggregate
& OLT port

SC fiber port

Panel View

Status

il 16/256/106
i 1om7100m
il Exception
ol Disconnected

Disable

Display SVI port and routed port information, including the port information included in the VLAN, the port IP

address, and whether the DHCP address pool is enabled.

O note

® To configure VLAN, see 0.
® To configure SVI ports and routed ports, see _Setting_an L36.1 _Setting_an_L3.

0 Info

Center

Port Info

P | VLAN Info

Routing Info
DHCP Clients
ARP List

MAC Address
DHCP Snooping
IP-MAC Binding

IP SOURCE GUARD

| IVLAN Info (SVI&Routed Port) ] DNS: - 2 Refresh
VLAN1 VLANBES VLAN2001 VLAN3011 VLAN3012 VLAN3013 Routed Port Gi23
Interface IP Address DHCP Address Pool

Gi1-8,Gi10-20,Gi22,Te25-27

1 5

"
"

"
"

"
-

11 13 15 e 21 2

EAMAS A&AS
R UPYY PFET mEEAN

8 10 12 14 16 18 20 22 24 25 26 27 8

13.1.3 Routing Info

Remarks

VLANOOOT

A\ caution

If the device does not support L3 functions (such as RG-NBF2100 Series), this type of information is not

displayed.

Choose Local Device > Diagnostics > Info Center > Routing Info .

Displays the routing information on the device. The search box in the upper-right corner supports finding route

entries based on IP addresses.
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U note

To set up static routes, see _Configuring_Static_Routes6.3 _Configuring_Static_Routes.

o Info
Center | Routing Info
Port Info ps: L SO0 ant an be ac T Refresh
VLAN Info Interface IP Address Subnet Mask Next Hop
» -
DHCP Clients
ARP List
MAC Address | DHCP Clients

DHCP Snooping

to 1000 entries can be added. T Refresh
IP-MAC Binding
Hostname IP Address MAC Address Lease Time (Min) Status
IP SOURCE GUARD
cPp No Data

13.1.4 DHCP Clients

A Caution

If the device does not support L3 functions (such as RG-NBF2100 Series Switches), this type of information is
not displayed.

Choose Local Device > Diagnostics > Info Center > DHCP Clients .

Displays the IP address information assigned to endpoints by the device as a DHCP server.

W note

To configure DHCP server related functions, see _Configuring_the DHCP6.2 _Configuring_the DHCP.

o Info
e [z

Port Info ips:Up to 1000 entri ddec 2 Refresh

VLAN Info Hostname IP Address MAC Address Lease Time (Min) Status

Routing Info

No Data
| DHCP Clients

ARP List
MAC Address ‘ ARP List

DHCP Snooping

i to 2000 entri 1 be ad 2 Refresh
IP-MAC Binding
|P SOURCE GUARD Interface IP Address MAC Address Type Reachable
CPP VLANBES 192.168.88.197 c0:a4:76:1b:0f:1b Dynamic Yes

13.1.5 ARP List

Choose Local Device > Diagnostics > Info Center > ARP List .

Displays ARP information on the device, including dynamically learned and statically configured ARP mapping
entries.
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Diagnostics

O note

To bind dynamic ARP or manually configure static ARP, see _Configuring_a_Static6.4 _Configuring_a_Static.

Info
0

Center

Port Info
VLAN Info
Routing Info
DHCP Clients

» ]
MAC Address
DHCP Snooping
IP-MAC Binding
IP SOURCE GUARD

cpp

| ARP List

< Up to 2000 ent

13.1.6 MAC Address

Interface

VLANBES

VLANBSS

VLANBES

VLANBSS

VLANBSE

VLANBES

VLANESS

VLANBES

VLANSSS

VLANBSS

IP Address
192.168.88.197
192.168.88.174
192.168.88.217
192.168.88.73
192.168.88.166
192.168.88.77
192.168.88.96
192.168.88.186
192.168.88.209

192.168.88.65

9 10/page

MAC Address

c0:a4:76:1b:0f:1b

0:a4:76:1b:0e:f2

«0:a4:76:1b:0f:1c

00:ee:4c:21:14:0a

00:el:4c:21:71:21

48:81:d4:fe:Ba:3a

00:e0:4¢:21:71:26

c0:a4:76:10:0f:0e

c0:a4:76:1b:0f:17

f0:74:8d:b1:4c:4f

Ga to page

Choose Local Device > Diagnostics > Info Center > MAC .

1

Type
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic

Dynamic

& Refresh

Reachable

Total 83

Displays the MAC address information of the device, including the static MAC address manually configured by

the user, the filtering MAC address, and the dynamic MAC address automatically learned by the device.

O note

To configure and manage the MAC address, see _MAC_Address Management3.3

MAC Address Management.

Info
0

Center

Port Info

VLAN Info

Routing Info

DHCP Clients

ARP List
s

DHCP Snooping

IP-MAC Binding

1P SOURCE GUARD

cPp

|

MAC Address
48:81:04:FEABB2
48:81:D4FEBB:AS
00:EQ:70:E3:B7:2E
70:85:C4:5B:DC:1D
48:81:D4:FE:88:A8
BC.OFF3:76:7A:31
52:4B:ED:7F.8B:EF
14:14:48:73:F9:68
B8:CA:3A97:E1:98

14:14:48:73:F9:67

86 10/page

209

Search by MAC

Go to page

Type
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic

Dynamic

VLAN ID

1

1

3012

3013

32

2001

3013

3012

3013

T Refresh

Total B53
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13.1.7 DHCP Snooping

Choose Local Device > Diagnostics > Info Center > DHCP Snooping .

Diagnostics

Displays the current configuration of the DHCP snooping function and the user information dynamically learned

by the trust port.

O note

To modify DHCP Snooping related configuration, see

DHCP_Snooping7.1 DHCP_Snooping.

Info
0

Center

Port Info
VLAN Info
Routing Info
DHCP Clients
ARP List

MAC Address

» | DHCP Snooping

1P-MAC Binding
1P SOURCE GUARD

cpp

| DHCP Snooping

DHCP Snooping: Enabled

Interface

13.1.8 IP-MAC Binding

Gi9

Option82: Disabled Trusted Port: Gi24,Te27,Te28
1 Port
IP Address MAC Address VLAN ID
192.168.89.92 00:0E:C6:04:A0:EC 888
192.168.88.167 00:D0:F5:20:08:97
192.168.88.119 00:D0:FA:A1:00:23

00:EC:4C:21:71:17

6 w62 10/page Gotopage 1

Choose Local Device > Diagnostics > Info Center > IP-MAC Binding .

00:E0:4C:21:70:03 888
00:E0:4C:21:71:12 888
00:E0:4C:21:71:13 888
00:EC:4C:21:71:14 8
00:E0:4C:21:71:15 888

00:E0:4C:21:71:18 888

ZRefresh

Lease Time (Min)

Displays the configured IP-MAC binding entries. The device checks whether the source IP addresses and source

MAC addresses of IP packets match those configured for the device and filters out IP packets not matching the

binding.

O note

To add or modify the IP-MAC binding, see _IP-MAC_Binding7.5 IP-MAC_Binding.

Info
i ]

Center

Port Info
VLAN Info
Routing Info
DHCP Clients
ARP List
MAC Address

DHCP Snooping

IP-MAC Binding

IP SOURCE GUARD

cpp

| IP-MAC Binding

to 500

| IP SOURCE GUARD

to 1900

Interface

Port

Search by IP Address

IP Address

No Data

Search by IP Address

Rule IP Address MAC Address
IP Address 192.168.88.167 00:D0-F 5:20:08:97
1P Address 10.52.40.70 2B:D0:F5:72:A9:5D
IP Address. 192.168.88.166 00:E0:4C:21:71:21

210

VLAN ID

888

3012

888

MAC Address

O Refresh

T Refresh

Status

Inactive

Inactive

Inactive
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13.1.9 IP Source Guard

Choose Local Device > Diagnostics > Info Center > Source Guard .

Diagnostics

Displays the binding list of the IP Source Guard function. The IP Source Guard function will check the IP packets

from non-DHCP trusted ports according to the list, and filter out the IP packets that are not in the binding list.

O Note

To configure IP Source Guard function, see

IP_Source_Guard7.6

IP_Source_Guard.

Info
i ] | IP SOURCE GUARD
Center

Port Info 1900
VLAN Info Interface
Routing Info i
DHCP Clients Gia
ARP List .

Gis
MAC Address

Gis
DHCP Snooping

Gid

IP-MAC Binding

Gis
»| 1P souRrcE Guarp '

cep Gis

13.1.10 CPP Info

Rule

IP Address.

IP Address

IP Address

IP Address

IP Address

IP Address

IP Address.

IP Address

IP Address

IP Address

62

IP Address

192.168.88.167

10.52.40.70

192.168.88.166

10.52.48.30

192.168.89.125

192.168.88.132

10.52.48.90

10.52.48.172

192.168.88.88

192.168,88.101

10/page Go to page

Search by IP Address

MAC Address

00:D0:F5:20:08:97

28:D0:F5:72:A9:5D

OO:EQ:4C:21:71:21

CO:B8:E6:1D:89:51

80:05:88:99:BC:FD

O0:E0:4C:21:76:66

A4:6E:55:22:44:66

00:74:9C:D8:92:19

48:81:D4:FESSES

48:81 DAFEABDT

1

Choose Local Device > Diagnostics > Info Center > CPP .

VLAN ID

883

888

2 Refresh

Status

Inactive

Inactive

Inactive

Inactive

Inactive

Inactive

Inactive

Inactive

Inactive

Inactive

Total 618

Displays the current total CPU bandwidth and statistics of various packet types, including the bandwidth, current

rate, and total number of packets.

e
o Center |

Total CPU bandwidth: 2000pps

Port Info
VLAN Info EtherType Value
Routing Info bpdu
DHCP Clients lidp
ARP List ddp
MAC Address
lacp
DHCP Snooping
rdla
IP-MAC Binding
arp
IP SOURCE GUARD
dhep
'
icmp
macc
maqtt
1 2 3 4 5

O Refresh

10/page

Rate
60pps
50pps
50pps

600pps
600pps
400pps
600pps
600pps
600pps
600pps

Gotopage 1

211

Current Rate

Opps

2pps

Opps

Opps

Opps

4pps

3pps

Opps

24pps

2pps

Total messages
0
5124000
0
0
0
84656427
4350407
121
86588720

4540492

Total 43



Web-based Configuration Guide

13.2 Network Tools

Diagnostics

The Network Tools page provides three tools to detect the network status: Ping , Traceroute , and DNS

Lookup .

13.2.1 Ping

Choose Local Device > Diagnostics > Network Tools .

The Ping command is used to detect the network connectivity.

Select Ping as the diagnosis mode, enter the destination IP address or website address, configure the ping

count and packet size, and click Start to test the network connectivity between the device and the IP address

or website. If "Ping failed" is displayed, The device is not reachable to the IP address or website.

RUIJ'—I-é | RCYCC Local Device(NBF

&

&
O
e
@
@

[S]

Home

VLAN

Monitor

Ports

L2 Multicast

L3 Interfaces

Routing

Security

Advanced

@, Diagnostics

13.2.2 Traceroute

Info Center

Network Tools

o Network Tools

Type

* IP Address/Domain

* Ping Count

* Packet Size

© IPva IPv6

www.google.com

64

Traceroute

DNS Lookup

Stop

Choose Local Device > Diagnostics > Network Tools .

Bytes

The Traceroute function is used to identify the network path from one device to another. On a simple network,

the network path may pass through only one routing node or none at all. On a complex network, packets may

pass through dozens of routing nodes before reaching their destination. The traceroute function can be used to

judge the transmission path of data packets during communication.

Select Traceroute as the diagnosis mode, enter a destination IP address or the maximum TTL value used by the

URL and traceroute , and click Start .
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&% Home

2 VLAN
Monitor

&b Ports

&) L2 Multicast
@ L3 Interfaces
@ Routing

©) Security

B3 Advanced

@), Diagnostics

Info Center

Network Tools

13.2.3 DNS Lookup

o Network Tools

Tool Ping DNS Lookup

Type @ IPv4 IPv6
*IP Address/Domain | www.google.com

* Max TTL 20

Choose Local Device > Diagnostics > Network Tools .

DNS Lookup is used to query the information of network domain name or diagnose DNS server problems. If the

device can ping through the IP address of the Internet from your web page but the browser cannot open the web

page, you can use the DNS lookup function to check whether domain name resolution is normal.

Select DNS Lookup as the diagnosis mode, enter a destination IP address or URL, and click Start .

R’uyle RCYCC Local Device(NBF

5% Home

VLAN

oiy
g

)

Monitor

@

Ports

(»)

L2 Multicast
& L3 Interfaces
@& Routing
©) Security

] Advanced

@ Diagnostics -

Info Center

Network Tools

0 Network Tools

Tool Ping Traceroute | @ DNS Lookup

= IP Address/Domain | www.google.com

* DNS 8.8.8.8
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13.3 Fault Collection

Choose Local Device > Diagnostics > Fault Collection.

When an unknown fault occurs on the device, you can collect fault information by one click on this page. Click
Start . The configuration files of the device will be packed into a compressed file. Download the compressed file

locally and provide it to R&D personnel for fault locating.

o Fault Collection

Compress the configuration file for engineers to identify fault.

13.4 Cable Diagnostics

Choose Local Device > Diagnostics > Cable Diagnostics .

The cable diagnostics function can detect the approximate length of a cable connected to a port and whether
the cable is faulty.

Select the port to be detected on the port panel and click Start . The detection results will be displayed below.

Port Panel

. Available Unavailable #) Uplink Copper Fiber

35 7 9 N 13015 17 19 21 23 25 27 29 31 33 35 37 39 41 43 45 47 49 51

1
ol ol ol ol ol ol ol e ol e e ol ol ol ol ol o ol o

2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46 48 50 52

Note: You can click and drag to select one or more ports. Select Al Inverse Deselect

Result

Port Cable Length (cm) Result

Gi15 700 oK

A\ caution

The SPF port does not support the function.

® [f a detected port contains an uplink port, the network may be intermittently disconnected. Exercise
caution when performing this operation.
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13.5 System Logs

Choose Local Device > Diagnhostics > System Logs .

System logs record device operations, operation time, and operation modules. System logs are used by
administrators to monitor the running status of the device, analyze network status, and locate faults. You can

search for specified logs by fault type, faulty module, and keyword in fault information.

System Logs
View system logs.

Time Type Module Details local.info
syslog
May 18 18:52:37 kern.crit kernel %Port-2: GigabitEthernet12 link up
kernel
May 18 18:52:37 localinfo syslog %L3-6: Manage VLAN 1 change to UP .
kern.crit
May 18 18:52:37 kern.crit kernel %Port-2: GigabitEthernet13 link up
May 18 18:52:37 kern.crit kernel %Port-2: GigabitEthernet17 link up
May 18 18:52:38 kern.crit kernel %Port-2: GigabitEthernet22 link up

13.6 Alerts

Choose Local Device > Diagnostics > Alerts .

W note

Choose Network > Alerts to view the alert information of other devices in the network.

Displays possible problems on the network environment to facilitate fault prevention and troubleshooting. You
can view the alert occurrence time, port, alert impact, and handling suggestions, and rectify device faults

according to handling suggestions.

All types of alerts are concerned by default. You can click Unfollow to unfollow this type of alert. The system
will no longer display this type of alert. To enable the notification function of a type of alert again, follow the alert
type on the Removed Alert page.

A\ caution

After unfollowing an alert, the system will not issue an alert prompt for this type of fault, and users cannot find

and deal with the fault in time. Exercise caution when performing this operation.

0 Alerts No Alert

Current Alert Removed Alert
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Table 13-1 Alert Types and Product Support

Diagnostics

Alert Type Description Support Description
It is applicable only to devices that
_ The device acts as a DHCP server, and the | support L3 functions.
Addresses in the ber of allocated add i< about t
number of allocated addresses is about to P ts that t tL
DHCP address pool _ roducts that do not support L3
reach the maximum number of addresses functions such as RG-NBF2100
are to be exhausted. ]
that can be allocated in the address pool. Series Switches do not support this
type of alert.
The IP address of the
local device conflicts The IP address of the local device conflicts NA
with that of another with that of another client on the LAN.
device.
An IP address conflict )
) Among the devices connected to the current
occurs on downlink ) )
) device on the LAN, an IP address conflict NA
devices connected to )
) occurs on one or more devices.
the device.
The number of L2 MAC address entries is
The MAC address o
) ) about to reach the hardware capacity limit of | NA
table is full of entries.
the product.
The ARP table is full of | The number of ARP entries on the network NA
ARP entries. exceeds the ARP capacity of the device.
The device has a loop
| A network loop occurs on the LAN. NA
alarm.
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14 FAQs

14.1 Failing to log in to the Eweb Management System

(1) Confirm that the network cable is correctly connected to the port of the device, and the corresponding

indicator is flashing or steady on.

(2) Before accessing the Web management system, it is recommended to set the PC to use a static IP address
and set the IP of the computer to be in the same network segment as the IP of the device (the default IP of
the device is 10.44.77.200 and the subnet mask is 255.255.255.0) For example, set the IP address of the
computer t010.44.77.100 and the subnet mask to 255.255.255.0.

(3) Run the ping command to check the connectivity between the PC and the device.

(4) If you still cannot log in to the Device Management page after the preceding steps, restore the device to

factory settings.

14.2 Password Lost and Restoration of Factory Settings

If you forget the password, hold down the Reset button on the device panel for more than 5s when the device
is powered on, release the button after the system indicator blinks, and the device will be restored to factory
settings The device reboot can use the default management IP (10.44.77.200) to log into the device Web and
select whether to restore the backup configuration according to the prompt message.

Select Reset Backup: The configuration will be restored to a backup status and only the login password will be

restored to the default password

Select Delete Backup: To restore factory settings, that is, passwords and configurations will be deleted.

Tip

There is a backup file on the dewvice. Do you want

0 to reset the device using the backup file? (Note:
The dewice will reboot after being restored.)

Celete Backup Reset B
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